Memorandum – Finance
Date:

April 16, 2009
To:

Mayor and City Commissioners
 
From:

Cheryl Hunter
RE:

Adoption of Identity Theft Prevention Program (FACTA Policy)
___________________________________________________________________________

The City needs to adopt a policy preventing identity theft in order to comply with a recent amendment to the Fair and Accurate Credit Transactions Act of 2003 (“FACTA”).  I have attached a Policy the City can use and a draft Resolution for the City Commission to adopt the Policy.

FACTA requires cities and utilities to adopt an Identity Theft Prevention Program ("Program") pursuant to the Federal Trade Commission's Red Flags Rule (“Rule”).
  Each program must contain reasonable policies and procedures to:

1. Identify relevant Red Flags (discussed below) for new and existing covered accounts and incorporate those Red Flags into the Program;

2. Detect Red Flags that have been incorporated into the Program;

3. Respond appropriately to any Red Flags that are detected to prevent and mitigate Identity Theft; and

4. Ensure the Program is updated periodically, to reflect changes in risks to customers or to the safety and soundness of the creditor from Identity Theft.

A.
 FACTA Definitions
The Rule defines “Identity Theft” as “fraud committed using the identifying information of another person” and a “Red Flag” as “a pattern, practice, or specific activity that indicates the possible existence of Identity Theft.”  

According to the Rule, a municipal utility is a creditor subject to the Rule requirements.  The Rule defines creditors “to include finance companies, automobile dealers, mortgage brokers, utility companies, and telecommunications companies. Where non-profit and government entities defer payment for goods or services, they, too, are to be considered creditors.”

All the City’s accounts that are individual utility service accounts held by customers of the utility whether residential, commercial or industrial are covered by the Rule.  Under the Rule, a “covered account” is:

1. Any account the City offers or maintains primarily for personal, family or household purposes, that involves multiple payments or transactions; and

2. Any other account the City offers or maintains for which there is a reasonably foreseeable risk to customers or to the safety and soundness of the City from Identity Theft.

“Identifying information” is defined under the Rule as “any name or number that may be used, alone or in conjunction with any other information, to identify a specific person,” including:  name, address, telephone number, social security number, date of birth, government issued driver’s license or identification number, alien registration number, government passport number, employer or taxpayer identification number, unique electronic identification number, computer’s Internet Protocol address, or routing code.


B.
Identifying Red Flags
In order to identify relevant Red Flags, the City considers the types of accounts that it offers and maintains, the methods it provides to open its accounts, the methods it provides to access its accounts, and its previous experiences with Identity Theft.  The City identifies the red flags in each of the following categories: (1) Notifications and Warnings from Credit Reporting Agencies; (2) Suspicious Documents; (3) Suspicious Personal Identifying Information; (4) Suspicious Account Activity or Unusual Use of Account; and (5) Alerts From Others.


C.
Other Steps That a City Must Take 

Cities must also take the following steps: (1) Detect Red Flags-for new accounts and existing accounts; (2) Prevent and Mitigate Identity Theft-includes protecting customers’ identifying information; (3) Program Updates; and (4) Program Administration-includes oversight, staff training and reports, service provider arrangements, and non-disclosure of specific practices.

D.
Identity Theft Prevention Program for the City

FACTA requires that the City adopt an Identity Theft Prevention Program on or before May 1, 2009.  The Program (attached to memo) that I am recommending for the City to adopt covers all the necessary actions that the City must take in order to be in compliance with FACTA.  It addresses each of the legal points referenced above and describes specific steps that the City must take in order to implement a successful and effective program.

Conclusion

The City is covered by the new amendment to the Fair and Accurate Credit Transactions Act and should adopt a policy on or before May 1, 2009 in order to be in compliance with the requirements of that Act.  Please review the policy that is attached and let me know if you have any questions. 

� 16 C.F.R. § 681.2.
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