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• No cost to the entity. DHS/CISA 
incentivizes compliance in exchange for 
"free" services. 

• Ironically, this is "contingent on the 
availabi lity of funds for this purpose 

• In return for the incentive of "no cost" 
DHS receives access to all of the 
following: 

• Network diagrams to 
facilitate anyalsis, network 
monitoring. 

• In-band access via a secure 
Internet channel. 

• Outbound access via a secure 
Internet channel. 

• Enable CIS to deliver and 
perform the CSS for the 
benefit of the county 

• Public and Private IP address 
ranges including servers 
being monitored 
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There Is no cost to join MS-ISAC. 

The Multl-State Information Sharing and Analysls Center (MS-ISAC) Is a vounary and 
collaborative effort b.lsed on • strong p:irtne/Shlp betWeen the Center tor lntemet SeaJrily 
and the Office of Cyt,erseamty aid Comnnncaions withil the u S. Department of 
H<Nneland 5ecunty (OHS). The MS-ISAC has been deoignaled by OHS as the key 
resouroe tor cyber 1l1rea1 pn1ventmn, proledion, response aid iecove,y tor the nalion's 
slate. local, teflttorbl ond 1r1x11 (SL Tl) governments. Thiough Its ·-on 2417 
Slcurlly Oporzlcns Cerrte<, the MS-ISAC M1Ves as• cenml resouite tor siu3U0nal 
awalW\eu and onadenl ,_,,. lor SL TT O(IY8fMl4lnts. There I# no cost to be • rrwmber. 

Membership In Ille MS-ISAC wil gtve us access to severol imponanl b<nellts such as: 

• Cyt)er>ecuitty 3dvlsories & dalfy lips 
• Cyt,er even! notitlcalions 
• Awareness/ectucation materials . Ne- rnoolorlng 
• V\llnel3blity ossessmenl seMC8S 
• Slew• portals tor COIMlUf1IC3tion & document shafing ·--~ ...... -• AsalltOnCe wil"I cyberNa.sify i'lddert emergency retpCnN 

Shanna Information wilh M$-ISAC Is comDlelelY volu1brv 



SOU CE OF FU DS: There ts no cost o jo · MS-ISAC. 

The ulti-Sta e lnforma ·on Sha · and tysis Cen er (I S-ISAC) is volun ~ and 
col abo a ve e based on a s rono partners ip between e cen er for Internet Security 
and the Office of Cybersecurity and Com uni ·oos within the .s. Depa m of 
Homeland Sec rtty DHSJ, The MS-ISAC has een designa ed by OHS as he key 

for cy r th ~ ntion pro ction, res n ,e nd co ery · or the n · n's 
state, local, t ri olial d tri al (SL . go emments. Through its sta e-of-the art 24fl 
SeCtJri Opera ions Center, e MS-1S-\C serves as a central resou e for s· ua ional 
awa ness a d incident sponse f. SL TT govern en . There is no cost o be a member. 



• Under this contract all information is 
considered voluntanly submitted and 
may be shared with the Federal 
Government. 

• These Federal Government Agencies 
to this date have included the 
following: 

• Federal Bureau of 
Investigations (FBI) 

• Department of Justice (DOJ) 

• Office of Director of National 
Security (ODNI) 

• Cybersecurity and 
Infrastructure Security Agency 
(CISA) 
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1 .. 1 ~ AC memb ·. a led e that Primary 
Custodian has certain c er and/or riti ai 
infr as tru tu . inf mat~ and m ateria I that · - x .m pl 
frm · los u !hli,c or ot r J l ri .1. · 
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The El•ISAC was conceived as a means ofleveraging the 
many capabilities and the infrastrucrureofthe MS•ISAC. 
Th inte ration ofthetwocontinuedafterthe EHSAC' 
formal launch in 1arch. Both the '1S•ISAC and EHSAC 
benefit by operating under the auspices of CJS. This 
allows them to work together to educate and protect SLTT 
governments from the myriad cyber tJireats that are 
aimed at both the trad itional government IT systems and 
those pecific to elections. 

Both ISAC continue 10 utilize centralized, and in 
many cases ·hared, resources to enable a greater 
level of visibility and in format ion sharing across t he 
elect ion and the SLTT govern menl ectono benefit 
the cons tit uen ies of both organizations. Furthermore. 
everything from webcasts to workgroups to in•person 
meetings integrate the needs of both ISACs, offering 
efficiency and consistency for the Membership. The 
support tructure behind the ISACs includes: 

• Security Operations Center (SOC) to provide 
24/7/365 incident triage and immediate response. 

• Computer Emergency Response Team (CERT) to 
provide incident response and forensic services. 

• Cyber Intelligence Team to provide fo rward-leaning 
analysis, written products. and presentation . 

• Engineering Team to provide sensor deployment 
and technical assistance. 

• Stakeholder Engagement Team to provid member 
support and engagement. 

MS-ISAC 
Multi-Sta1e Information 
Sharing & Analysis Center• 



Texas Secretary 
of State 

• "We also have working relationship with the Department of Homeland Security as well as 
the MSI-ISAC multi-state information sharing and analysis center and have since 2016 ... as 
well as the fact that we've got an Albert sensor on our registration database." 

• Director of Elections Keith Ingram 



Protecting Election Infrastructure 

Texas Legislature Acted 

Texas Election Code § 279 

Cybersecurity 

Te .Secretary of State's office also en ·ng sreps o further ~n el.ection 

·n ~tructure securitf in lhe Stnte of Texas: Working with Federal and Local Partners 
· 'e comnUli · protocols wi1t1 lhe Department of Homeland Security (OHS), the Federal 

lnv!l;tiootions (FBI), the De or Pubrc tety (DPS~ and Department of lnfonnation • e SOS aloog with our CO\llty 

securey i:,rovided by the DeOllrtlnE:nt 

·a1s to ensure that crioJ !hose are authorized 10 do so can 

• access to the statewide voter registration d3tab3se. shamg r evmt · 
• Installed an active beri s or on our votes- · · dabbase that alerts O\K agency when ooy SU!lpicious and being awaTe of po · cyrer threa . 

cyber~ · · occurs. 

lhe u.s Efection Assistne Coomission CEACl !EQfl ror impl 

- ·ng 2018 

V, disbtnement to states for election security. 

• ntoimed mid enc:ou-aged exas comlies o e adv of c:ybers · &elVices and physical security 
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DHS cannot nor by Presidential 
executive order; impose election laws 
or enforce a "federal" authority on the 
states regarding elections. 

• OHS may claim "extraordinary 
circumstances" or necessary to [the 
tJ.S. g vernment's] safety however 
the fact remains that only Congress 
would likely involve itself in 
congressional elections. 

"Who are to pass the laws for regulating elections? The congress of the United States, composed of a senate 
chosen by the state legislatures, and of representatives chosen by the people of the states. Can it be imagined, 
that these persons will combine to defraud their COf!Stituents of their rights, or to bvertbrow the state 1 

authorities, or the state influence?" Joseph Story, Commentaries on the Constitution of the United State$ § 826 
(1833) 



CONGRESS' REJECTION OF IMPOSED FEDERAL GOVERNMENT ON STATES 

• Judge Story's commentary echoes Hamilton's expectation as 
representatives of states and their people, Members of Congress would be 
reluctant to impose election laws on objecting states. This theory has 
been tested as recently as last year in H.R. 1: For the People Act of 2021 . 

• H.R. 1 was to expand voter registration (e.g. automatic and same-day 
registration), and voting access (e.g., vote-by-mail and early voting). It 
also limits removing voters from voter rolls. Additionally, the bill set 
forth provisions related to election security, including sharing 
intelligence information with state Election Officials, supporting states in 
securing their election systems, developing a national strategy to protect 
U.S. democratic institutions, establishing in the legislative branch the 
"National Commission to Protect United States Democratic Institutions", 
and other provisions to improve the cybersecurity of election systems. 

c;,9~a,-u, 
• Congress rejected this encroachment of federalization of elections. If 
Congress did not enact election cybersecurity law, then he federal 
government by way of DHS invading Texas' elections is unconstitutional 
and Election Officials that have imposed such intrusion are derelict in 
their duty violating Texans' privacy and voting rights. 



UNITED STATES 
CONSTITUTION -
ARTICLE I SECTION 4 
• Art. I Sec. 4 of the Constitution makes 
clear that only the legislatures of the States 
have authority to amend or nullify election 
statues. Bush II, 531 U.S. at 104 (quoted 
supra). Texas legislatures did not authorize 
the Department of Homeland Security to 
monitor our elections. Non-legislative 
changes to State election law by Sos or 
County Election Officials are in violation of 
Art. 1 Sec. 4 of the U.S. Constitution. 



Persona I ldentifia ble Information 

• The private information acquired by CIS via 
DHS is not widely available in Texas, but 
instead may be released only under certain 
circumstances and conditions imposed by 
Texas' voting laws. Tex. Elec. Code § 18.066. 
Seeking large scale voter information are 
only permitted to access certain data 
contained in Texas' computerized voter 
registration files and only upon certain 
conditions. Tex. Elec. Code§ 18.066(d). 

~a,vz,a#ted ilw-a4itm °6' ~~ ,, 
ftltwael/• 

Disclosure of private voter data enables 

• Widespread abuse of that information to the determent of Texans. 
• Neither the SoS Election Officials nor the County Election Officials 
can possibly provide assurances as to the voter data's use once it is collected by 
federal agencies and their third-party vendors. 
• Voter birthdates threatens the privacy interest of Texans 
• Texas courts have acknowledged, a citizen has an inherent privacy interest in his or her birthdate, 



How many government 
agencies have access to 

the voter rolls and voting 
machines? 

How many private 
owned companies have 
access to the voter rolls 
and voting machines? 


