Agenda ltem Request Form

BURNET COUNTY COMMISSIONER’S COURT

Meetings — 9:00am - 1st through 4™ Tuesday of Every Month

NO ITEM WILL BE ON AN AGENDA
WITHOUT PRIOR APPROVAL BY A MEMBER OF COMMISSIONER’S COURT

All Contracts must be approved by County Auditor’s
And County Attorney’s office prior to being on the Agenda

Agenda items and supporting documents are due to Court Coordinator’s Office (Rm. 201} no later than
noon on Thursday prior tc 1e meeting date requested.

Ph: 512-715-5276 Fax: 512-715-5217 email: comcrt@burnetcountytexas.org

Presenters are to limit presentation time to no more than 5 minutes.

Today’s Date: 12/13/2024 Requested by: Oakley
Commissioners Court Date: 12/19/2024

AGENDA ITEM: Discussion and/or action regarding the approval to renew liability insurance with the
Texas Associi  on of Counties Risk Management Pool. Coverage dates are 4/1/25 — 4/1/26 {Oakley)

Judge Oakley Commissioner Pct. 1 Luther Commissioner Pct. 2 :ierle

Commissioner Pct. 3 Wall Commissioner Pct. 4 Dockery
















Please complete all the following questions concerning the Information Technology environment within your
organization. These questions are intended to be answered by an IT Director (or  |ui nt professional) with adequate
knowledge of the organization’s cybersecurity measures and protocols. All question: tfui comp ionforPrii :yor
Security Event Liability cover :. Increased limits will require underwritii  review for consideration.

To be considered for a $1M Privacy or Security Event Liability and Expense limit the following must be met satisfactorily:

1. Our staff receive mandatory cybersecurity awareness training at least annually on expectations of staff to recognize common cyber-
attacks, such as social engineering and phishing, to report possible cybersecurity incidents or other types of cyber-attacks, and to
_ know who to report cybersecurity issues/problems to.

a.  No, we do not receive mandatory cybersecurity awareness training annually.
b. Yes, we are required to participate in mandatory cybersecurity awareness training at least annually.
2. Our staff logs in to their web-based email using multi-factor authentication (e.g., receiving a text message to validate log in).
a. True
b. False

3. Our critical and sensitive data is backed up, stored and encrypted offline on a different logical or physical network suchasa ud
backup to support recovery from a catastrophic cyber incident if required.

a. True, but our backups are not stored offline on a different logical network location; they are connected to our IT network,
and they are encrypted.

True, our backups are offline (in a different logical network) and encrypted.
True, our backups are offline (such as a manual hard drive backup), but they are not encrypted.

False, we do not back up our critical or sensitive data.

To be considered for a $2M Privacy or Security Event Liability and Expense limit the following must be met satisfactorily
in addition to the questions note above:

4. My organization/county has formalized IT and cybersecurity policies and plans that document, for example, guidelines for
acceptable use of IT, passwords, reporting of unusual activity (e.g., workstation locking up or not functioning properly),
cybersecurity training, and cyber incident response.

a. We have no documented policies or plans.
b.  We have some documented policies, procedures, and plans, but there are known gaps.
¢c. We have a robust, well documented IT and cybersecurity program that is current.

5. Our organization/county requires multi-factor authentication for remote access to our network (both cloud-hosted and on-premises,
including Virtual Private Networks (VPNs))

a. True
b. False

6. We review our organizations’ IT and cybersecurity policies, procedures, and plans at least annually and we make updates/changes
based on changes in the organization, the cybersecurity environment, and technology.

a. True
b. False
7. Inthe case of a cybersecurity incident, we report the incident to.
a. Cyber insurance Provider
b. Cyber insurance Provider and Law Enforcement

c. Cyber Insurance Provider, Law Enforcement, and Cyber Incident Support Vendors (may include Cyber Forensics,
Cyber Legal Support, and other Cyber Incident support)

d. No >fthe Above
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8. We have staff (either internal staff or outsourced cont ‘tors/vendors) whc poi : forr taining our iT systems
and applying maintenance and cybersecurity patches 1o software on the workstations within our organization.

a. , we  not have staff/contractors who perform this function.
b. Yes, we do have staff/contractors who perform this function.

9.  We have cybersecurity tools and systems that monitor who is on our network, when they are on the network, and what
network resources they are using.

a. True
b. False
10. We have implemented email content ﬂltéring and web content filtering to identify unauthorized activity, malicious
attachments, and other prohibited activity that may negatively impact our IT network and systems.
a. True
b. False
11. We conduct interactive or simulated social engineering (i.e., KnowBe4 phishing emails) training.

a. True
b. False

12. We have implemented tools (e.g., Endpoint Detection and Response tools such as Microsoft Defender for endpoints,
CrowdStrike Falcon, or Malwarebytes Endpoint Security) to automaticaily monitor, log, and report unusual and unauthorized
activities that occur on our IT workstations.

a. True
b. False
13. We have software/hardware that is no longer supported by the manufacturer or vendor but is active on our IT network.

a. Yes, we have outdated hardware or software on our network that is no longer supported by the manufacturer or
vendor.

b. No, we do not have any hardware or software on our IT network that is no longer supported by the manufacturer or
vendor.

c. | donot know.

I. We have a formal Disaster Recovery Plan and a formal Business Continuity Plan that guides us in setting the priority of
system (applications / systems / databases) restoration to recover from a cyber incident that impacts our business

operations.
a. True
b. False

Money Transfer Controls

15. Are employees who are responsible for disbursing or transmitting funds provided anti-fraud training, including detection of
social engineering, phishing, business email compromise, and other scams, on at least an annual basis?
a. Yes
b. No

16. When a vendor or supplier requests any change to its account details (including routing numbers and account numbers), do
you confirm requested changes via an out-of-band authentication (a method other than the original means of request)? For
example, if a request is made by email, a follow-up phone call is placed to confirm that the supplier or ver + made the
request.

a. Y

b. No
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7. Does Burnet County own a Jail Facility and/or Detention Facility No

If yes, who operates the Jail Facility? _Burnet County Sheriff Denartment

If yes, who operates the Detention Facility? n/a

if the Jail Facility or Detention Facility is privately operated, the Pool recommends Burnet County request a currently
dated Certificate of Insurance issued by the facility operator’s insurance agent or company that names the County as an
Additional Insured and includes t!  ‘ollowing coverage as applicable:

General Liability

Professional Liability

Employment Practices Liability

Property (if the County owns the building)

8. If Burnet County operates a Jail Facility and/or Detention Facility, please provide a copy of the Certificate of
Compliaince from the Texas Commissions of Jail Standards.

Please see attached.

9. If a copy of the Certificate of Compliance is not held, attach information on actions being taken to bring
facility into compliance. NOTE: Failure to provide Certificate of Compliance from the Texas Commissions of
Jail Standards may result in the jail being excluded from coverage.

Unreported Claims

Are you, or any officer or employee, aware of, or have kinowledge of any citcymstance, occurrence, fact or event
which is likely to be a basis of a claim, either now or in the future? Yes

If yes, please describe: n/a

Has the situation been reported to TAC Claims Department? Yes No

n/a

Texas Association of Counties Burnet County # 0270
Risk Management Pool Coverage Number: R-CAS-0270-20250401-1






