2018 HAVA ELECTION SECURITY SUB-GRANT APPLICATION

KATIE HOBBS

SECRETARY OF STATE

General Information Section:

Cochise County - Elections Dept split

County Name:

County Recorder’s Name: David Stevens

Work Address: 1415 Melody Lane Building B
Direct Telephone Number: 520-432-8357

Dstevens@cochise.az.gov

Direct Email:

County Elections Director's Name: Lisa M. Marra

Work Address: 1415 Melody Lane Building E
Direct Telephone Number: 520-432-8975

Imarra@cochise.az.gov

Direct Email:

Secondary Information Section (County Contact for Sub-Grant Related
Questions):

Lisa M. Marra
Direct Telephone Number: 520-432-8975
Imarra@cochise.az.gov

County Employee’s Name:

Direct Email:

Project Activities, Intent, and Goals

What item(s)/service(s) is the Geunty-Reeerders / Elections Director’s Office purchasing
with the awarded funds?

ELECTIONS DEPT: 14 Vendor (ESS) specific ballot security boxes for DS200 tabulators
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Lmarra
Cross-Out


What is the project’s projected cost?

$71,592. NOTE this is a 50/50 split with the Recorder's Dept for our share of the

What is the projected expenditure date?

As soon as funds are distributed through the grant expiration date

What is the project’s intent and expected result?

Secure drop boxes, computer/monitors for camera surveillance, paper shredder,

How does the project fall into at least one category of the federal HAVA
expenditure guidelines? Please specifically state which category.

1. Upgrade voting equipment programs and computer systems. 2. Implement

Please explain how this project will enhance election technology or make
election security improvements. If the project will not enhance election technology
or security, please explain how this project will enhance or improve elections?

Needed items/training/services to ensure the security of the elections process in Cochise

How will this project benefit registered voters in Federal Elections?

Ensure additional security needs are being met, education, and compliance. It also

Please describe in detail a clear and comprehensive plan for your requested project.

14 Vendor (ESS) specific ballot security boxes for DS200 tabulators for use in each voter

Will  you request security fortification funds? If so, has an election
cybersecurity assessment been completed and was the assessment method reviewed
and signed off on by the Secretary of State’s Information Security Officer?

Yes - DHS cyber assessment completed. See attached separate grant application from

If your project is not approved, please provide a detailed explanation on how this
may affect your County.

Voters will be underserved. We may be out of compliance for security efforts as required

Please submit the completed application to Renada Fisher at rfisher@azsos.gov.

2018 HAVA ELECTION SECURITY SUB-GRANT APPLICATION | 2




	County Name: Cochise County - Elections Dept split
	County Recorders Name: David Stevens
	Work Address: 1415 Melody Lane Building B
	Direct Telephone Number: 520-432-8357
	Direct Email: Dstevens@cochise.az.gov
	County Elections Directors Name: Lisa M. Marra
	Work Address_2: 1415 Melody Lane Building E
	Direct Telephone Number_2: 520-432-8975
	Direct Email_2: lmarra@cochise.az.gov
	County Employees Name: Lisa M. Marra
	Direct Telephone Number_3: 520-432-8975
	Direct Email_3: lmarra@cochise.az.gov
	Text3: ELECTIONS DEPT: 14 Vendor (ESS) specific ballot security boxes for DS200 tabulators for use in each voter center.  We purchased a few last year but did not have funds to purchase a box for each machine which is critical to security and ballot transport on election night from vote center to election central.  These are wheeled totes specifically designed for the machines with locking capability     $4,000
Computers/Monitors/Camera for Election Department
A camera/monitor will be installed in each of the following areas:  Warehouse, Early Ballot room, Tabulation room, Ballot storage room, Receiving door, and hallways in order to monitor/record movement during federal/statewide elections.  These cameras will also be broadcast into a central viewing room for public observation through the live election.  This ensures transparency for the public, and ensures our staff and equipment is also protected when the viewing is in process.  It is our goal to utilize this system for all elections so the public can enter/exit the facility and view all operations at one time from a secure location while at the same time not having them in the vicinity of staff or equipment which is a security hazard.        $30,000

2 new Okidata printers for election equipment.  We are using the existing printers that came with the equipment when we purchased it in 2015 and both have been used/repaired extensively.  We seek to purchase one for the DS850 to print out reports as well as one for the EMS computer to print results/reports.  Currently we have to purchase extensive toner/drums for them and stop during election tabulating to repair and replace ink.      $6,000

Large commercial grade paper shredder for election use.  We cannot throw away work product nor recycle anything election related anymore due to security concerns. We cannot have the public access trash and view ballot programming information, security seals or other election paperwork that must be destroyed.  This would replace a small desktop shredder we currently use which is undersized and incapable of the shredding the volume of paperwork generated during an election cycle to include ballot drafts and voting material.        $3,000
Thumbdrives for 2020-2021 use.  This purchase will comply with the AZSOS Procedure Manual requirement that a thumb drive is used only one time to transfer data from an internet computer to the EMS and then securely destroyed.  We estimated up to 20 will be required for each election.  That includes various stages of programming and testing to election night report.    $3,000

Media sticks for Express votes and DS200 tabulators.  As election night results are collected on the DS200, we need to ensure a 2 year compliance of record retention for results.  We barely have enough sticks to complete 2 federal elections and need to purchase approximately 50 more in order to complete 3 elections next year.  These can be reformatted and not destroyed after the retention period, as they are never connected to an internet based computer and cannot be used as a thumbdrive, as they are manufactured by ESS specifically for election voting/tabulation equipment.  $5,000
Our election equipment (EMS) is due for a security and Windows upgrade.  We require the cost of that hardware/software update as well as 3-5 days training for staff on the new programs.  This pays for equipment upgrade and training here at our facility instead of the cost of sending 3 people out of state for a week.  It also provides for securely backing up the existing system.
           $11,000

Training/Education
CERA certification for Election Director.  We have some limited general fund money for education to include travel and training but need to ensure our department director becomes certified in order to ensure compliance with election law as well as ensure public accountability for our voters.  Education is a key component when it comes to the public having trust in the election system in a rural county.  As we move into the next few years, it’s going to be critical to have this certification in the industry.  We are also anticipating other security related training for election staff over the next 2 years which would be taken out of this fund. It is estimated that CERA certification alone would be $12,000-$15,000 and we would provide for the difference over the next 2 years in our general fund budget line.    $9,592



	Text4: $71,592.  NOTE this is a 50/50 split with the Recorder's Dept for our share of the $143,184 formula grant . See attached sheet for cost breakdown of various items.

	Text5: As soon as funds are distributed through the grant expiration date
	Text6: Secure drop boxes, computer/monitors for camera surveillance, paper shredder, thumbdrives, printers, election program upgrade all provide security enhancements to bring us more compliance and security for the 2020-2022 election years.  Training for staff provides increased awareness to election trends and topics and helps assure the public that election management is priority for this state and county.  It provides long term results for elections are conducted ethically and securely.
	Text7: 1.  Upgrade voting equipment programs and computer systems. 2.  Implement established cybersecurity best practices for election systems.  3. Training election officials. (taken from the 2018 HAVA sub-grant guidelines page 3)
	Text8: Needed items/training/services to ensure the security of the elections process in Cochise County.  These items also enhance technology for the county.  This question has been answered in 2 other fields on this application.  
	Text9: Ensure additional security needs are being met, education, and compliance.  It also provides for specific use of federal HAVA funds earmarked for distribution to our county which enables us to upgrade some current technology.
	Text10: 14 Vendor (ESS) specific ballot security boxes for DS200 tabulators for use in each voter center.  We purchased a few last year but did not have funds to purchase a box for each machine which is critical to security and ballot transport on election night from vote center to election central.  These are wheeled totes specifically designed for the machines with locking capability     $4,000
Computers/Monitors/Camera for Election Department
A camera/monitor will be installed in each of the following areas:  Warehouse, Early Ballot room, Tabulation room, Ballot storage room, Receiving door, and hallways in order to monitor/record movement during federal/statewide elections.  These cameras will also be broadcast into a central viewing room for public observation through the live election.  This ensures transparency for the public, and ensures our staff and equipment is also protected when the viewing is in process.  It is our goal to utilize this system for all elections so the public can enter/exit the facility and view all operations at one time from a secure location while at the same time not having them in the vicinity of staff or equipment which is a security hazard.        $30,000

2 new Okidata printers for election equipment.  We are using the existing printers that came with the equipment when we purchased it in 2015 and both have been used/repaired extensively.  We seek to purchase one for the DS850 to print out reports as well as one for the EMS computer to print results/reports.  Currently we have to purchase extensive toner/drums for them and stop during election tabulating to repair and replace ink.      $6,000

Large commercial grade paper shredder for election use.  We cannot throw away work product nor recycle anything election related anymore due to security concerns. We cannot have the public access trash and view ballot programming information, security seals or other election paperwork that must be destroyed.  This would replace a small desktop shredder we currently use which is undersized and incapable of the shredding the volume of paperwork generated during an election cycle to include ballot drafts and voting material.        $3,000
Thumbdrives for 2020-2021 use.  This purchase will comply with the AZSOS Procedure Manual requirement that a thumb drive is used only one time to transfer data from an internet computer to the EMS and then securely destroyed.  We estimated up to 20 will be required for each election.  That includes various stages of programming and testing to election night report.    $3,000

Media sticks for Express votes and DS200 tabulators.  As election night results are collected on the DS200, we need to ensure a 2 year compliance of record retention for results.  We barely have enough sticks to complete 2 federal elections and need to purchase approximately 50 more in order to complete 3 elections next year.  These can be reformatted and not destroyed after the retention period, as they are never connected to an internet based computer and cannot be used as a thumbdrive, as they are manufactured by ESS specifically for election voting/tabulation equipment.  $5,000
Our election equipment (EMS) is due for a security and Windows upgrade.  We require the cost of that hardware/software update as well as 3-5 days training for staff on the new programs.  This pays for equipment upgrade and training here at our facility instead of the cost of sending 3 people out of state for a week.  It also provides for securely backing up the existing system.
           $11,000

Training/Education
CERA certification for Election Director.  We have some limited general fund money for education to include travel and training but need to ensure our department director becomes certified in order to ensure compliance with election law as well as ensure public accountability for our voters.  Education is a key component when it comes to the public having trust in the election system in a rural county.  As we move into the next few years, it’s going to be critical to have this certification in the industry.  We are also anticipating other security related training for election staff over the next 2 years which would be taken out of this fund. It is estimated that CERA certification alone would be $12,000-$15,000 and we would provide for the difference over the next 2 years in our general fund budget line.    $9,592

	Text11: Yes - DHS cyber assessment completed.  See attached separate grant application from our IT Dept. 
	Text12: Voters will be underserved.  We may be out of compliance for security efforts as required by ARS and Procedures Manual.  Having even one county not fully funded for security/technology could impact the entire state. Our direct allocation of funds will go unspent for this county.  Training and other important elements, such as enhanced equipment, will not be funded.


