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CounNTy OF ERrRIE

MicHAEL P. KEARNS
County CLERK

May 8, 2025

Jeremy C. Toth

Erie County Attorney

Department of Law

Edward A. Rath County Office Building
95 Franklin Street, Room 1634

Buffalo, New York 14202

Re:  Data Disclosure In External Audit of Erie County Clerk’s Office
Dear Attorney Toth:

I write concerning the disclosure of statutorily and contractually protected data in over 52,000
records of the former Finance Deputy Clerk. These records are being sent from the Division of
Information and Support Services (“DISS”) to the Erie County Law Department and an external
auditor as part of the ongoing external audit of the Erie County Clerk’s Office.

The production of over 52,000 records to an outside agency creates an almost-certain invasion of
privacy rights and exposure of confidential information in violation of, at minimum, the following
enclosed statutes and agreements:

Section 33.13 of the Mental Hygiene Law;

e Use & Dissemination Agreement between New York State Division of Criminal Justice
Services (“DCJS”) and Erie County Clerk — Pistol Permit Department; and

e The New York State Secure Ammunition and Firearms Enforcement (“SAFE”) Act’s Opt-
Out provision (Penal Law 400.00(5)(b)).

The former Finance Deputy Clerk had access to sealed records and data relating to pistol permits
and criminal records, as well as personally-identifiable information and mental health records of
Erie County residents. In addition, he was involved in numerous inter-agency and intra-agency
communications with fellow County employees, civil servants, and elected officials that are
exempted from disclosure under the Freedom of Information Law (“FOIL”).

Neither DISS, the Law Department, nor the external auditor have unregulated access to Clerk’s
Office files without our approval or agreements with the proper New York State agencies.
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In addition, the Clerk’s Office had previously requested, and been promised, a legal opinion by
the Law Department Liaison on February 13, 2025 as to the legality of the disclosure of these
records to a professional services contractor. It is unknown if any such opinion was completed,
however we were not provided any such opinion prior to learning of the disclosure of these records
to the Law Department and the imminent disclosure to the outside auditor via email on May 8,
2025.

Allowing dissemination of over 52,000 records to the Law Department and an outside agency will
set a dangerous precedent, not to mention likely violate the above-referenced statutes and
agreements and further erode the public’s trust in government.

Given that the Law Department failed to provide the requested and promised legal opinion for
close to three (3) months, and has apparently elected to go forward with the dissemination of these
records, we are requesting an outside legal opinion as to the legality of this process and the
immediate pause of said dissemination until we receive the opinion.

Very truly yours,

CHAEL P. KEARNS
Erle County Clerk

MPK/wal
Encl.

Cc: Erie County Legislature
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§ 33.13 Clinical records; confidentiality, NY MENT HYG § 33.13

McKinney's Consolidated Laws of New York Annotated
Mental Hygiene Law (Refs & Annos)
Chapter 27, Of the Consolidated Laws (Refs & Annos)
Title E. General Provisions (Refs & Annos)
Article 33. Rights of Patients (Refs & Annos)

McKinney's Mental Hygiene Law § 33.13
§ 33.13 Clinical records; confidentiality

Currentness

() A clinical record for each patient or client shall be maintained at each facility licensed or operated by the office of mental
health or the office for people with developmental disabilities, hereinafter referred to as the offices. For the purposes of this
section, the term “facility” shall mean “facility” as such term is defined in section 1.03 of this chapter, provided, however,
such term shall also include any provider of services for individuals with mental illness or developmental disabilities which is
operated by, under contract with, receives funding from, or is otherwise approved to render services by, a director of community
services pursuant to article forty-one of this chapter or one or both of the offices, including any such provider which is exempt
from the requirement for an operating certificate under article sixteen or article thirty-one of this chapter. The record shall contain
information on all matters relating to the admission, legal status, care, and treatment of the patient or client and shall include all
pertinent documents relating to the patient or client. The commissioners of such offices, by regulation, each shall determine the
scope and method of recording information, including data pertaining to admission, legal matters affecting the patient or client,
records and notation of course of care and treatment, therapies, restrictions on patient's or client's rights, periodic examinations,
and such other information as he or she may require.

(b) [Eff. until June 30, 2027, pursuant to L..1999, c. 408, § 18. Seg, also, subd. (b) below.] The commissioners may require that
statistical information about patients or clients be reported to the offices.

(b) [Eff. June 30, 2027, pursuant to L.1999, c. 408, § 18. See, also, subd. (b) above.] The commissioners may require that
statistical information about patients or clients be reported to the offices. Names of patients treated at out-patient or non-
residential facilities shall not be required as part of any such reports. Hospitals licensed by the office of mental health and
general hospitals shall provide to the office of mental health, upon request, records relating to persons described in subdivision
(j) of section 7.09 of this chapter who may be disqualified from possessing a firearm pursuant to 18 USC 422(4)(d).

(c) Such information about patients or clients reported to the offices, including the identification of patients or clients, clinical
records or clinical information tending to identify patients or clients, and records and information concerning persons under
consideration for proceedings pursuant to article ten of this chapter, at office facilities shall not be a public record and shall not
be released by the offices or its facilities to any person or agency outside of the offices except as follows:

1. pursuant to an order of a court of record requiring disclosure upon a finding by the court that the interests of justice significantly
outweigh the need for confidentiality, provided, however, that nothing herein shall be construed to affect existing rights of
employees in disciplinary proceedings.

2. to the mental hygiene legal service.
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§ 33.13 Clinical records; confidentiality, NY MENT HYG § 33.13

3. to attorneys representing patients or clients in proceedings in which the patients' or clients' involuntary hospitalization or
assisted outpatient treatment is at issue.

4. to the justice center for the protection of people with special needs.

5. to the medical review board of the state commission of correction when such board has requested such information with
respect to the death of a named person, or, with the consent of a patient or client when such board has requested information
about the patient or client providing that such board requires such information in the exercise of its statutory functions, powers
and duties. Information, books, records or data which are confidential as provided by law shall be kept confidential by the state
commission and any limitation on the release thereof imposed by law upon the party furnishing the information, books, records
or data shall apply to the medical review board.

6. to an endangered individual and a law enforcement agency when a treating psychiatrist or psychologist has determined that
a patient or client presents a serious and imminent danger to that individual. The reasons for any such disclosures shall be
fully documented in the clinical record. Nothing in this paragraph shall be construed to impose an obligation upon a treating
psychiatrist or psychologist to release information pursuant to this paragraph.

7. with the consent of the patient or client or of someone authorized to act on the patient's or client's behalf, to persons and
entities who have a demonstrable need for such information and who have obtained such consent, provided that disclosure will
not reasonably be expected to be detrimental to the patient, client or another provided, however, that release of such information
to a patient or client shall not be governed by this subdivision.

8. to the state board for professional medical conduct or the office of professional discipline or their respective representatives
when such persons or entities request such information in the exercise of their statutory function, power and duties provided,
however, that no such information shall be released when it concerns the subject of an inquiry who is also a patient or client,
except pursuant to paragraph one of this subdivision.

9. with the consent of the appropriate commissioner, to:

(i) governmental agencies, insurance companies licensed pursuant to the insurance law and other third parties requiring
information necessary for payments to be made to or on behalf of patients or clients pursuant to contract or in accordance with
law, such information to be kept confidential and limited to the information required.

(ii) persons and agencies needing information to locate missing persons or to governmental agencies in connection with criminal
investigations, such information to be limited to identifying data concerning hospitalization.

(iii) qualified researchers upon the approval of the institutional review board or other committee specially constituted for the
approval of research projects at the facility, provided that the researcher shall in no event disclose information tending to identify
a patient or client.
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§ 33.13 Clinical records; confidentiality, NY MENT HYG § 33.13

(iv) a coroner, a county medical examiner, or the chief medical examiner for New York city upon the request of a facility director
that an investigation be conducted into the death of a patient or client for whom such record is maintained.

(v) appropriate persons and entities when necessary to prevent imminent serious harm to the patient or client or another person,
provided, however, nothing in this subparagraph shall be construed to impose an obligation to release information pursuant
to this subparagraph.

(vi) a district attorney when such request for information is in connection with and necessary to the furtherance of a criminal
investigation of patient or client abuse.

(vii) appropriate persons and entities when necessary to protect the public concerning a specific sex offender requiring civil
management under article ten of this chapter.

(viii) to the attorney general, case review panel, or psychiatric examiners described in article ten of this chapter, when such
persons or entities request such information in the exercise of their statutory functions, powers and duties under article ten of
this chapter.

10. to a correctional facility, when the chief administrative officer has requested such information with respect to a named
incarcerated individual of such correctional facility as defined by subdivision three of section forty of the correction law
or to the department of corrections and community supervision, when the department has requested such information with
respect to a person under its jurisdiction or an incarcerated individual of a state correctional facility, when such incarcerated
individual is within four weeks of release from such institution to community supervision. Information released pursuant to
this paragraph may be limited to a summary of the record, including but not limited to: the basis for referral to the facility; the
diagnosis upon admission and discharge; a diagnosis and description of the patient's or client's current mental condition; the
current course of treatment, medication and therapies; and the facility's recommendation for future mental hygiene services,
if any. Such information may be forwarded to the department of corrections and community supervision staff in need of such
information for the purpose of making a determination regarding an incarcerated individual's health care, security, safety or
ability to participate in programs. In the event an incarcerated individual is transferred, the sending correctional facility shall
forward, upon request, such summaries to the chief administrative officer of any correctional facility to which the incarcerated
individual is subsequently incarcerated. The office of mental health and the office for people with developmental disabilities, in
consultation with the commission of correction and the department of corrections and community supervision, shall promulgate
rules and regulations to implement the provisions of this paragraph.

11. to a qualified person pursuant to section 33.16 of this chapter.

12. to a director of community services as defined in article nine of this chapter or his or her designee, provided that such
director or his or her designee (i) requests such information in the exercise of his or her statutory functions, powers and duties
pursuant to section 9.37, 9.45, 9.47, 9.48, 9.60 or 41.13 of this chapter; or (ii) the disclosure of information is required pursuant
to section 9.46 of this chapter.

13. to the state division of criminal justice services for the sole purposes of:

WESTLAW 2 2025 Thomson Rauiars Mo claim to onginal U S Govarnment 'Norks 3

COMM. 10E-4
Page 5 of 46



§ 33.13 Clinical records; confidentiality, NY MENT HYG § 33.13

(i) providing, facilitating, evaluating or auditing access by the commissioner of mental health to criminal history information
pursuant to subdivision (i) of section 7.09 of this chapter; or

(ii) providing information to the criminal justice information services division of the federal bureau of investigation by the
commissioner of mental health or the commissioner of developmental disabilities, for the purposes of responding to queries to
the national instant criminal background check system regarding attempts to purchase or otherwise take possession of firearms,
in accordance with applicable federal laws or regulations.

14. to the criminal justice information services division of the federal bureau of investigation, for the purposes of responding to
queries to the national instant criminal background check system, regarding attempts to purchase or otherwise take possession
of firearms, in accordance with applicable federal laws or regulations.

15. to the division of criminal justice services, names and other non-clinical identifying information for the sole purpose of
implementing the division's responsibilities and duties under sections 400.00 and 400.02 of the penal law.

16. to a mental health incident review panel, or members thereof, established by the commissioner pursuant to section 31.37 of
this title, in connection with incident reviews conducted by such panel.

17. to the agency designated by the governor pursuant to subdivision {b) of section 558 of the executive law to provide protection
and advocacy services and administer the protection and advocacy system as provided for by federal law. Such agency shall
not be charged any fee for copies of records obtained from a facility under this article.

18. to the board of correction of the city of New York when such board has requested such information with respect to the
death of a named person, or, with the consent of a patient or client when such board has requested information about the patient
or client providing that such board requires such information in the exercise of its functions, powers and duties. Information,
books, records or data which are confidential as provided by law shall be kept confidential by the board of correction of the
city of New York and any limitation on the release thereof imposed by law upon the party furnishing the information, books,
records or data shall apply to the board of correction of the city of New York.

(d) [Eff. until June 30, 2027, pursuant to L.1999, c. 408, § 18. See, also, subd. (d) below.] Nothing in this section shall prevent
the electronic or other exchange of information concerning patients or clients, including identification, between and among
(i) facilities or others providing services for such patients or clients pursuant to an approved local services plan, as defined in

article forty-one of this chapter, Uor pursuant to agreement with the department, and (ii) the department or any of its licensed
or operated facilities. Neither shall anything in this section prevent the exchange of information concerning patients or clients,
including identification, between facilities and managed care organizations, behavioral health organizations, health homes or
other entities authorized by the department or the department of health to provide, arrange for or coordinate health care services
for such patients or clients who are enrolled in or receiving services from such organizations or entities. Provided however,
written patient or client consent shall be obtained prior to the exchange of information where required by 42 USC 290dd-2 as
amended, and any regulations promulgated thereunder. Furthermore, subject to the prior approval of the commissioner of mental

health, hospital emergency services licensed pursuant to article twenty-eight of the public health law* shall be authorized to
exchange information concerning patients or clients electronically or otherwise with other hospital emergency services licensed
pursuant to article twenty-eight of the public health law and/or hospitals licensed or aperated by the office of mental health;
provided that such cxchange of information is consistent with standards, developed by the commissioner of mental health, which
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§ 33.13 Clinical records; confidentiality, NY MENT HYG § 33.13

are designed to ensure confidentiality of such information. Additionally, information so exchanged shall be kept confidential
and any limitations on the release of such information imposed on the party giving the information shall apply to the party
receiving the information.

(d) [Eff. June 30, 2027, pursuant to L..1999, c. 408, § 18. See, also, subd. (d) above.] Nothing in this section shall prevent
the exchange of information concerning patients or clients, including identification, between (i) facilities or others providing

services for such patients or clients pursuant to an approved local services plan, as defined in article forty-one, ! or pursuant
to agreement with the department and (ii) the department or any of its facilities. Neither shall anything in this section prevent
the exchange of information concerming patients or clients, including identification, between facilities and managed care
organizations, behavioral health organizations, health homes or other entities authorized by the department or the department
of health to provide, arrange for or coordinate health care services for such patients or clients who are enrolled in or receiving
services from such organizations or entities. Provided however, written patient or client consent shall be obtained prior to
the exchange of information where required by 42 USC 290dd-2 as amended, and any regulations promulgated thereunder.
Information so exchanged shall be kept confidential and any limitations on the release of such information imposed on the party
giving the information shall apply to the party receiving the information.

(e) Clinical information tending to identify patients or clients and clinical records maintained at a facility not operated by the
offices, shall not be a public record and shall not be released to any person or agency outside such facility except pursuant to
subdivisions (b), (¢) and (d) of this section. The director of such a facility may consent to the release of such information and
records, subject to regulation by the commissioner, pursuant to the exceptions stated in subdivision (c) of this section; provided
that, for the purpose of this subdivision, such consent shall be deemed to be the consent otherwise required of the commissioner
pursuant to subdivision (c) of this section. Nothing in this subdivision shall be construed to limit, restrict or otherwise affect
access to such clinical information or records by the mental hygiene legal service, the commission on quality of care for the
mentally disabled or the offices when such access is authorized elsewhere in law.

(f) All records of identity, diagnosis, prognosis, treatment, care coordination or any other information contained in a patient
or client's record shall be confidential unless disclosure is permitted under subdivision (c) of this section. Any disclosure
made pursuant to this section shall be limited to that information necessary and required in light of the reason for disclosure.
Information so disclosed shall be kept confidential by the party receiving such information and the limitations on disclosure
in this section shall apply to such party. Except for disclosures made to the mental hygiene legal service, to persons reviewing
information or records in the ordinary course of insuring that a facility is in compliance with applicable quality of care standards,
or to governmental agents requiring information necessary for payments to be made to or on behalf of patients or clients pursuant
to contract or in accordance with law, a notation of all such disclosures shall be placed in the clinical record of that individual
who shall be informed of all such disclosures upon request; provided, however, that for disclosures made to insurance companies
licensed pursuant to the insurance law, such a notation need only be entered at the time the disclosure is first made.

Credits

(Formerly § 15.13,L.1972, c. 251. Amended L..1973, c. 495, § 1; L.1973, c. 641, § 1. Renumbered § 33.13, L.1977, c. 978, §
35. Amended L.1979, c. 66, § 1; L.1981, c. 688, § 1; L..1983, c. 530, § 1;L.1984,¢. 912, §§ 1,2; L.1984, c. 1005, § 12; L.1985,
c. 196,88 1,2;1.1985,c. 446, § 1; L.1985,¢. 571, § 1, L.1985, c. 789, § 38;L..1986, c. 184, § 1; L.1986, c. 498, § 2; L.1987, c.
45,4 1;1..1988, c. 130, § 1; L.1990, c. 229, §§ 1 t0 3; L.1993, c. 330, § 2; L.1995, c. 181, § 3; L.1999, c. 408, § 12, eff. Aug. 9,
1999; L..2005, c. 158. § 3. eff. June 30, 2005; L.2005, ¢. 571, § 1. eff. Aug. 23, 2005; 1..2007. c. 7. §§ 4. 5. eff. April 13, 2007;
1..2008, c. 230. § 1. eff. July 7. 2008; L.2008, c. 491, § 4; L.2008, c. 491, §§ 3. 6, eff. Nov. 1,2008; L.2010,c. 111, pt. E, §§ 3, 4
eff. July 1,2010; L.2010, c. 168, § 37, eff. July 13.2010; L.2011, ¢. 37, § 47, eff. June 1,2011; L.2011, c. 62, pt. C, subpt. B, §
118-i, eff. March 31,2011; L.2013, c. 1, § 23, eff. March 16,2013; L.2013, ¢. 56, pt. L, § 2, eff. May 27,2013; L2015, c. 247, §§

—~
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§ 33.13 Clinical records; confidentiality, NY MENT HYG § 33.13

1,2, eff. Sept. 25, 2015; L.2016, c. 59, pt. M, §§ 1. 3, eff. April 13,2016; L.2016, c. 59, pt. M, § 2; L.2016, c. 453, § 1, eff. Nov.
28,2016; 1..2020, c. 312, § 1, eff. Dec. 2, 2020; L.2021, c. 36, §§ 1, 2, eff. Dec. 2, 2020; L.2021, ¢. 322, § 77, eff. Aug. 2,2021.)

Footnotes

1 Mental Hygiene Law § 41.01 et seq.
2 Public Health Law § 2800 et seq.

McKinney's Mental Hygiene Law § 33.13, NY MENT HYG § 33.13
Current through L.2025 chapters 1 to 49, 61 to 117. Some statute sections may be more current, see credits for details.
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USE & DISSEMINATION AGREEMENT
between
NEW YORK STATE DIVISION OF CRIMINAL JUSTICE SERVICES
and
ERIE COUNTY CLERK - PISTOL PERMIT DEPARTMENT

Pursuant to Executive Law §837(6) and/or §837(8-a), the New York State Division of Criminal Justice
Services (DCJS) hereby agrees to allow Erie County Clerk — Pistol Permit Department, Buffalo, NY, the
("User Agency”) access to criminal history and wanted and/or missing persons data as may be contained in
DCJS and, if applicable, federal Criminal Justice Information Services (CJIS) data files and other state
repository files, as available through the Interstate Identification Index (hereinafter referred to as “llI”), in
accordance with the following terms and conditions:

DUTIES OF DCJS

DCJS will process authorized criminal history record inquiries, as specified in the Inquiry Specification list
(attached hereto and hereinafter referred to as “Appendix A”), by searching its files and returning related
criminal history, wanted and/or missing persons’ information, as permitted by New York State law, DCJS
administrative regulations, applicable federal statutes and regulations, and CJIS policies and procedures.

DCJS will allow the User Agency to access criminal history data electronically by allowing on-line searches of
its files and, if applicable, CJIS files only for those authorized criminal justice purposes specified in Appendix
A, and will return related criminal history, wanted and/or missing person’s information, as permitted by New
York State law, DCJS administrative regulations, applicable federal statutes and regulations, and CJIS
policies and procedures.

DCJS will provide such information only to the extent that public funds are made available for that purpose.

DCJS will not allow the User Agency to access criminal history data for research purposes or any other
purpose that is not specifically authorized by this Agreement.

DUTIES OF THE USER AGENCY

The User Agency will collect, receive, use, and report, when applicable, all information covered by this
Agreement in compliance with all applicable state laws and regulations, and all applicable federal laws,
regulations, policies and procedures, and restrict inquiries to only those specified in Appendix A.

The User Agency agrees to not access criminal history data for research purposes or any other purpose that
is not specifically authorized by this Agreement. The User Agency must submit an official written request for
access to criminal history data for purposes not specified in the Appendix A.

For employment and/or licensing purposes, the User Agency agrees to retain criminal history record
information supplied by DCJS only for the duration of the appointment and/or licensing investigation process,
including any subsequent administrative or judicial appeal of denial of the appointment and/or license.
Thereafter, such information must be destroyed in a secure manner so as to preclude unauthorized
access/use.

For electronic access, the User Agency must have and maintain the necessary computer and associated
equipment. In addition to the aforementioned laws, regulations, policies and procedures, the User Agency
must also comply with the Electronic Access Guidelines attached as Appendix B. Electronic access allows
the User Agency to extract criminal history record information from DCJS criminal history files and, if
applicable, CJIS for inclusion in a separate report, provided such information shall not be compiled by the
User Agency into a separate data file(s), in either printed or electronic form, for: (i) the creation of a separate
database in lieu of submitting a new inquiry to DCJS; (ii) secondary dissemination unless specifically
authorized by law; (iii) research purposes; or (iv) any other purpose that is not specifically authorized by this
Agreement.

01/24/25 Page 1 of §
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USE & DISSEMINATION AGREEMENT
between
NEW YORK STATE DIVISION OF CRIMINAL JUSTICE SERVICES
and
ERIE COUNTY CLERK - PISTOL PERMIT DEPARTMENT

The User Agency agrees to protect the security of criminal history record information that is contained in
either printed or electronic form and comply with any and all provisions concerning the confidentiality of
criminal history record information and the physical security of terminals, printers and other electronic devices,
including, where applicable, mobile devices’, enabled to electronically access the files of DCJS and, if
applicable, the National Crime Information Center (NCIC)/IIl. All terminals, printers and other electronic
devices, including mobile devices, under the control of the User Agency, which allow access to criminal
history record information from DCJS files and, if applicable, NCIC/IIl files, must be in secure locations
whether they are within the confines of the User Agency or the User Agency vehicles, or on the persons of the
User Agency staff. Access to the locations must be restricted to authorized employees, or, if applicable,
visitors - such as vendors - necessary for business purposes. Visitors to computer sites or terminal areas
must be accompanied by User Agency staff.

The User Agency will familiarize its personnel with, and adhere to, 34 U.S.C. §10231 and the applicable
regulations (see, 28 CFR Part 20; Appendix C) and, when applicable, the CJIS Security Policy, as updated,
the NCIC Manual, and the 11l Operational and Technical Manual, which are incorporated into this Agreement
by reference. The User Agency will also familiarize its personnel with, and ensure adherence to, all physical
and personnel security, and other relevant provisions, as specified in the Electronic Access Guidelines in
Appendix B. This includes, but is not limited to, provisions concerning the confidentiality of criminal history
record information and the physical security of terminals enabled to electronically access the files of DCJS
and, if applicable, CJIS.

The User Agency will make records available that support and justify criminal history record inquiries to DCJS
and, if applicable, CJIS for the purpose of conducting routine, periodic audits to ensure compliance with all
applicable laws, regulations, policies, and procedures regarding the information furnished by DCJS and/or
CJIS pursuant to this Agreement. The User Agency agrees to keep such records as DCJS may require
including a log of all non-fingerprint inquiries, whether made by electronic and non-electronic means, to
facilitate audits. The log will reflect, at a minimum, a record of each inquiry showing the date, time, name of
subject, specific reason for the inquiry, file or case number, name of person requesting the inquiry, and the
terminal operator. In those cases, for which an inquiry is made on behalf of another authorized agency, the
ORI code of the requesting agency must be recorded. Fingerprint-based inquiries need not be logged.

The User Agency will appoint a Terminal Agency Coordinator (TAC) who will be responsible for ensuring
compliance with this Agreement, and DCJS and, if applicable, CJIS regulations and policies. The TAC will
train and affirm the proficiency of terminal operators who access the criminal history files of DCJS, and, if
applicable, the criminal history record files of CJIS, prior to the operator being permitted access. For those
User Agencies that access CJIS information, in addition to ensuring that training and testing of each terminal
operator has been completed pursuant to NCIC policies and procedures, the TAC will also ensure that DCJS-
approved training of each terminal operator has been completed and will maintain each operator’s certification
attesting to such training. For those User Agencies with access to only NYS criminal history, the TAC will
ensure that DCJS-approved training of each terminal operator has been completed and will maintain each
operator's certification attesting to such training. The TAC will also maintain a complete, accurate, and
current listing of all terminal operators and their user identifications. The head of the User Agency will officially
notify DCJS upon the appointment of any TAC by submitting a form supplied by DCJS. The User Agency
agrees to provide sufficient time during normal business hours for the TAC to perform the duties and
responsibilities associated with the position, as explained in the TAC Guidelines (DCJS-EXT 2422).

Upon initial assignment or employment of all personnel who will have access to DCJS or CJIS criminal history
record data, including programmers, technicians and other persons who will be utilized to effectuate access
to, or initiate transmission of, DCJS or CJIS data, the User Agency will submit the fingerprints of those

! Mobile devices are to be used by law enforcement and partnering agencics only.
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USE & DISSEMINATION AGREEMENT
between
NEW YORK STATE DIVISION OF CRIMINAL JUSTICE SERVICES
and
ERIE COUNTY CLERK — PISTOL PERMIT DEPARTMENT

persons and the required state, and, if applicable, federal fee(s) in accordance with DCJS and CJIS criteria
for a fingerprint-based criminal history record search. The User Agency shall not permit access of any kind
until the User Agency receives and reviews the fingerprint-based search results and makes a determination if
access/employment is appropriate. New York State Correction Law §§752-753 provides factors to be
considered in making such determinations when an individual has prior criminal convictions. If deemed
acceptable, the individual may be granted access. If a felony conviction of any kind is found, access shall be
denied, and the User Agency will be responsible for immediately notifying DCJS’ Office of Criminal Justice
Records (OCJR). Where applicable, a further review may be conducted to determine whether extenuating
circumstances exist to grant access to an individual with a felony conviction. Access to CJIS information by
an individual with a felony conviction shall be determined pursuant to the federal CJIS Security Policy; and
access to NYS-only criminal history information by an individual with a felony conviction shall be determined
after a review by the DCJS Commissioner, or his or her designee. The User Agency will be notified upon a
completion of such review whether such user shall be permitted access. Ifan individual approved for access
is subsequently arrested, the User Agency will be notified. The User Agency will be responsible for notifying
OCJR if such arrest results in a felony conviction. If a felony conviction results from such arrest, the User
Agency agrees to review the individual's access in the manner outlined above.

In the event the User Agency believes there was a breach of the security of the System, i.e., the unauthorized
acquisition of Criminal History Record Information (CHRI) data or any other criminal justice data provided to
the User Agency as granted through this U&D, the User Agency shall initially and immediately notify the
DCJS Director of Audit Services. The User Agency shall then immediately commence an investigation, in
cooperation with the DCJS Director of Audit Services, to determine if a breach occurred, the scope of the
breach and to restore the security of the System to prevent any further breaches. Upon completion DCJS, as
the state entity owning the System, will determine if such breach is applicable to State Technology Law §208
STL §208 and GBL §899-aa.

ACCESS RESTRICTIONS

Access to criminal history and wanted and/or missing persons’ data as may be contained in DCJS and, if
applicable, CJIS data files and other state repository files, as available through lll, shall only be used for
authorized purposes.

Inquiries for employment and/or licensing purposes via telephone, computer to computer, remote terminal,
correspondence, or other methods of non-fingerprint inquiry are prohibited. Fingerprints must be submitted for
employment and/or licensing purposes.

Secondary dissemination of criminal history record information received from DCJS and/or CJIS is not
permitted for any reason unless specifically authorized by law. Secondary dissemination means the
transmission of criminal history record information in any form, printed or otherwise, to another agency or
individual.

SUBSEQUENT QUERY REQUIREMENT

If the User Agency has a subsequent need for criminal history record information pertaining to an individual
for whom a previous inquiry was made, the User Agency must submit a new inquiry to DCJS to ensure that it
has the most current, complete, and accurate criminal history record report available for that individual. A
criminal history record must never be used for research purposes or any other purpose that is not specifically
authorized by this Agreement. Further, a criminal history record must not be used again in connection with an
axtension of the original purpose, or in connection with a new and different purpose. The cfiminal history
record should be retained only so long as is necessary. Criminal history may be retained if: (i) it is a key

01/24/25 Page 3 of 5
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USE & DISSEMINATION AGREEMENT
between
NEW YORK STATE DIVISION OF CRIMINAL JUSTICE SERVICES
and
ERIE COUNTY CLERK - PISTOL PERMIT DEPARTMENT

element in a case; (ii) there is a possibility that the record could be challenged; (iii) all levels of appeals have
not been exhausted; or (iv) it is necessary to document the circumstances of the case/investigation atthe time
of the inquiry. Thereafter, such information must be destroyed in a secure manner.

Any criminal history record information electronically extracted and saved in a separate report by the User
Agency must not be used for research purposes or any other purpose that is not specifically authorized by
this Agreement. Further, any criminal history record information electronically extracted and saved in a
separate report by the User Agency must not be used to create a separate database in lieu of submitting a
new inquiry to DCJS.

SUSPENSION OF SERVICE, CANCELLATION, FINES

DCJS may suspend provision of all/part of the service covered by this Agreement to the User Agency for a
known violation of any applicable state or federal laws, rules, regulations, policies, procedures, or this
Agreement. The User Agency recognizes that a known violation of 34 USC 10231 and/or the applicable
regulations by the User Agency, or its employees, may, if applicable, subject the User Agency to fines up to
$10,000, and may, if applicable, result in suspension of all federal funds. DCJS may resume furnishing any
information authorized hereunder when it is satisfied that all violations have been eliminated. Either DCJS or
the User Agency may, on 30 days written notice, terminate this Agreement for any reason.

INDEMNIFICATION OF DCJS

The User Agency, to the extent permitted by State or federal law, agrees to indemnify and hold DCJS, its
officers and employees, harmless from and against any and all claims, demands, actions, suits, and
proceedings brought by others arising out of the terms of this Agreement founded upon the negligence or
other tortious conduct of the User Agency including, but not limited to, any liability for loss or damage by
reason of any claim of false imprisonment or false arrest.

VALIDATION OF INACTIVE NON-CRIMINAL FINGERPRINTS/SWITCH TO INACTIVE STATUS

If DCJS retains the User Agency’s non-criminal applicant fingerprints in its files for the purpose of issuing
reports to the User Agency upon the subsequent arrest of the subject of the retained fingerprints, the User
Agency agrees to provide DCJS with:

@) The names and NYSID numbers of individuals whose fingerprints were sent to DCJS for
identification processing and retention, but whose applications were not approved for
employment or licensure by the User Agency; and

(2) The names and NYSID numbers of individuals who subsequently left the User Agency’s
employment or relinquished the licensure.

The User Agency agrees to provide these notifications as often as practicable, at least once per year. Once

so notified by the User Agency, DCJS agrees to designate as “inactive” the fingerprints of individuals who are
no longer in the employment or licensure situation for which they were fingerprinted.

01/24/25 Page 4 of 5
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USE & DISSEMINATION AGREEMENT
between
NEW YORK STATE DIVISION OF CRIMINAL JUSTICE SERVICES
and
ERIE COUNTY CLERK — PISTOL PERMIT DEPARTMENT

EFFECTIVE DATE

This Agreement shall supersede any prior Use and Dissemination Agreement between the parties and shall
become effective when signed by the Commissioner of DCJS, or his or her designee, and the official of the
User Agency having authority to bind the User Agency to the terms and conditions enumerated herein.

NEW YORK STATE DIVISION OF USER AGENCY: ERIE COUNTY CLERK - PISTOL
CRIMINAL JUSTICE SERVICES PERMIT DEPARTMENT
Signature Signature

Printed Name: Brendan Barry Printed Name: Thomas E Smith Jr

Title: Director Title: Supervisor of Data Processing

Office of Criminal Justice Records

Date: 01/31/2025 Date: 1/30/2025
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Appendix A

Authorized Inquiry Specification List

User Agency:Erie County Clerk’s Office — Pistol Permit Department

ORI Number: NY931040Z

On-Line Inquiry
Reason Code

Purpose of Inquiries

Enabling Authority

NON CRIM FINGERPRINT CARD
Non-criminal fingerprint submissions pertaining
to pistol permit license applicants®

(NY State and Federal CHRI response)

Penal Law §400.00(4)

NON CRIM FINGERPRINT CARD
Non-criminal fingerprint submissions for
employees who have access to NY State or
Federal Criminal History Record Information
(CHRI), whether hard copy or electronic form,
in the course of their job duties”

(NY State CHRI response)

9 NYCRR 6051.1(a)(3)

Remarks:

* Fingerprint processing fee required pursuant to Executive Law §837(8-a)

Agencies that are authorized to conduct an FBI fingerprint background check on an applicant (i.e.
employment, license, permit, adoption) are obligated to ensure the applicant is provided certain notice.
Refer to https://www.fbi.gov/services/cjis/compact-council for the following documents regarding the

privacy protection of a non-criminal fingerprint submissions:

e Privacy Act Statement
¢ Guiding Principles: Agency Privacy Requirements for Noncriminal Justice Applicants

e Guiding Principles: Noncriminal Justice Applicants Privacy Rights

01/24/25
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APPENDIX B

GUIDELINES FOR ELECTRONIC ACCESS TO
CRIMINAL HISTORY RECORD INFORMATION

Employees who electronically access computer systems and the available information
databases are the most important link in system security. Regardless of how well managers plan
and document security rules and guidelines, it is the employee who directly accesses a computer
system who must adhere to and work with the security rules and guidelines. Each employee with
access to a computer system should have a thorough understanding of his/her responsibilities in
accessing and disseminating information, recording transactions, and disposing of data printouts.
Each employee should have access to written procedures on the subject of data security,
including those issued by all State agencies that make information available through DCIJS. If an
employee is unsure of any of his/her legal responsibilities in these areas, a supervisor should be
contacted immediately for assistance.

Operator Identification/Authorization:

DCJS maintains a list of individuals who are authorized to access criminal history record
information as part of their work duties (Users). Each User is assigned a unique and secret
Password which he/she must use at logon to authenticate the User. Once authenticated, a session is
established and a User log is automatically maintained by the system to establish a record of who
transacted each inquiry. Because the User is responsible for all inquiries made during that session,
the terminal should not be left unattended once the User has logged on. The User should not inform
anyone else of histher Password, or use another person’s Usercode and Password. Under no
circumstances should a list of Users and Passwords be written or posted where anyone may see them,
such as near the terminal or in written procedures. Passwords should be changed regularly or whenever
the User feels his/her Password has been compromised.

Supporting Documentation/Audits:

DCIJS, as the manager of electronic software services, will conduct routine periodic audits of
a User Agency to ensure compliance with relevant State and Federal confidentiality policies, and all
applicable State and Federal laws. An audit may also be conducted if there is reason to suspect that
a security violation may have been committed or attempted. As part of DCJS auditing requirements,
a User Agency will be required to run a monthly utility program which will provide a log of all
criminal history record transactions. It will be the responsibility of the User Agency’s Terminal
Agency Coordinator to review this log and validate the fact that usage was for official purposes
and consistent with DCJS policy. The results of this review must be available to the DCJS Audit
Unit on request and in the manner and form in which requested.

Failure to Adhere to Law and Regulations:

DCJS may conduct an audit when a breach of security is suspected or reported. Repeated
and/or serious vinlations may result in suspension of service and the imposition of fines.
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28 CFR PART 20—CRIMINAL JUSTICE INFORMATION SYSTEMS (current as of 11/30/11)

Subpart A—General Provisions
§ 20.1 Purpose.

§20.2 Authority.

§ 20.3 Definitions.

Subpart B—State and Local Criminal History Record Information Systems

§ 20.20 Applicability.

§ 20.21 Preparation and submission of a Criminal History Record Information Plan.
§20.22 Certification of compliance.

§ 20.23 Documentation: Approval by OJARS.

§ 20.24 State laws on privacy and security.

§20.25 Penalties.

Subpart C—Federal Systems and Exchange of Criminal History Record Information
§20.30 Applicability.

§ 20.31 Responsibilities.

§ 20.32 Includable offenses.

§ 20.33 Dissemination of criminal history record information.

§ 20.34 Individual's right to access criminal history record information.

§ 20.35 Criminal Justice Information Services Advisory Policy Board.

§ 20.36 Participation in the Interstate Identification Index System.

§ 20.37 Responsibility for accuracy, completeness, currency, and integrity.

§ 20.38 Sanction for noncompliance.

Appendix to Part 20—Commentary on Selected Sections of the Regulations on Criminal History Record
information Systems

Authority: 28 U.S.C. 534; Pub. L. 92-544, 86 Stat. 1115; 42 U.S.C. 3711, et seq., Pub. L. 99-169, 99
Stat. 1002, 1008—1011, as amended by Pub. L. 99-569, 100 Stat. 3190, 3196; Pub. L. 101-515, as
amended by Pub. L. 104-99, set out in the notes to 28 U.S.C. 534.

Source: Order No. 601-75, 40 FR 22114, May 20, 1975, unless otherwise noted.
Subpart A—General Provisions

Source: 41 FR 11714, Mar. 19, 1976, unless otherwise noted.

§ 20.1 Purpose.

It is the purpose of these regulations to assure that criminal history record information wherever it appears is
collected, stored, and disseminated in a manner to ensure the accuracy, completeness, currency, integrity, and
security of such information and to protect individual privacy.

[Order No. 2258-99, 64 FR 52226, Sept. 28, 1999]
§20.2 Authority.

These regulations are issued pursuant to sections 501 and 524(b) of the Omnibus Crime Control and Safe Streets
Act of 1968, as amended by the Crime Control Act of 1973, Public Law 93-83, 87 Stat. 197, 42 U.S.C. 3701, et seq.
(Act), 28 U.S.C. 534, and Public Law 92-544, 86 Stat. 1115.

§ 20.3 Definitions.
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As used in these regulations:
(a) Act means the Omnibus Crime Control and Safe Streets Act, 42 U.S.C. 3701, et seq., as amended.

(b) Administration of criminal justice means performance of any of the following activities: Detection, apprehension,
detention, pretrial release, post-trial release, prosecution, adjudication, correctional supervision, or rehabilitation of
accused persons or criminal offenders. The administration of criminal justice shall include criminal identification
activities and the collection, storage, and dissemination of criminal history record information.

(c) Control Terminal Agency means a duly authorized state, foreign, or intemational criminal justice agency with direct
access to the National Crime Information Center telecommunications network providing statewide (or equivalent)
service to its criminal justice users with respect to the various systems managed by the FBI CJIS Division.

(d) Criminal history record information means information collected by criminal justice agencies on individuals
consisting of identifiable descriptions and notations of arrests, detentions, indictments, informations, or other formal
criminal charges, and any disposition arising therefrom, including acquittal, sentencing, correctional supervision, and
release. The term does not include identification information such as fingerprint records if such information does not
indicate the individual's involvement with the criminal justice system.

(e) Criminal history record information system means a system including the equipment, facilities, procedures,
agreements, and organizations thereof, for the collection, processing, preservation, or dissemination of criminal
history record information.

(f) Criminal history record repository means the state agency designated by the governor or other appropriate
executive official or the legislature to perform centralized recordkeeping functions for criminal history records and
services in the state.

(g) Criminal justice agency means:
(1) Courts; and

(2) A governmental agency or any subunit thereof that performs the administration of criminal justice pursuant to a
statute or executive order, and that allocates a substantial part of its annual budget to the administration of criminal
justice. State and federal Inspector General Offices are included.

(h) Direct access means having the authority to access systems managed by the FBI CJIS Division, whether by
manual or automated methods, not requiring the assistance of or intervention by any other party or agency.

(i) Disposition means information disclosing that criminal proceedings have been concluded and the nature of the
termination, including information disclosing that the police have elected not to refer a matter to a prosecutor or that a
prosecutor has elected not to commence criminal proceedings; or disclosing that proceedings have been indefinitely
postponed and the reason for such postponement. Dispositions shall include, but shall not be limited to, acquittal,
acquittal by reason of insanity, acquittal by reason of mental incompetence, case continued without finding, charge
dismissed, charge dismissed due to insanity, charge dismissed due to mental incompetency, charge still pending due
to insanity, charge still pending due to mental incompetence, guilty plea, nolle prosequi, no paper, nolo contendere
plea, convicted, youthful offender determination, deceased, deferred disposition, dismissed-civil action, found insane,
found mentally incompetent, pardoned, probation before conviction, sentence commuted, adjudication withheld,
mistrial-defendant discharged, executive clemency, placed on probation, paroled, or released from correctional
supervision.

(j) Executive order means an order of the President of the United States or the Chief Executive of a state that has the
force of law and that is published in a manner pemitting regular public access.

(k) Federal Service Coordinator means a non-Control Terminal Agency that has a direct telecommunications line to
the National Crime Information Center network.
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(I) Fingerprint Identification Records System or "FIRS” means the following FBI records: Criminal fingerprints and/or
related criminal justice information submitted by authorized agencies having criminal justice responsibilities; civil
fingerprints submitted by federal agencies and civil fingerprints submitted by persons desiring to have their
fingerprints placed on record for personal identification purposes; identification records, sometimes referred to as “rap
sheets,” which are compilations of criminal history record information pertaining to individuals who have criminal
fingerprints maintained in the FIRS; and a name index pertaining to all individuals whose fingerprints are maintained
in the FIRS. See the FIRS Privacy Act System Notice periodically published in the Federal Register for further
details.

(m) Interstate Identification Index System or "Ill System” means the cooperative federal-state system for the
exchange of criminal history records, and includes the National Identification Index, the National Fingerprint File, and,
to the extent of their participation in such system, the criminal history record repositories of the states and the FBI.

(n) National Crime Information Center or "NCIC" means the computerized information system, which includes
telecommunications lines and any message switching facilities that are authorized by law, regulation, or policy
approved by the Attorney General of the United States to link local, state, tribal, federal, foreign, and international
criminal justice agencies for the purpose of exchanging NCIC related information. The NCIC includes, but is not
limited to, information in the Iil System. See the NCIC Privacy Act System Notice periodically published in the
Federal Register for further details.

(o) National Fingerprint File or "NFF” means a database of fingerprints, or other uniguely personal identifying
information, relating to an arrested or charged individual maintained by the FBI to provide positive identification of
record subjects indexed in the Il System.

(p) National Identification Index or “NII" means an index maintained by the FBI consisting of names, identifying
numbers, and other descriptive information relating to record subjects about whom there are criminal history records
in the Il System.

(q) Nonconviction data means arrest information without disposition if an interval of one year has elapsed from the
date of arrest and no active prosecution of the charge is pending; information disclosing that the police have elected
not to refer a matter to a prosecutor, that a prosecutor has elected not to commence criminal proceedings, or that
proceedings have been indefinitely postponed; and information that there has been an acquittal or a dismissal.

(r) State means any state of the United States, the District of Columbia, the Commonwealth of Puerto Rico, and any
territory or possession of the United States.

(s) Statute means an Act of Congress or of a state legislature or a provision of the Constitution of the United States or
of a state.

[Order No. 2258-99, 64 FR 52226, Sept. 28, 1999]

Subpart B—State and Local Criminal History Record Information Systems
Source: 41 FR 11715, Mar. 19, 1976, unless otherwise noted.

§ 20.20 Applicability.

(a) The regulations in this subpart apply to all State and local agencies and individuals collecting, storing, or
disseminating criminal history record information processed by manual or automated operations where such
collection, storage, or dissemination has been funded in whole or in part with funds made available by the Law
Enforcement Assistance Administration subsequent to July 1, 1973, pursuant to title | of the Act. Use of information
obtained from the FBI identification Division or the FBI/NCIC system shall also be subject to limitations contained in
subpart C.

(b) The regulations in this subpart shall not apply to criminal history record information contained in:

(1) Posters, announcements, or lists for identifying or apprehending fugitives or wanted persons;
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(2) Original records of entry such as police blotters maintained by criminal justice agencies, compiled chronologically
and required by law or long standing custom to be made public, if such records are organized on a chronological
basis;

(3) Court records of public judicial proceedings;
(4) Published court or administrative opinions or public judicial, administrative or legislative proceedings;

(5) Records of traffic offenses maintained by State departments of transportation, motor vehicles or the equivalent
thereof for the purpose of regulating the issuance, suspension, revocation, or renewal of driver's, pilot's or other
operators' licenses,

(6) Announcements of executive clemency.

(c) Nothing in these regulations prevents a criminal justice agency from disclosing to the public criminal history record
information related to the offense for which an individual is currently within the criminal justice system. Nor is a
criminal justice agency prohibited from confirming prior criminal history record information to members of the news
media or any other person, upon specific inquiry as to whether a named individual was arrested, detained, indicted,
or whether an information or other formal charge was filed, on a specified date, if the arrest record information or
criminal record information disclosed is based on data excluded by paragraph (b) of this section. The regulations do
not prohibit the dissemination of criminal history record information for purposes of international travel, such as
issuing visas and granting of citizenship.

§ 20.21 Preparation and submission of a Criminal History Record Information Plan.

A plan shall be submitted to OJARS by each State on March 16, 1976, to set forth all operational procedures, except
those portions relating to dissemination and security. A supplemental plan covering these portions shall be submitted
no later than 90 days after promulgation of these amended regulations. The plan shall set forth operational
procedures to—

(a) Completeness and accuracy. Insure that criminal history record information is complete and accurate.

(1) Complete records should be maintained at a central State repository. To be complete, a record maintained at a
central State repository which contains information that an individual has been arrested, and which is available for
dissemination, must contain information of any dispositions occurring within the State within 90 days after the
disposition has occurred. The above shall apply to all arrests occurring subsequent to the effective date of these
regulations. Procedures shall be established for criminal justice agencies to query the central repository prior to
dissemination of any criminal history record information unless it can be assured that the most up-to-date disposition
data is being used. Inquiries of a central State repository shall be made prior to any dissemination except in those
cases where time is of the essence and the repository is technically incapable of responding within the necessary
time period.

(2) To be accurate means that no record containing criminal history record information shall contain erroneous
information. To accomplish this end, criminal justice agencies shall institute a process of data collection, entry,
storage, and systematic audit that will minimize the possibility of recording and storing inaccurate information and
upon finding inaccurate information of a material nature, shall notify all criminal justice agencies known to have
received such information.

(b) Limitations on dissemination. Insure that dissemination of nonconviction data has been limited, whether directly or
through any intermediary only to:

(1) Criminal justice agencies, for purposes of the administration of criminal justice and criminal justice agency
employment;

(2) Individuals and agencies for any purpose authorized by statute, ordinance, executive order, or court rule, decision,
or order, as construed by appropriate State or local officials or agencies;
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(3) Individuals and agencies pursuant to a specific agreement with a criminal justice agency to provide services
required for the administration of criminal justice pursuant to that agreement. The agreement shall specifically
authorize access to data, limit the use of data to purposes for which given, insure the security and confidentiality of
the data consistent with these regulations, and provide sanctions for violation thereof;

(4) Individuals and agencies for the express purpose of research, evaluative, or statistical activities pursuant to an
agreement with a criminal justice agency. The agreement shall specifically authorize access to data, limit the use of
data to research, evaluative, or statistical purposes, insure the confidentiality and security of the data consistent with
these regulations and with section 524(a) of the Act and any regulations implementing section 524(a), and provide
sanctions for the violation thereof. These dissemination limitations do not apply to conviction data.

(c) General policies on use and dissemination. (1) Use of criminal history record information disseminated to
noncriminal justice agencies shall be limited to the purpose for which it was given.

(2) No agency or individual shall confirm the existence or nonexistence of criminal history record information to any
person or agency that would not be eligible to receive the information itself.

(3) Subsection (b) does not mandate dissemination of criminal history record information to any agency or individual.
States and local governments will determine the purposes for which dissemination of criminal history record
information is authorized by State law, executive order, local ordinance, court rule, decision or order.

(d) Juvenile records. Insure that dissemination of records concerning proceedings relating to the adjudication of a
juvenile as delinquent or in need or supervision (or the equivalent) to noncriminal justice agencies is prohibited,
unless a statute, court order, rule or court decision specifically authorizes dissemination of juvenile records, except to
the same extent as criminal history records may be disseminated as provided in paragraph (b) (3) and (4) of this
section.

(e) Audit. Insure that annual audits of a representative sample of State and local criminal justice agencies chosen on
a random basis shall be conducted by the State to verify adherence to these regulations and that appropriate records
shall be retained to facilitate such audits. Such records shall include, but are not limited to, the names of all persons
or agencies to whom information is disseminated and the date upon which such information is disseminated. The
reporting of a criminal justice transaction to a State, local or Federal repository is not a dissemination of information.

() Security. Wherever criminal history record information is collected, stored, or disseminated, each State shall insure
that the following requirements are satisfied by security standards established by State legislation, or in the absence
of such legislation, by regulations approved or issued by the Governor of the State.

(1) Where computerized data processing is employed, effective and technologically advanced software and hardware
designs are instituted to prevent unauthorized access to such information.

(2) Access to criminal history record information system facilities, systems operating environments, data file contents
whether while in use or when stored in a media library, and system documentation is restricted to authorized
organizations and personnel.

(3)(i) Computer operations, whether dedicated or shared, which support criminal justice information systems, operate
in accordance with procedures developed or approved by the participating criminal justice agencies that assure that:

( a ) Criminal history record information is stored by the computer in such manner that it cannot be modified,
destroyed, accessed, changed, purged, or overlaid in any fashion by non-criminal justice terminals.

( b)) Operation programs are used that will prohibit inquiry, record updates, or destruction of records, from any
terminal other than criminal justice system terminals which are so designated.

( ¢ ) The destruction of records is limited to designated terminals under the direct control of the criminal justice
agency responsible for creating or storing the criminal history record information.
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( d ) Operational programs are used to detect and store for the output of designated criminal justice agency
employees all unauthorized attempts to penetrate any criminal history record information system, program or file.

{ e ) The programs specified in paragraphs (f)(3)(i) ( b ) and ( d) of this section are known only to criminal justice
agency employees responsible for criminal history record information system control or individuals and agencies
pursuant to a specific agreement with the criminal justice agency to provide such programs and the program(s) are
kept continuously under maximum security conditions.

( f) Procedures are instituted to assure that an individual or agency authorized direct access is responsible for ( 1)
the physical security of criminal history record information under its control or in its custody and ( 2 ) the protection of
such information from unauthorized access, disclosure or dissemination.

( g ) Procedures are instituted to protect any central repository of criminal history record information from
unauthorized access, theft, sabotage, fire, flood, wind, or other natural or manmade disasters.

(i) A criminal justice agency shall have the right to audit, monitor and inspect procedures established above.
(4) The criminal justice agency will:

(i) Screen and have the right to reject for employment, based on good cause, all personnel to be authorized to have
direct access to criminal history record information.

(ii) Have the right to initiate or cause to be initiated administrative action leading to the transfer or removal of
personnel authorized to have direct access to such information where such personnel violate the provisions of these
regulations or other security requirements established for the collection, storage, or dissemination of criminal history
record information.

(iii) Institute procedures, where computer processing is not utilized, to assure that an individual or agency authorized
direct access is responsible for

{ a ) The physical security of criminal history record information under its control or in its custody and
( b ) The protection of such information from unauthorized access, disclosure, or dissemination.

(iv) Institute procedures, where computer processing is not utilized, to protect any central repository of criminal history
record information from unauthorized access, theft, sabotage, fire, flood, wind, or other natural or manmade
disasters.

(v) Provide that direct access to criminal history record information shall be available only to authorized officers or
employees of a criminal justice agency and, as necessary, other authorized personnel essential to the proper
operation of the criminal history record information system.

(5) Each employee working with or having access to criminal history record information shall be made familiar with
the substance and intent of these regulations.

(g) Access and review. Insure the individual's right to access and review of criminal history information for purposes
of accuracy and completeness by instituting procedures so that—

(1) Any individual shall, upon satisfactory verification of his identity, be entitled to review without undue burden to
either the criminal justice agency or the individual, any criminal history record information maintained about the
individual and obtain a copy thereof when necessary for the purpose of challenge or correction;

(2) Administrative review and necessary correction of any claim by the individual to whom the information relates that
the information is inaccurate or incomplete is provided;
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(3) The State shall establish and implement procedures for administrative appeal where a criminal justice agency
refuses to correct challenged information to the satisfaction of the individual to whom the information relates;

(4) Upon request, an individual whose record has been cortrected shall be given the names of all non-criminal justice
agencies to whom the data has been given;

(5) The correcting agency shall notify all criminal justice recipients of corrected information; and

(8) The individual's right to access and review of criminal history record information shall not extend to data contained
in intelligence, investigatory, or other related files and shall not be construed to include any other information than
that defined by §20.3(b).

[41 FR 11715, Mar. 19, 1976, as amended at 42 FR 61595, Dec. 6, 1977]
§ 20.22 Certification of compliance.

(a) Each State to which these regulations are applicable shall with the submission of its plan provide a certification
that to the maximum extent feasible action has been taken to comply with the procedures set forth in the plan.
Maximum extent feasible, in this subsection, means actions which can be taken to comply with the procedures set
forth in the plan that do not require additional legislative authority or involve unreasonable cost or do not exceed
existing technical ability.

(b) The certification shall include—

(1) An outline of the action which has been instituted. At a minimum, the requirements of access and review under
§20.21(g) must be completely operational;

(2) A description of any legislation or executive order, or attempts to obtain such authority that has been instituted to
comply with these regulations;

(3) A description of the steps taken to overcome any fiscal, technical, and administrative barriers to the development
of complete and accurate criminal history record information;

(4) A description of existing system capability and steps being taken to upgrade such capability to meet the
requirements of these regulations; and

(5) A listing setting forth categories of non-criminal justice dissemination. See §20.21(b).
§ 20.23 Documentation: Approval by OJARS.

Within 90 days of the receipt of the plan, OJARS shall approve or disapprove the adequacy of the provisions of the
plan and certification. Evaluation of the plan by OJARS will be based upon whether the procedures set forth will
accomplish the required objectives. The evaluation of the certification(s) will be based upon whether a good faith
effort has been shown to initiate and/or further compliance with the plan and regulations. All procedures in the
approved plan must be fuily operational and implemented by March 1, 1978. A final certification shall be submitted on
March 1, 1978.

Where a State finds it is unable to provide final certification that all required procedures as set forth in §20.21 will be
operational by March 1, 1978, a further extension of the deadline will be granted by OJARS upon a showing that the
State has made a good faith effort to implement these regulations to the maximum extent feasible. Documentation
justifying the request for the extension including a proposed timetable for full compliance must be submitted to
OJARS by March 1, 1978. Where a State submits a request for an extension, the implementation date will be
extended an additional 90 days while OJARS reviews the documentation for approval or disapproval. To be
approved, such revised schedule must be consistent with the timetable and procedures set out below:

(a) July 31, 1978—Submission of certificate of compliance with:
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(1) Individual access, challenge, and review requirements;
(2) Administrative security;
(3) Physical security to the maximum extent feasible.

(b) Thirty days after the end of a State's next legislative session—Submission to OJARS of a description of State
policy on dissemination of criminal history record information.

(c) Six months after the end of a State's legislative session—Submission to OJARS of a brief and concise description
of standards and operating procedures to be followed by all criminal justice agencies covered by OJARS regulations
in complying with the State policy on dissemination.

(d) Eighteen months after the end of a State's legislative session—Submission to OJARS of a certificate attesting to
the conduct of an audit of the State central repository and of a random number of other criminal justice agencies in
compliance with OJARS regulations.

[41 FR 11715, Mar. 19, 1976, as amended at 42 FR 61596, Dec. 6, 1977]
§ 20.24 State laws on privacy and security.

Where a State originating criminal history record information provides for sealing or purging thereof, nothing in these
regulations shall be construed to prevent any other State receiving such information, upon notification, from
complying with the originating State's sealing or purging requirements.

§ 20.25 Penalties.

Any agency or individual violating subpart B of these regulations shall be subject to a civil penalty not to exceed
$10,000 for a violation occurring before September 29, 1999, and not to exceed $11,000 for a violation occurring on
after September 29, 1999. In addition, OJARS may initiate fund cut-off procedures against recipients of OJARS
assistance.

[41 FR 11715, Mar. 19, 1976, as amended by Order No. 2249-99, 64 FR 47102, Aug. 30, 1999]
Subpart C—Federal Systems and Exchange of Criminal History Record Information
Source: Order No. 2258-99, 64 FR 52227, Sept. 28, 1999, unless otherwise noted.

§ 20.30 Applicability.

The provisions of this subpart of the regulations apply to the Ill System and the FIRS, and to duly authorized local,
state, tribal, federal, foreign, and international criminal justice agencies to the extent that they utilize the services of
the Ill System or the FIRS. This subpart is applicable to both manual and automated criminal history records.

§ 20.31 Responsibilities.
(a) The Federal Bureau of Investigation (FBI) shall manage the NCIC.

(b) The FBI shall manage the FIRS to support identification and criminal history record information functions for local,
state, tribal, and federal criminal justice agencies, and for noncriminal justice agencies and other entities where
authorized by federal statute, state statute pursuant to Public Law 92-544, 86 Stat. 1115, Presidential executive
order, or regulation or order of the Attorney General of the United States.

(c) The FBI CJIS Division may manage or utilize additional telecommunication facilities for the exchange of
fingerprints, criminal history record related information, and other criminal justice information.
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total ban on dissemination if it so wished. The State could, on the other hand, enact laws authorizing any member of
the private sector to have access to non-conviction data.

§20.21(d). Non-criminal justice agencies will not be able to receive records of juveniles unless the language of a
statute or court order, rule, or court decision specifies that juvenile records shall be available for dissemination.
Perhaps the most controversial part of this subsection is that it denies access to records of juveniles by Federal
agencies conducting background investigations for eligibility to classified information under existing legal authority.

§20.21(e) Since it would be too costly to audit each criminal justice agency in most States (Wisconsin, for example,
has 1075 criminal justice agencies) random audits of a "representative sample” of agencies are the next best
alternative. The term “representative sample” is used to insure that audits do not simply focus on certain types of
agencies. Although this subsection requires that there be records kept with the names of all persons or agencies to
whom information is disseminated, criminal justice agencies are not required to maintain dissemination logs for “no
record” responses.

§20.21(f). Requirements are set forth which the States must meet in order to assure that criminal history record
information is adequately protected. Automated systems may operate in shared environments and the regulations
require certain minimum assurances.

§20.21(g)(1). A “challenge” under this section is an oral or written contention by an individual that his record is
inaccurate or incomplete; it would require him to give a correct version of his record and explain why he believes his
version to be correct. While an individual should have access to his record for review, a copy of the record should
ordinarily only be given when it is clearly established that it is necessary for the purpose of challenge.

The drafters of the subsection expressly rejected a suggestion that would have called for a satisfactory verification of
identity by fingerprint comparison. It was felt that States ought to be free to determine other means of identity
verification.

§20.21(g)(5). Not every agency will have done this in the past, but henceforth adequate records including those
required under 20.21(e) must be kept so that notification can be made.

§20.21(g)(6). This section emphasizes that the right to access and review extends only to criminal history record
information and does not include other information such as intelligence or treatment data.

§20.22(a). The purpose for the certification requirement is to indicate the extent of compliance with these regulations.
The term "maximum extent feasible” acknowledges that there are some areas such as the completeness requirement
which create complex legislative and financial problems.

Note: In preparing the plans required by these regulations, States should look for guidance to the
following documents: National Advisory Commission on Criminal Justice Standards and Goals, Report on
the Criminal Justice System; Project SEARCH: Security and Privacy Considerations in Criminal History
Information Systems, Technical Reports No. 2 and No. 13; Project SEARCH: A Model State Act for
Criminal Offender Record Information, Technical Memorandum No. 3; and Project SEARCH: Model
Administrative Regulations for Criminai Offender Record Information, Technical Memorandum No. 4.

Subpart C-§20.31. This section defines the criminal history record information system managed by the Federal
Bureau of Investigation. Each state having a record in the 1l System must have fingerprints on file in the FBI CJIS
Division to support the lil System record concerning the individual.

Paragraph (b) is not intended to limit the identification services presently performed by the FBI for local, state, tribal,
and federal agencies.

§20.32. The grandfather clause contained in paragraph (c) of this section is designed, from a practical standpoint, to
eliminate the necessity of deleting from the FBI's massive files the non-includable offenses that were stored prior to
February, 1973. In the event a person is charged in court with a serious or significant offense arising out of an arrest
involving a non-includable offense, the non-includable offense will also appear in the arrest segment of the 11l System
record.
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§20.33(a)(3). This paragraph incorporates provisions cited in 28 CFR 50.12 regarding dissemination of identification
records outside the federal government for noncriminal justice purposes.

§20.33(a)(6). Noncriminal justice governmental agencies are sometimes tasked to perform criminal justice
dispatching functions or data processing/information services for criminal justice agencies as part, albeit not a
principal part, of their responsibilities. Although such inter-governmental delegated tasks involve the administration of
criminal justice, performance of those tasks does not convert an otherwise non-criminal justice agency to a criminal
justice agency. This regulation authorizes this type of delegation if it is effected pursuant to executive order, statute,
regulation, or interagency agreement. In this context, the noncriminal justice agency is servicing the criminal justice
agency by performing an administration of criminal justice function and is permitted access to criminal history record
information to accomplish that limited function. An example of such delegation would be the Pennsylvania
Department of Administration’s Bureau of Consolidated Computer Services, which performs data processing for
several state agencies, including the Pennsylvania State Police. Privatization of the data processing/information
services or dispatching function by the noncriminal justice governmental agency can be accomplished pursuant to
§20.33(a)(7) of this part.

§20.34. The procedures by which an individual may obtain a copy of his manual identification record are set forth in
28 CFR 16.30-16.34.

The procedures by which an individual may obtain a copy of his Il System record are as follows: If an individual has a
criminal record supported by fingerprints and that record has been entered in the Ill System, it is available to that
individual for review, upon presentation of appropriate identification, and in accordance with applicable state and
federal administrative and statutory regulations. Appropriate identification includes being fingerprinted for the purpose
of insuring that he is the individual that he purports to be. The record on file will then be verified as his through
comparison of fingerprints.

Procedure. 1. All requests for review must be made by the subject of the record through a law enforcement agency
which has access to the Il} System. That agency within statutory or regulatory limits can require additional
identification to assist in securing a positive identification.

2. I the cooperating law enforcement agency can make an identification with fingerprints previously taken which are
on file locally and if the FBI identification number of the individual's record is available to that agency, it can make an
on-line inquiry through NCIC to obtain his Ill System record or, if it does not have suitable equipment to obtain an on-
line response, obtain the record from Clarksburg, West Virginia, by mail. The individual will then be afforded the
opportunity to see that record.

3. Should the cooperating law enforcement agency not have the individual's fingerprints on file locally, it is necessary
for that agency to relate his prints to an existing record by having his identification prints compared with those already
on file in the FBI, or, possibly, in the state's central identification agency.

4. The subject of the requested record shall request the appropriate arresting agency, court, or correctional agency to
initiate action necessary to correct any stated inaccuracy in his record or provide the information needed to make the
record complete.

§20.36. This section refers to the requirements for obtaining direct access to the 1l System.

§20.37. The 120-day requirement in this section allows 30 days more than the similar provision in subpart B in order
to allow for processing time that may be needed by the states before forwarding the disposition to the FBI.

[Order No. 662—76, 41 FR 34949, Aug. 18, 1976, as amended by Order No. 1438-90, 55 FR 32075, Aug. 7, 1990;
Order No. 2258-99, 64 FR 52229, Sept. 28, 1999]
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(d) The FBI CJIS Division shall maintain the master fingerprint files on all offenders included in the Il System and the
FIRS for the purposes of determining first offender status; to identify those offenders who are unknown in states
where they become criminally active but are known in other states through prior criminal history records; and to
provide identification assistance in disasters and for other humanitarian purposes.

(e) The FBI may routinely establish and collect fees for noncriminal justice fingerprint-based and other identification
services as authorized by Federal law. These fees apply to Federal, State and any other authorized entities
requesting fingerprint identification records and name checks for noncriminal justice purposes.

(1) The Director of the FBI shall review the amount of the fee periodically, but not less than every four years, to
determine the current cost of processing fingerprint identification records and name checks for noncriminal justice
purposes.

(2) Fee amounts and any revisions thereto shall be determined by current costs, using a method of analysis
consistent with widely accepted accounting principles and practices, and calculated in accordance with the provisions
of 31 U.S.C. 9701 and other Federal law as applicable.

(3) Fee amounts and any revisions thereto shall be published as a notice in the Federal Register .

() The FBI will collect a fee for providing noncriminal name-based background checks of the FBI Central Records
System through the National Name Check Program pursuant to the authority in Pub. L. 101-515 and in accordance
with paragraphs (e)(1), (2) and (3) of this section.

[41 FR 11715, Mar. 19, 1976, as amended at 75 FR 18755, Apr. 13, 2010; 75 FR 24798, May 6, 2010]
§ 20.32 Includable offenses.

(a) Criminal history record information maintained in the Ill System and the FIRS shall include serious and/or
significant adult and juvenile offenses.

(b) The FIRS excludes arrests and court actions concerning nonserious offenses, e.g., drunkenness, vagrancy,
disturbing the peace, curfew violation, loitering, false fire alarm, non-specific charges of suspicion or investigation,
and traffic violations (except data will be included on arrests for vehicular manslaughter, driving under the influence of
drugs or liquor, and hit and run), when unaccompanied by a §20.32(a) offense. These exclusions may not be
applicable to criminal history records maintained in state criminal history record repositories, including those states
participating in the NFF.

(c) The exclusions enumerated above shall not apply to federal manual criminal history record information collected,
maintained, and compiled by the FBI prior to the effective date of this subpart.

§ 20.33 Dissemination of criminal history record information.
(a) Criminal history record information contained in the IIl System and the FIRS may be made available:

(1) To criminal justice agencies for criminal justice purposes, which purposes include the screening of employees or
applicants for employment hired by criminal justice agencies;

(2) To federal agencies authorized to receive it pursuant to federal statute or Executive order;

(3) For use in connection with licensing or employment, pursuant to Public Law 92—-544, 86 Stat. 1115, or other
federal legislation, and for other uses for which dissemination is authorized by federal law. Refer to §50.12 of this
chapter for dissemination guidelines relating to requests processed under this paragraph;

(4) For issuance of press releases and publicity designed to effect the apprehension of wanted persons in connection
with serious or significant offenses;
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(5) To criminal justice agencies for the conduct of background checks under the National Instant Criminal Background
Check System (NICS);

(6) To noncriminal justice governmental agencies performing criminal justice dispatching functions or data
processing/ information services for criminal justice agencies; and

(7) To private contractors pursuant to a specific agreement with an agency identified in paragraphs (a)1) or (a)(6) of
this section and for the purpose of providing services for the administration of criminal justice pursuant to that
agreement. The agreement must incorporate a security addendum approved by the Attorney General of the United
States, which shall specifically authorize access to criminal history record information, limit the use of the information
to the purposes for which it is provided, ensure the security and confidentiality of the information consistent with these
regulations, provide for sanctions, and contain such other provisions as the Attorney General may require. The power
and authority of the Attorney General hereunder shall be exercised by the FBI Director (or the Director's designee).

{(b) The exchange of criminal history record information authorized by paragraph (a) of this section is subject to
cancellation if dissemination is made outside the receiving departments, related agencies, or service providers
identified in paragraphs (a)(6) and (a)(7) of this section.

(c) Nothing in these regulations prevents a criminal justice agency from disclosing to the public factual information
concerning the status of an investigation, the apprehension, arrest, release, or prosecution of an individual, the
adjudication of charges, or the correctional status of an individual, which is reasonably contemporaneous with the
event to which the information relates.

(d) Criminal history records received from the Il System or the FIRS shall be used only for the purpose requested
and a current record should be requested when needed for a subsequent authorized use.

§ 20.34 Individual's right to access criminal history record information.

The procedures by which an individual may obtain a copy of his or her identification record from the FBi to review and
request any change, correction, or update are set forth in §§16.30—16.34 of this chapter. The procedures by which an
individual may obtain a copy of his or her identification record from a state or local criminal justice agency are set
forth in §20.34 of the appendix to this part.

§ 20.35 Criminal Justice Information Services Advisory Policy Board.

(a) There is established a CJIS Advisory Policy Board, the purpose of which is to recommend to the FBI Director
general policy with respect to the philosophy, concept, and operational principles of various criminal justice
information systems managed by the FBI's CJIS Division.

(b) The Board includes representatives from state and local criminal justice agencies; members of the judicial,
prosecutorial, and correctional segments of the criminal justice community; a representative of federal agencies
participating in the CJIS systems; and representatives of criminal justice professional associations.

(c) All members of the Board will be appointed by the FBI Director.

(d) The Board functions solely as an advisory body in compliance with the provisions of the Federal Advisory
Committee Act. Title 5, United States Code, Appendix 2.

§ 20.36 Participation in the Interstate Identification Index System.

(a) In order to acquire and retain direct access to the Ill System, each Control Terminal Agency and Federal Service
Coordinator shall execute a CJIS User Agreement (or its functional equivalent) with the Assistant Director in Charge
of the CJIS Division, FBI, to abide by all present rules, policies, and procedures of the NCIC, as well as any rules,
policies, and procedures hereinafter recommended by the CJIS Advisory Policy Board and adopted by the FBI
Director.
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(b) Entry or updating of criminal history record information in the Ill System will be accepted only from state or federal
agencies authorized by the FBI. Terminal devices in other agencies will be limited to inquiries.

§ 20.37 Responsibility for accuracy, completeness, currency, and integrity.

It shall be the responsibility of each criminal justice agency contributing data to the Ill System and the FIRS to assure
that information on individuals is kept complete, accurate, and current so that all such records shall contain to the
maximum extent feasible dispositions for all arrest data included therein. Dispositions should be submitted by criminal
justice agencies within 120 days after the disposition has occurred.

§ 20.38 Sanction for noncompliance.

Access to systems managed or maintained by the FBI is subject to cancellation in regard to any agency or entity that
fails to comply with the provisions of subpart C of this part.

Appendix to Part 20—Commentary on Selected Sections of the Regulations on Criminal History
Record Information Systems

Subpart A—§20.3(d). The definition of criminal history record information is intended to include the basic offender-
based transaction statistics/Ill System (OBTS/IIl) data elements. If notations of an arrest, disposition, or other formal
criminal justice transaction occurs in records other than the traditional “rap sheet,” such as arrest reports, any criminal
history record information contained in such reports comes under the definition of this subsection.

The definition, however, does not extend to other information contained in criminal justice agency reports. Intelligence
or investigative information (e.g., suspected criminal activity, associates, hangouts, financial information, and
ownership of property and vehicles) is not included in the definition of criminal history information.

§20.3(g). The definitions of criminal justice agency and administration of criminal justice in §20.3(b) of this part must
be considered together. Included as criminal justice agencies would be traditional police, courts, and corrections
agencies, as well as subunits of noncriminal justice agencies that perform the administration of criminal justice
pursuant to a federal or state statute or executive order and allocate a substantial portion of their budgets to the
administration of criminal justice. The above subunits of noncriminal justice agencies would include, for example, the
Office of Investigation of the Food and Drug Administration, which has as its principal function the detection and
apprehension of persons violating criminal provisions of the Federal Food, Drug and Cosmetic Act. Also included
under the definition of criminal justice agency are umbrella-type administrative agencies supplying criminal history
information services, such as New York's Division of Criminal Justice Services.

§20.3(i). Disposition is a key concept in section 524(b) of the Act and in §§20.21(a)(1) and 20.21(b) of this part. It
therefore is defined in some detail. The specific dispositions listed in this subsection are examples only and are not to
be construed as excluding other, unspecified transactions concluding criminal proceedings within a particular agency.

§20.3(q). The different kinds of acquittals and dismissals delineated in §20.3(i) are all considered examples of
nonconviction data.

Subpart B—§20.20(a). These regulations apply to criminal justice agencies receiving funds under the Omnibus Crime
Control and Safe Streets Act for manual or automated systems subsequent to July 1, 1973. In the hearings on the
regulations, a number of those testifying challenged LEAA's authority to promulgate regulations for manual systems
by contending that section 524(b) of the Act governs criminal history information contained in automated systems.

The intent of section 524(b), however, would be subverted by only regulating automated systems. Any agency that
wished to circumvent the regulations would be able to create duplicate manual files for purposes contrary to the letter
and spirit of the regulations.

Regulation of manual systems, therefore, is authorized by section 524(b) when coupled with section 501 of the Act
which authorizes the Administration to establish rules and regulations “necessary to the exercise of its functions

*x & ko
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The Act clearly applies to all criminal history record information collected, stored, or disseminated with LEAA support
subsequent to July 1, 1973.

Limitations as contained in subpart C also apply to information obtained from the FBI Identification Division or the
FBI/NCIC System. :

§20.20 (b) and (c). Section 20.20 (b) and (c) exempts from regulations certain types of records vital to the
apprehension of fugitives, freedom of the press, and the public's right to know. Court records of public judicial
proceedings are also exempt from the provisions of the regulations.

Section 20.20(b)(2) attempts to deal with the problem of computerized police blotters. In some local jurisdictions, it is
apparently possible for private individuals and/or newsmen upon submission of a specific name to obtain through a
computer search of the blotter a history of a person's arrests. Such files create a partial criminal history data bank
potentially damaging to individual privacy, especially since they do not contain final dispositions. By requiring that
such records be accessed solely on a chronological basis, the regulations limit inquiries to specific time periods and
discourage general fishing expeditions into a person's private life.

Subsection 20.20(c) recognizes that announcements of ongoing developments in the criminal justice process should
not be precluded from public disclosure. Thus, announcements of arrest, convictions, new developments in the
course of an investigation may be made. It is also permissible for a criminal justice agency to confirm certain matters
of public record information upon specific inquiry. Thus, if a question is raised: "Was X arrested by your agency on
January 3, 1975” and this can be confirmed or denied by looking at one of the records enumerated in subsection (b)
above, then the criminal justice agency may respond to the inquiry. Conviction data as stated in §20.21(b) may be
disseminated without limitation.

§20.21. The regulations deliberately refrain from specifying who within a State should be responsible for preparing
the plan. This specific determination should be made by the Governor. The State has 90 days from the publication of
these revised regulations to submit the portion of the plan covering §§20.21(b) and 20.21(f).

§20.21(a)(1). Section 524(b) of the Act requires that LEAA insure criminal history information be current and that, to
the maximum extent feasible, it contain disposition as well as current data.

It is, however, economically and administratively impractical to maintain complete criminal histories at the local level.
Arrangements for local police departments to keep track of dispositions by agencies outside of the local jurisdictions

generally do not exist. It would, moreover, be bad public policy to encourage such arrangements since it would result
in an expensive duplication of files.

The alternatives to locally kept criminal histories are records maintained by a central State repository. A central State
repository is a State agency having the function pursuant to a statute or executive order of maintaining
comprehensive statewide criminal history record information files. Ultimately, through automatic data processing the
State level will have the capability to handle all requests for in-State criminal history information.

Section 20.20(a)(1) is written with a centralized State criminal history repository in mind. The first sentence of the
subsection states that complete records should be retained at a central State repository. The word "should” is
permissive; it suggests but does not mandate a central State repository.

The regulations do require that States establish procedures for State and local criminal justice agencies to query
central State repositories wherever they exist. Such procedures are intended to insure that the most current criminal
justice information is used.

As a minimum, criminal justice agencies subject to these regulations must make inquiries of central State repositories
whenever the repository is capable of meeting the user's request within a reasonable time. Presently, comprehensive
records of an individual's transactions within a State are maintained in manual files at the State level, if at all. It is
probably unrealistic to expect manual systems to be able immediately to meet many rapid-access needs of police and
prosecutors. On the other hand, queries of the State central repository for most noncriminal justice purposes probably
can and should be made prior to dissemination of criminal history record information.
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§20.21(b). The limitations on dissemination in this subsection are essential to fulfill the mandate of section 524(b) of
the Act which requires the Administration to assure that the “privacy of all information is adequately provided for and
that information shall only be used for law enforcement and criminal justice and other lawful purposes.” The
categories for dissemination established in this section reflect suggestions by hearing witnesses and respondents
submitting written commentary.

The regulations distinguish between conviction and nonconviction information insofar as dissemination is concerned.
Conviction information is currently made available without limitation in many jurisdictions. Under these regulations,
conviction data and pending charges could continue to be disseminated routinely. No statute, ordinance, executive
order, or court rule is necessary in order to authorize dissemination of conviction data. However, nothing in the
regulations shall be construed to negate a State law limiting such dissemination.

After December 31, 1977, dissemination of nonconviction data would be allowed, if authorized by a statute,
ordinance, executive order, or court rule, decision, or order. The December 31, 1977, deadline allows the States time
to review and determine the kinds of dissemination for non-criminal justice purposes to be authorized. When a State
enacts comprehensive legislation in this area, such legislation will govern dissemination by local jurisdictions within
the State. It is possible for a public record law which has been construed by the State to authorize access to the
public of all State records, including criminal history record information, to be considered as statutory authority under
this subsection. Federal legislation and executive orders can also authorize dissemination and would be relevant
authority.

For example, Civil Service suitability investigations are conducted under Executive Order 10450. This is the authority
for most investigations conducted by the Commission. Section 3(a) of 10450 prescribes the minimum scope of
investigation and requires a check of FBI fingerprint files and written inquiries to appropriate law enforcement
agencies.

§20.21(b)(3). This subsection would permit private agencies such as the Vera Institute to receive criminal histories
where they perform a necessary administration of justice function such as pretrial release. Private consulting firms
which commonly assist criminal justice agencies in information systems development would also be included here.

§20.21(b)(4). Under this subsection, any good faith researchers including private individuals would be permitted to
use criminal history record information for research purposes. As with the agencies designated in §20.21(b)3)
researchers would be bound by an agreement with the disseminating criminal justice agency and would, of course,
be subject to the sanctions of the Act.

The drafters of the regulations expressly rejected a suggestion which would have limited access for research
purposes to certified research organizations. Specifically “certification” criteria would have been extremely difficult to
draft and would have inevitably led to unnecessary restrictions on legitimate research.

Section 524(a) of the Act which forms part of the requirements of this section states:

“Except as provided by Federal law other than this titie, no officer or employee of the Federal Government, nor any
recipient of assistance under the provisions of this title shall use or reveal any research or statistical information
furnished under this title by any person and identifiable to any specific private person for any purpose other than the
purpose for which it was obtained in accordance with this title. Copies of such information shall be immune from legal
process, and shall not, without the consent of the person fumishing such information, be admitted as evidence or
used for any purpose in any action suit, or other judicial or administrative proceedings.”

LEAA anticipates issuing regulations, pursuant to section 524(a) as soon as possible.

§20.21(c)(2). Presently some employers are circumventing State and local dissemination restrictions by requesting
applicants to obtain an official certification of no criminal record. An employer's request under the above
circumstances gives the applicant the unenviable choice of invasion of his privacy or loss of possible job
opportunities. Under this subsection routine certifications of no record would no longer be permitted. In extraordinary
circumstances, however, an individual could obtain a court order permitting such a certification.

§20.21(c)(3). The language of this subsection leaves to the States the question of who among the agencies and
individuals listed in §20.21(b) shall actually receive criminal records. Under these regulations a State could piace a
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McKinney's Consolidated Laws of New York Annotated
Penal Law (Refs & Annos)
Chapter 40. Of the Consolidated Laws (Refs & Annos)
Part Four. Administrative Provisions
Title W. Provisions Relating to Firearms, Fireworks, Pornography Equipment and Vehicles Used in the
Transportation of Gambling Records
Article 400. Licensing and Other Provisions Relating to Firearms (Refs & Annos)

McKinney's Penal Law § 400.00
§ 400.00 Licensing and other provisions relating to firearms

Currentness

1. Eligibility. No license shall be issued or renewed pursuant to this section except by the licensing officer, and then only after
investigation and finding that all statements in a proper application for a license are true. No license shall be issued or renewed
except for an applicant (a) twenty-one years of age or older, provided, however, that where such applicant has been honorably
discharged from the United States army, navy, marine corps, air force or coast guard, or the national guard of the state of New
York, no such age restriction shail apply; (b) of good moral character, which, for the purposes of this article, shall mean having
the essential character, temperament and judgement necessary to be entrusted with a weapon and to use it only in a manner
that does not endanger oneself or others; (c) who has not been convicted anywhere of a felony or a serious offense or who
is not the subject of an outstanding warrant of arrest issued upon the alleged commission of a felony or serious offense; (d)
who is not a fugitive from justice; (€) who is not an unlawful user of or addicted to any controlled substance as defined in
section 21 U.S.C. 802; (f) who being a noncitizen (i) is not illegally or unlawfully in the United States or (ii) has not been
admitted to the United States under a nonimmigrant visa subject to the exception in 18 U.S.C. 922(y)(2); (g) who has not been
discharged from the Armed Forces under dishonorable conditions; (h) who, having been a citizen of the United States, has not
renounced his or her citizenship; (i) who has stated whether he or she has ever suffered any mental illness; (j) who has not
been involuntarily committed to a facility under the jurisdiction of an office of the department of mental hygiene pursuant to
article nine or fifteen of the mental hygiene law, article seven hundred thirty or section 330.20 of the criminal procedure law or
substantially similar laws of any other state, section four hundred two or five hundred eight of the correction law, section 322.2
or 353.4 of the family court act, has not been civilly confined in a secure treatment facility pursuant to article ten of the mental
hygiene law, or has not been the subject of a report made pursuant to section 9.46 of the mental hygiene law; (k) who has not
had a license revoked or who is not under a suspension or ineligibility order issued pursuant to the provisions of section 530.14
of the criminal procedure law or section eight hundred forty-two-a of the family court act; (1) in the county of Westchester, who
has successfully completed a firearms safety course and test as evidenced by a certificate of completion issued in his or her
name and endorsed and affirmed under the penalties of perjury by a duly authorized instructor, except that: (i) persons who
are honorably discharged from the United States army, navy, marine corps or coast guard, or of the national guard of the state
of New York, and produce evidence of official qualification in firearms during the term of service are not required to have
completed those hours of a firearms safety course pertaining to the safe use, carrying, possession, maintenance and storage of a
firearm; (ii) persons who were licensed to possess a pistol or revolver prior to the effective date of this paragraph are not required
to have completed a firearms safety course and test, provided, however, persons with a license issued under paragraph (f) of
subdivision two of this section prior to the effective date of the laws of two thousand twenty-two which amended this paragraph
shall be required to complete the training required by subdivision nineteen of this section prior to the recertification of such
license; and (iii) persons applying for a license under paragraph (f) of subdivision two of this section on or after the effective
date of the chapter of the laws of two thousand twenty-two which amended this paragraph who shall be required to complete
the training required under subdivision nineteen of this section for such license; (m) who has not had a guardian appointed for
him or her pursuant to any provision of state law, based on a determination that as a result of marked subnormal intelligence,
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mental illness, incompetency, incapacity, condition or disease, he or she lacks the mental capacity to contract or manage his or
her own affairs; (n) for a license issued under paragraph (f) of subdivision two of this section, that the applicant has not been
convicted within five years of the date of the application of any of the following: (i) assault in the third degree, as defined in
section 120.00 of this chapter; (ii) misdemeanor driving while intoxicated, as defined in section eleven hundred ninety-two of
the vehicle and traffic law; or (iii) menacing, as defined in section 120.15 of this chapter; and (o) for a license issued under
paragraph (f) of subdivision two of this section, the applicant shall meet in person with the licensing officer for an interview
and shall, in addition to any other information or forms required by the license application submit to the licensing officer the
following information: (i) names and contact information for the applicant's current spouse, or domestic partner, any other adults
residing in the applicant's home, including any adult children of the applicant, and whether or not there are minors residing, full
time or part time, in the applicant's home; (ii) names and contact information of no less than four character references who can
attest to the applicant's good moral character and that such applicant has not engaged in any acts, or made any statements that
suggest they are likely to engage in conduct that would result in harm to themselves or others; (iii) certification of completion
of the training required in subdivision nineteen of this section; (iv) a list of former and current social media accounts of the
applicant from the past three years to confirm the information regarding the applicants character and conduct as required in
subparagraph (ii) of this paragraph; and (v) such other information required by the licensing officer that is reasonably necessary
and related to the review of the licensing application.

1-a. No person shall engage in the business of gunsmith or dealer in firearms unless licensed pursuant to this section. An
applicant to engage in such business shall also be a citizen of the United States, more than twenty-one years of age and shall
be required to maintain a place of business in the city or county where the license is issued. For such business, if the applicant
is a firm or partnership, each member thereof shall comply with all of the requirements set forth in this subdivision and if the
applicant is a corporation, each officer thereof shall so comply.

1-b. For purposes of subdivision one of this section, serious offense shall include an offense in any jurisdiction or the former
penal law that includes all of the essential elements of a serious offense as defined by subdivision seventeen of section 265.00
of this chapter. Nothing in this subdivision shall preclude the denial of a license based on the commission of, arrest for or
conviction of an offense in any other jurisdiction which does not include all of the essential elements of a serious offense.

2. Types of licenses. A license for gunsmith or dealer in firearms shall be issued to engage in such business. A license for a
semiautomatic rifle, other than an assault weapon or disguised gun, shall be issued to purchase or take possession of such a
semiautomatic rifle when such transfer of ownership occurs on or after the effective date of chapter two hundred twelve of
the laws of two thousand twenty-two that amended this subdivision. A license for a pistol or revolver, other than an assault
weapon or a disguised gun, shall be issued to (a) have and possess in his dwelling by a householder; (b) have and possess in
his place of business by a merchant or storekeeper; (c) have and carry concealed while so employed by a messenger employed
by a banking institution or express company; (d) have and carry concealed by a justice of the supreme court in the first or
second judicial departments, or by a judge of the New York city civil court or the New York city criminal court; (e) have and
carry concealed while so employed by a regular employee of an institution of the state, or of any county, city, town or village,
under control of a commissioner of correction of the city or any warden, superintendent or head keeper of any state prison,
penitentiary, workhouse, county jail or other institution for the detention of persons convicted or accused of crime or held as
witnesses in criminal cases, provided that application is made therefor by such commissioner, warden, superintendent or head
keeper; (f) have and carry concealed, without regard to employment or place of possession subject to the restrictions of state
and federal law, by any person; and (g) have, possess, collect and carry antique pistols which are defined as follows: (i) any
single shot, muzzle loading pistol with a matchlock, flintlock, percussion cap, or similar type of ignition system manufactured
in or before 1898, which is not designed for using rimfire or conventional centerfire fixed ammunition; and (ii) any replica of
any pistol described in clause (i) hereof if such replica;
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(1) is not designed or redesigned for using rimfire or conventional centerfire fixed ammunition, or

(2) uses rimfire or conventional centerfire fixed ammunition which is no longer manufactured in the United States and which
is not readily available in the ordinary channels of commercial trade.

3. Applications. (a) Applications shall be made and renewed, in the case of a license to carry or possess a pistol or revolver
or to purchase or take possession of a semiautomatic rifle, to the licensing officer in the city or county, as the case may be,
where the applicant resides, is principally employed or has his or her principal place of business as merchant or storekeeper;
and, in the case of a license as gunsmith or dealer in firearms, to the licensing officer where such place of business is located.
Blank applications shall, except in the city of New York, be approved as to form by the superintendent of state police. An
application shall state the full name, date of birth, residence, present occupation of each person or individual signing the same,
whether or not he or she is a citizen of the United States, whether or not he or she complies with each requirement for eligibility
specified in subdivision one of this section and such other facts as may be required to show the good character, competency
and integrity of each person or individual signing the application. An application shall be signed and verified by the applicant.
Each individual signing an application shall submit one photograph of himself or herself and a duplicate for each required copy
of the application. Such photographs shall have been taken within thirty days prior to filing the application. In case of a license
as gunsmith or dealer in firearms, the photographs submitted shall be two inches square, and the application shall also state the
previous occupation of each individual signing the same and the location of the place of such business, or of the bureau, agency,
subagency, office or branch office for which the license is sought, specifying the name of the city, town or village, indicating
the street and number and otherwise giving such apt description as to point out reasonably the location thereof. In such case, if
the applicant is a firm, partnership or corporation, its name, date and place of formation, and principal place of business shall
be stated. For such firm or partnership, the application shall be signed and verified by each individual composing or intending
to compose the same, and for such corporation, by each officer thereof.

(b) Application for an exemption under paragraph seven-b of subdivision a of section 265.20 of this chapter. Each applicant
desiring to obtain the exemption set forth in paragraph seven-b of subdivision a of section 265.20 of this chapter shall make such
request in writing of the licensing officer with whom his application for a license is filed, at the time of filing such application.
Such request shall include a signed and verified statement by the person authorized to instruct and supervise the applicant, that
has met with the applicant and that he has determined that, in his judgment, said applicant does not appear to be or poses a threat
to be, a danger to himself or to others. He shall include a copy of his certificate as an instructor in small arms, if he is required
to be certified, and state his address and telephone number. He shall specify the exact location by name, address and telephone
number where such instruction will take place. Such licensing officer shall, no later than ten business days after such filing,
request the duly constituted police authorities of the locality where such application is made to investigate and ascertain any
previous criminal record of the applicant pursuant to subdivision four of this section. Upon completion of this investigation,
the police authority shall report the results to the licensing officer without unnecessary delay. The licensing officer shall no
later than ten business days after the receipt of such investigation, determine if the applicant has been previously denied a
license, been convicted of a felony, or been convicted of a serious offense, and either approve or disapprove the applicant for
exemption purposes based upon such determinations. If the applicant is approved for the exemption, the licensing officer shall
notify the appropriate duly constituted police authorities and the applicant. Such exemption shall terminate if the application
for the license is denied, or at any earlier time based upon any information obtained by the licensing officer or the appropriate
police authorities which would cause the license to be denied. The applicant and appropriate police authorities shall be notified
of any such terminations.

4. Investigation. Before a license is issued or renewed, there shall be an investigation of all statements required in the application
by the duly constituted policc authoritics of the locality whete such upplication is mude, including but not limited to such
records as may be accessible to the division of state police or division of criminal justice services pursuant to scction 400.02 of
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this article. For that purpose, the records of the appropriate office of the department of mental hygiene concerning previous or
present mental illness of the applicant shall be available for inspection by the investigating officer of the police authority. Where
the applicant is domiciled in a foreign state, the investigation shall include inquiry of the foreign state for records concerning
the previous or present mental illness of the applicant, and, to the extent necessary for inspection by the investigating officer,
the applicant shall execute a waiver of confidentiality of such record in such form as may be required by the foreign state. In
order to ascertain any previous criminal record, the investigating officer shall take the fingerprints and physical descriptive data
in quadruplicate of each individual by whom the application is signed and verified. Two copies of such fingerprints shall be
taken on standard fingerprint cards eight inches square, and one copy may be taken on a card supplied for that purpose by the
federal bureau of investigation; provided, however, that in the case of a corporate applicant that has already been issued a dealer
in firearms license and seeks to operate a firearm dealership at a second or subsequent location, the original fingerprints on file
may be used to ascertain any criminal record in the second or subsequent application unless any of the corporate officers have
changed since the prior application, in which case the new corporate officer shall comply with procedures governing an initial
application for such license. When completed, one standard card shall be forwarded to and retained by the division of criminal
justice services in the executive department, at Albany. A search of the files of such division and written notification of the
results of the search shall be forwarded to the investigating officer and shall be made without unnecessary delay. Thereafter,
such division shall notify the licensing officer and the executive department, division of state police, Albany, of any criminal
record of the applicant filed therein subsequent to the search of its files. A second standard card, or the one supplied by the
federal bureau of investigation, as the case may be, shall be forwarded to that bureau at Washington with a request that the
files of the bureau be searched and notification of the results of the search be made to the investigating police authority. Of the
remaining two fingerprint cards, one shall be filed with the executive department, division of state police, Albany, within ten
days after issuance of the license, and the other shall remain on file with the investigating police authority. No such fingerprints
may be inspected by any person other than a peace officer, who is acting pursuant to his or her special duties, or a police officer,
except on order of a judge or justice of a court of record either upon notice to the licensee or without notice, as the judge or
justice may deem appropriate. Upon completion of the investigation, the police authority shall report the results to the licensing
officer without unnecessary delay.

4-a. Appeals from denial of an application, renewal, recertification or license revocation. If an application for a license is denied,
not renewed, not recertified, or revoked, the licensing officer shall issue a written notice to the applicant setting forth the reasons
for such denial. An applicant may, within ninety days of receipt of such notice, request a hearing to appeal the denial to the
appeals board created by the division of criminal justice services and the superintendent of state police. An individual may be
represented by counsel at any appearance before the appeals board and shall be afforded an opportunity to present additional
evidence in support of their application. The commissioner of criminal justice services and the superintendent of state police
shall promulgate rules and regulations governing such appeals process.

4-b. Processing of license applications. Applications for licenses shall be accepted for processing by the licensing officer at the
time of presentment. Except upon written notice to the applicant specifically stating the reasons for any delay, in each case the
licensing officer shall act upon any application for a license pursuant to this section within six months of the date of presentment
of such an application to the appropriate authority. Such delay may only be for good cause and with respect to the applicant. In
acting upon an application, the licensing officer shall either deny the application for reasons specifically and concisely stated
in writing or grant the application and issue the license applied for.

4-c. Westchester county firearms safety course certificate. In the county of Westchester, at the time of application, the licensing
officer to which the license application is made shall provide a copy of the safety course booklet to each license applicant.
Before such license is issued, such licensing officer shall require that the applicant submit a certificate of successful completion
of a firearms safety course and test issued in his or her name and endorsed and affirmed under the penalties of perjury by a
duly authorized instructor.
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5. Filing of approved applications. (a) The application for any license, if granted, shall be filed by the licensing officer with the
clerk of the county of issuance, except that in the city of New York and, in the counties of Nassau and Suffolk, the licensing
officer shall designate the place of filing in the appropriate division, bureau or unit of the police department thereof, and in
the county of Suffolk the county clerk is hereby authorized to transfer all records or applications relating to firearms to the
licensing authority of that county. Except as provided in paragraphs (b) through (f) of this subdivision, the name and address of
any person to whom an application for any license has been granted shall be a public record. Upon application by a licensee who
has changed his place of residence such records or applications shall be transferred to the appropriate officer at the licensee's
new place of residence. A duplicate copy of such application shall be filed by the licensing officer in the executive department,
division of state police, Albany, within ten days after issuance of the license. The superintendent of state police may designate
that such application shall be transmitted to the division of state police electronically. In the event the superintendent of the
division of state police determines that it lacks any of the records required to be filed with the division, it may request that such
records be provided to it by the appropriate clerk, department or authority and such clerk, department or authority shall provide
the division with such records. In the event such clerk, department or authority lacks such records, the division may request the
license holder provide information sufficient to constitute such record and such license holder shall provide the division with
such information. Such information shall be limited to the license holder's name, date of birth, gender, race, residential address,
social security number and firearms possessed by said license holder. Nothing in this subdivision shall be construed to change
the expiration date or term of such licenses if otherwise provided for in law. Records assembled or collected for purposes of
inclusion in the database established by this section shall be released pursuant to a court order. Records assembled or collected
for purposes of inclusion in the database created pursuant to section 400.02 of this chapter shall not be subject to disclosure
pursuant to article six of the public officers taw.

(b) Each application for a license pursuant to paragraph (a) of this subdivision shall include, on a separate written form prepared
by the division of state police within thirty days of the effective date of the chapter of the laws of two thousand thirteen, which
amended this section, and provided to the applicant at the same time and in the same manner as the application for a license, an
opportunity for the applicant to request an exception from his or her application information becoming public record pursuant
to paragraph (a) of this subdivision. Such forms, which shall also be made available to individuals who had applied for or been
granted a license prior to the effective date of the chapter of the laws of two thousand thirteen which amended this section, shall
notify applicants that, upon discovery that an applicant knowingly provided false information, such applicant may be subject
to penalties pursuant to section 175.30 of this chapter, and further, that his or her request for an exception shall be null and
void, provided that written notice containing such determination is provided to the applicant. Further, such forms shall provide
each applicant an opportunity to specify the grounds on which he or she believes his or her application information should
not be publicly disclosed. These grounds, which shall be identified on the application with a box beside each for checking, as
applicable, by the applicant, shall be as foliows:

(i) the applicant's life or safety may be endangered by disclosure because:

(A) the applicant is an active or retired police officer, peace officer, probation officer, parole officer, or corrections officer;
B) thej applicant is a protected person under a currently valid order of protection;

(C) the applicant is or was a witness in a criminal proceeding involving a criminal charge;

(D) the applicant is participating or previously participated as a juror in a criminal proceeding, or is or was a member of a
grand jury; or
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(E) the applicant is a spouse, domestic partner or household member of a person identified in this subparagraph or subparagraph
(ii) of this paragraph, specifying which subparagraph or subparagraphs and clauses apply.

(ii) the applicant has reason to believe his or her life or safety may be endangered by disclosure due to reasons stated by the
applicant.

(iii) the applicant has reason to believe he or she may be subject to unwarranted harassment upon disclosure of such information.

(c) Each form provided for recertification pursuant to paragraph (b) of subdivision ten of this section shall include an opportunity
for the applicant to request an exception from the information provided on such form becoming public record pursuant to
paragraph (a) of this subdivision. Such forms shall notify applicants that, upon discovery that an applicant knowingly provided
false information, such applicant may be subject to penalties pursuant to section 175.30 of this chapter, and further, that his or
her request for an exception shall be null and void, provided that written notice containing such determination is provided to the
applicant. Further, such forms shall provide each applicant an opportunity to either decline to request the grant or continuation
of an exception, or specify the grounds on which he or she believes his or her information should not be publicly disclosed.
These grounds, which shall be identified in the application with a box beside each for checking, as applicable, by the applicant,
shall be the same as provided in paragraph (b) of this subdivision.

(d) Information submitted on the forms described in paragraph (b) of this subdivision shall be excepted from disclosure and
maintained by the entity retaining such information separate and apart from all other records.

(e)(i) Upon receiving a request for exception from disclosure, the licensing officer shall grant such exception, unless the request
is determined to be null and void, pursuant to paragraph (b) or (c¢) of this subdivision.

(ii) A request for an exception from disclosure may be submitted at any time, including after a license or recertification has
been granted.

(iii) If an exception is sought and granted pursuant to paragraph (b) of this subdivision, the application information shall not be
public record, unless the request is determined to be null and void. If an exception is sought and granted pursuant to paragraph (c)
of this subdivision, the information concerning such recertification application shall not be public record, unless the request is
determined to be null and void. Notwithstanding the foregoing provisions of this subparagraph, local and state law enforcement
shall, upon request, be granted access to and copies of such application information provided that such information obtained by
law enforcement pursuant to this subparagraph shall not be considered a public record of such law enforcement agency.

() The information of licensees or applicants for a license shall not be disclosed to the public during the first one hundred
twenty days following the effective date of the chapter of the laws of two thousand thirteen, which amended this section. After
such period, the information of those who had applied for or been granted a license prior to the preparation of the form for
requesting an exception, pursuant to paragraph (b) of this subdivision, may be released only if such individuals did not file a
request for such an exception during the first sixty days following such preparation; provided, however, that no information
contained in an application for licensure or recertification shall be disclosed by an entity that has not completed processing any
such requests received during such sixty days.
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(g) If a request for an exception is determined to be null and void pursuant to paragraph (b) or (c) of this subdivision, an

applicant may request review of such determination pursuant to article seventy-eight of the civil practice laws ! and rules. Such
proceeding must commence within thirty days after service of the written notice containing the adverse determination. Notice
of the right to commence such a petition, and the time period therefor, shall be included in the notice of the determination.
Disclosure following such a petition shall not be made prior to the disposition of such review.

6. License: validity. Any license issued pursuant to this section shall be valid notwithstanding the provisions of any local law or
ordinance. No license shall be transferable to any other person or premises. A license to carry or possess a pistol or revolver, or
to purchase or take possession of a semiautomatic rifle, not otherwise limited as to place or time of possession, shall be effective
throughout the state, except that the same shall not be valid within the city of New York unless a special permit granting validity
is issued by the police commissioner of that city. Such license to carry or possess shall be valid within the city of New York in
the absence of a permit issued by the police commissioner of that city, provided that (a) the firearms covered by such license
have been purchased from a licensed dealer within the city of New York and are being transported out of said city forthwith and
immediately from said dealer by the licensee in a locked container during a continuous and uninterrupted trip; or provided that
(b) the firearms covered by such license are being transported by the licensee in a locked container and the trip through the city
of New York is continuous and uninterrupted; or provided that (c) the firearms covered by such license are carried by armored
car security guards transporting money or other valuables, in, to, or from motor vehicles commonly known as armored cars,
during the course of their employment; or provided that (d) the licensee is a retired police officer as police officer is defined
pursuant to subdivision thirty-four of section 1.20 of the criminal procedure law or a retired federal law enforcement officer, as
defined in section 2.15 of the criminal procedure law, who has been issued a license by an authorized licensing officer as defined
in subdivision ten of section 265.00 of this chapter; provided, further, however, that if such license was not issued in the city of
New York it must be marked “Retired Police Officer” or “Retired Federal Law Enforcement Officer”, as the case may be, and,
in the case of a retired officer the license shall be deemed to permit only police or federal law enforcement regulations weapons;
or provided that (e) the licensee is a peace officer described in subdivision four of section 2.10 of the criminal procedure law and
the license, if issued by other than the city of New York, is marked “New York State Tax Department Peace Officer” and in such
case the exemption shall apply only to the firearm issued to such licensee by the department of taxation and finance. A license
as gunsmith or dealer in firearms shall not be valid outside the city or county, as the case may be, where issued. Notwithstanding
any inconsistent provision of state or local law or rule or regulation, the premises limitation set forth in any license to have and
possess a pistol or revolver in the licensee's dwelling or place of business pursuant to paragraph (a) or (b) of subdivision two of
this section shall not prevent the transport of such pistol or revolver directly to or from (i) another dwelling or place of business
of the licensee where the licensee is authorized to have and possess such pistol or revolver, (ii) an indoor or outdoor shooting
range that is authorized by law to operate as such, (iii) a shooting competition at which the licensee may possess such pistol or
revolver consistent with the provisions of subdivision a of section 265.20 of this chapter or consistent with the law applicable
at the place of such competition, or (iv) any other location where the licensee is lawfully authorized to have and possess such
pistol or revolver; provided however, that during such transport to or from a location specified in clauses (i) through (iv) of
this paragraph, the pistol or revolver shall be unloaded and carried in a locked container, and the ammunition therefor shall be
carried separately; provided further, however, that a license to have and possess a pistol or revolver in the licensee's dwelling
or place of business pursuant to paragraph (a) or (b) of subdivision two of this section that is issued by a licensing officer other
than the police commissioner of the city of New York shall not authorize transport of a pistol or revolver into the city of New
York in the absence of written authorization to do so by the police commissioner of that city. The term “locked container” shall
not include the glove compartment or console of a vehicle.

7. License: form. Any license issued pursuant to this section shall, except in the city of New York, be approved as to form
by the superintendent of state police. A license to carry or possess a pistol or revolver or to purchase or take possession of a
semiautomatic rifle shall have attached the licensee's photograph, and a coupon which shall be removed and retained by any
person disposing of a firearm to the licensee. A license to carry ar possess a pistol or revolver shall specify the weapon covered
by calibre, make, model, manufacturer's name and scrial number, or if none, by any other distinguishing number or identification
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mark, and shall indicate whether issued to carry on the person or possess on the premises, and if on the premises shall also
specify the place where the licensee shall possess the same. If such license is issued to a noncitizen, or to a person not a citizen
of and usually a resident in the state, the licensing officer shall state in the license the particular reason for the issuance and
the names of the persons certifying to the good character of the applicant. Any license as gunsmith or dealer in firearms shall
mention and describe the premises for which it is issued and shall be valid only for such premises.

8. License: exhibition and display. Every licensee while carrying a pistol or revolver shall have on his or her person a license
to carry the same. Every person licensed to possess a pistol or revolver on particular premises shall have the license for the
same on such premises. Every person licensed to purchase or take possession of a semiautomatic rifle shall have the license
for the same on his or her person while purchasing or taking possession of such weapon. Upon demand, the license shall be
exhibited for inspection to any peace officer, who is acting pursuant to his or her special duties, or police officer. A license
as gunsmith or dealer in firearms shall be prominently displayed on the licensed premises. A gunsmith or dealer of firearms
may conduct business temporarily at a location other than the location specified on the license if such temporary location is the
location for a gun show or event sponsored by any national, state, or local organization, or any affiliate of any such organization
devoted to the collection, competitive use or other sporting use of firearms. Any sale or transfer at a gun show must also
comply with the provisions of article thirty-nine-DD of the general business law. Records of receipt and disposition of firearms
transactions conducted at such temporary location shall include the location of the sale or other disposition and shall be entered
in the permanent records of the gunsmith or dealer of firearms and retained on the location specified on the license. Nothing in
this section shall authorize any licensee to conduct business from any motorized or towed vehicle. A separate fee shall not be
required of a licensee with respect to business conducted under this subdivision. Any inspection or examination of inventory or
records under this section at such temporary location shall be limited to inventory consisting of, or records related to, firearms
held or disposed at such temporary locations. Failure of any licensee to so exhibit or display his or her license, as the case may
be, shall be presumptive evidence that he or she is not duly licensed.

9. License: amendment. Elsewhere than in the city of New York, a person licensed to carry or possess a pistol or revolver or
to purchase or take possession of a semiautomatic rifle may apply at any time to his or her licensing officer for amendment
of his or her license to include one or more such weapons or to cancel weapons held under license. If granted, a record of the
amendment describing the weapons involved shall be filed by the licensing officer in the executive department, division of
state police, Albany. The superintendent of state police may authorize that such amendment be completed and transmitted to
the state police in electronic form. Notification of any change of residence shall be made in writing by any licensee within ten
days after such change occurs, and a record of such change shall be inscribed by such licensee on the reverse side of his or her
license. Elsewhere than in the city of New York, and in the counties of Nassau and Suffolk, such notification shall be made to
the executive department, division of state police, Albany, and in the city of New York to the police commissioner of that city,
and in the county of Nassau to the police commissioner of that county, and in the county of Suffolk to the licensing officer of
that county, who shall, within ten days after such notification shall be received by him or her, give notice in writing of such
change to the executive department, division of state police, at Albany.

10. License: expiration, certification and renewal. (a) Any license for gunsmith or dealer in firearms and, in the city of New
York, any license to carry or possess a pistol or revolver, issued at any time pursuant to this section or prior to the first day of
July, nineteen hundred sixty-three and not limited to expire on an earlier date fixed in the license, shall, except as otherwise
provided in paragraph (d) of this subdivision, expire not more than three years after the date of issuance. In the counties of
Nassau, Suffolk and Westchester, any license to carry or possess a pistol or revolver, issued at any time pursuant to this section
or prior to the first day of July, nineteen hundred sixty-three and not limited to expire on an earlier date fixed in the license,
shall expire not more than five years after the date of issuance; however, in the county of Westchester, any such license shall be
certified prior to the first day of April, two thousand, in accordance with a schedule to be contained in regulations promulgated
by the commissioner of the division of criminal justice services, and every such license shall, except as otherwise provided
in paragraph (d) of this subdivision, be recertified every five years thereafter. For purposes of this section certification shall
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mean that the licensee shall provide to the licensing officer the following information only: current name, date of birth, current
address, and the make, model, caliber and serial number of all firearms currentty possessed. Such cettification information shatl
be filed by the licensing officer in the same manner as an amendment. Elsewhere than in the city of New York and the counties of
Nassau, Suffolk and Westchester, any license to carry or possess a pistol or revolver, issued at any time pursuant to this section
or prior to the first day of July, nineteen hundred sixty-three and not previously revoked or cancelled, shall be in force and effect
until revoked as herein provided. Any license not previously cancelled or revoked shall remain in full force and etfect for thirty
days beyond the stated expiration date on such license. Any application to renew a license that has not previously expired, been
revoked or cancelled shall thereby extend the term of the license until disposition of the application by the licensing officer.
In the case of a license for gunsmith or dealer in firearms, in counties having a population of less than two hundred thousand
inhabitants, photographs and fingerprints shall be submitted on original applications and upon renewal thereafter at three year
intervals. Upon satisfactory proof that a currently valid original license has been despoiled, lost or otherwise removed from
the possession of the licensee and upon application containing an additional photograph of the licensee, the licensing officer
shall issue a duplicate license.

(b) All licensees shall be recertified to the division of state police every five years thereafter, except as otherwise provided in
paragraph (d) of this subdivision. Any license issued before the effective date of the chapter of the laws of two thousand thirteen
which added this paragraph shall be recertified by the licensee on or before January thirty-first, two thousand eighteen, and not
less than one year prior to such date, the state police shall send a notice to all license holders who have not recertified by such
time. Such recertification shall be in a form as approved by the superintendent of state police, which shall request the license
holder's name, date of birth, gender, race, residential address, social security number, firearms possessed by such license holder,
email address at the option of the license holder and an affirmation that such license holder is not prohibited from possessing
firearms. The form may be in an electronic form if so designated by the superintendent of state police. Failure to recertify shall
act as a revocation of such license. If the New York state police discover as a result of the recertification process that a licensee
failed to provide a change of address, the New York state police shall not require the licensing officer to revoke such license.

(c) A license to purchase or take possession of a semiautomatic rifle as defined in subdivision two of this section shall be
recertified to the applicable licensing officer every five years following the issuance of such license. Failure to renew such a
license shall be a violation punishable by a fine not to exceed two hundred fifty dollars, and such failure to renew shall be
considered by the licensing officer when reviewing future license applications by the license holder pursuant to this chapter.

(d) Licenses issued under paragraph (f) of subdivision two of this section shall be recertified or renewed in the same form and
manner as otherwise required by this subdivision, provided however, that such licenses shall be recertified or renewed every
three years following the issuance of such license. For licenses issued prior to the effective date of this paragraph that were
issued more than three years prior to such date, or will expire in less than one year from such date shall be recertified or renewed
within one year of such date.

11. License: revocation and suspension. (a) The conviction of a licensee anywhere of a felony or serious offense or a licensee
at any time becoming ineligible to obtain a license, including engaging in conduct that would have resulted in the denial of a
license, under this section shall operate as or be grounds for, a revocation of the license. A license may be revoked or suspended
as provided for in section 330.14 of the criminal procedure law or section eight hundred forty-two-a of the family court act.
Except for a license issued pursuant to section 400.01 of this article, a license may be revoked and cancelled at any time in the
city of New York, and in the counties of Nassau and Suffolk, by the licensing officer, and elsewhere than in the city of New
York by any judge or justice of a court of record; a license issued pursuant to section 400.01 of this article may be revoked and
cancelled at any time by the licensing officer or any judge or justice of a court of record. A license to engage in the business
of dealer may be revoked or suspended for any violation of the provisions of article thirty-nine-BB of the general business law.
The official revoking a license shall give written notice thereof without unnecessary delay to the executive department, division
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of state police, Albany, and shall also notify immediately the duly constituted police authorities of the locality. The licensing
officer shall revoke any license issued in which an applicant knowingly made a material false statement on the application.
Notice of a revocation under this subdivision shall be issued in writing and shall include the basis for the determination, which
shall be supported by a preponderance of the evidence. Such notice shall also include information regarding the ability to appeal
such decision in accordance with subdivision four-a of this section.

(b) Whenever the director of community services or his or her designee makes a report pursuant to section 9.46 of the mental
hygiene law, the division of criminal justice services shall convey such information, whenever it determines that the person
named in the report possesses a license issued pursuant to this section, to the appropriate licensing official, who shall issue an
order suspending or revoking such license.

(c) In any instance in which a person's license is suspended or revoked under paragraph (a) or (b) of this subdivision, such person
shall surrender such license to the appropriate licensing official and any and all firearms, rifles, or shotguns owned or possessed
by such person shall be surrendered to an appropriate law enforcement agency as provided in subparagraph (f) of paragraph
one of subdivision a of section 265.20 of this chapter. In the event such license, firearm, shotgun, or rifle is not surrendered,
such items shall be removed and declared a nuisance and any police officer or peace officer acting pursuant to his or her special
duties is authorized to remove any and all such weapons.

12. Records required of gunsmiths and dealers in firearms. In addition to the requirements set forth in article thirty-nine-BB of
the general business law, any person licensed as gunsmith or dealer in firearms shall keep a record book approved as to form,
except in the city of New York, by the superintendent of state police. In the record book shall be entered at the time of every
transaction involving a firearm the date, name, age, occupation and residence of any person from whom a firearm is received
or to whom a firearm is delivered, and the calibre, make, model, manufacturer's name and serial number, or if none, any other
distinguishing number or identification mark on such firearm. Before delivering a firearm to any person, the licensee shall
require him to produce either a license valid under this section to carry or possess the same, or proof of lawful authority as an
exempt person pursuant to section 265.20 of this chapter and either (a) the National Instant Criminal Background Check System
(NICS) or its successor has issued a “proceed” response to the licensee, or (b) thirty calendar days have elapsed since the date
the licensee contacted NICS to initiate a national instant criminal background check and NICS has not notified the licensee
that the transfer of the firearm to such person should be denied. In addition, before delivering a firearm to a peace officer, the
licensee shall verify that person's status as a peace officer with the division of state police. After completing the foregoing, the
licensee shall remove and retain the attached coupon and enter in the record book the date of such license, number, if any, and
name of the licensing officer, in the case of the holder of a license to carry or possess, or the shield or other number, if any,
assignment and department, unit or agency, in the case of an exempt person. The original transaction report shall be forwarded
to the division of state police within ten days of delivering a firearm to any person, and a duplicate copy shall be kept by the
licensee. The superintendent of state police may designate that such record shall be completed and transmitted in electronic
form. A dealer may be granted a waiver from transmitting such records in electronic form if the superintendent determines
that such dealer is incapable of such transmission due to technological limitations that are not reasonably within the control
of the dealer, or other exceptional circumstances demonstrated by the dealer, pursuant to a process established in regulation,
and at the discretion of the superintendent. Records assembled or collected for purposes of inclusion in the database created
pursuant to section 400.02 of this article shall not be subject to disclosure pursuant to article six of the public officers law. The
record book shall be maintained on the premises mentioned and described in the license and shall be open at all reasonable
hours for inspection by any peace officer, acting pursuant to his special duties, or police officer. In the event of cancellation
or revocation of the license for gunsmith or dealer in firearms, or discontinuance of business by a licensee, such record book
shall be immediately surrendered to the licensing officer in the city of New York, and in the counties of Nassau and Suffolk,
and elsewhere in the state to the executive department, division of state police.
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12-a. State police regulations applicable to licensed gunsmiths engaged in the business of assembling or manufacturing firearms.
The superintendent of state police is hereby authorized to issue such rules and regulations as he deems reasonably necessary to
prevent the manufacture and assembly of unsafe firearms in the state. Such rules and regulations shall establish safety standards
in regard to the manufacture and assembly of firearms in the state, including specifications as to materials and parts used, the
proper storage and shipment of firearms, and minimum standards of quality control. Regulations issued by the state police
pursuant to this subdivision shall apply to any person licensed as a gunsmith under this section engaged in the business of
manufacturing or assembling firearms, and any violation thereof shall subject the licensee to revocation of license pursuant to
subdivision eleven of this section.

12-c.” Firearms records. (a) Every employee of a state or local agency, unit of local government, state or local commission, or
public or private organization who possesses a firearm or machine-gun under an exemption to the licensing requirements under
this chapter, shall promptly report in writing to his employer the make, model, calibre and serial number of each such firearm or
machine-gun. Thereafter, within ten days of the acquisition or disposition of any such weapon, he shall furnish such information
to his employer, including the name and address of the person from whom the weapon was acquired or to whom it was disposed.

(b) Every head of a state or local agency, unit of local government, state or local commission, public authority or public or
private organization to whom an employee has submitted a report pursuant to paragraph () of this subdivision shall promptly
forward such report to the superintendent of state police.

(c) Every head of a state or local agency, unit of local government, state or local commission, public authority, or any other
agency, firm or corporation that employs persons who may lawfully possess firearms or machine-guns without the requirement
of a license therefor, or that employs persons licensed to possess firearms or machine-guns, shall promptly report to the
superintendent of state police, in the manner prescribed by him, the make, model, calibre and serial number of every firearm or
machine-gun possessed by it on the effective date of this act for the use of such employees or for any other use. Thereafter, within
ten days of the acquisition or disposition of any such weapon, such head shall report such information to the superintendent of
the state police, including the name and address of the person from whom the weapon was acquired or to whom it was disposed.

13. Expenses. The expense of providing a licensing officer with blank applications, licenses and record books for carrying out
the provisions of this section shall be a charge against the county, and in the city of New York against the city.

14. Fees. In the city of New York and the counties of Nassau and Westchester, the annual license fee shall be twenty-five dollars
for gunsmiths and fifty dollars for dealers in firearms. In such city, the city council and in the counties of Nassau and Westchester
the legislative body of such county shall fix the fee to be charged for a license to carry or possess a pistol or revolver or to
purchase or take possession of a semiautomatic rifle and provide for the disposition of such fees. Elsewhere in the state, the
licensing officer shall collect and pay into the county treasury the following fees: for each license to carry or possess a pistol or
revolver or to purchase or take possession of a semiautomatic rifle, not less than three dollars nor more than ten dollars as may
be determined by the legislative body of the county; for each amendment thereto, three dollars, and five dollars in the county
of Suffolk; and for each license issued to a gunsmith or dealer in firearms, ten dollars. The fee for a duplicate license shall be
five dollars. The fee for processing a license transfer between counties shall be five dollars. The fee for processing a license
or renewal thereof for a qualified retired police officer as defined under subdivision thirty-four of section 1.20 of the criminal
procedure law, or a qualified retired sheriff, undersheriff, or deputy sheriff of the city of New York as defined under subdivision
two of section 2.10 of the criminal procedure law, or a qualified retired bridge and tunnel officer, sergeant or lieutenant of the
triborough bridge and tunnel authority as defined under subdivision twenty of section 2.10 of the criminal procedure law, or
a qualified retired uniformed court officer in the unified court system, or a qualificd retircd court clerk in the unified court
syslem in the first and second judicial departments, as detined in paragraphs a and b of subdivision twenty-one of section 2.10
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of the criminal procedure law or a retired correction officer as defined in subdivision twenty-five of section 2.10 of the criminal
procedure law shall be waived in all counties throughout the state.

15. Any violation by any person of any provision of this section is a class A misdemeanor.

16. Unlawful disposal. No person shall except as otherwise authorized pursuant to law dispose of any firearm unless he is
licensed as gunsmith or dealer in firearms.

16-a. Registration. (a) An owner of a weapon defined in paragraph (¢) or (f) of subdivision twenty-two of section 265.00 of
this chapter, possessed before the date of the effective date of the chapter of the laws of two thousand thirteen which added this
paragraph, must make an application to register such weapon with the superintendent of state police, in the manner provided
by the superintendent, or by amending a license issued pursuant to this section within one year of the effective date of this
subdivision except any weapon defined under subparagraph (vi) of paragraph (g) of subdivision twenty-two of section 265.00
of this chapter transferred into the state may be registered at any time, provided such weapons are registered within thirty
days of their transfer into the state. Registration information shall include the registrant's name, date of birth, gender, race,
residential address, social security number and a description of each weapon being registered. A registration of any weapon
defined under subparagraph (vi) of paragraph (g) of subdivision twenty-two of section 265.00 or a feeding device as defined
under subdivision twenty-three of section 265.00 of this chapter shall be transferable, provided that the seller notifies the state
police within seventy-two hours of the transfer and the buyer provides the state police with information sufficient to constitute
a registration under this section. Such registration shall not be valid if such registrant is prohibited or becomes prohibited from
possessing a firearm pursuant to state or federal law. The superintendent shall determine whether such registrant is prohibited
from possessing a firearm under state or federal law. Such check shall be limited to determining whether the factors in 18 USC
922 (g) apply or whether a registrant has been convicted of a serious offense as defined in subdivision sixteen-b of section
265.00 of this chapter, so as to prohibit such registrant from possessing a firearm, and whether a report has been issued pursuant
to section 9.46 of the mental hygiene law. All registrants shall recertify to the division of state police every five years thereafter.
Failure to recertify shall result in a revocation of such registration.

(a-1) Notwithstanding any inconsistent provisions of paragraph (a) of this subdivision, an owner of an assault weapon as defined
in subdivision twenty-two of section 265.00 of this chapter, who is a qualified retired New York or federal law enforcement
officer as defined in subdivision twenty-five of section 265.00 of this chapter, where such weapon was issued to or purchased
by such officer prior to retirement and in the course of his or her official duties, and for which such officer was qualified by
the agency that employed such officer within twelve months prior to his or her retirement, must register such weapon within
sixty days of retirement.

(b) The superintendent of state police shall create and maintain an internet website to educate the public as to which
semiautomatic rifle, semiautomatic shotgun or semiautomatic pistol or weapon that are illegal as a result of the enactment
of the chapter of the laws of two thousand thirteen which added this paragraph, as well as such assault weapons which are
illegal pursuant to article two hundred sixty-five of this chapter. Such website shall contain information to assist the public
in recognizing the relevant features proscribed by such article two hundred sixty-five, as well as which make and model of
weapons that require registration.

(c) A person who knowingly fails to apply to register such weapon, as required by this section, within one year of the effective
date of the chapter of the laws of two thousand thirteen which added this paragraph shall be guilty of a class A misdemeanor
and such person who unknowingly fails to validly register such weapon within such ane year period shall be given a warning
by an appropriate law enforcement authority about such failute und given thirly days in which to apply to reglster such weapun
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or to surrender it. A failure to apply or surrender such weapon within such thirty-day period shall result in such weapon being
removed by an appropriate law enforcement authority and declared a nuisance.

16-b. The cost of the software, programming and interface required to transmit any record that must be electronically transmitted
by the dealer or licensing officer to the division of state police pursuant to this chapter shall be borne by the state.

17. Applicability of section. The provisions of article two hundred sixty-five of this chapter relating to illegal possession of a
firearm, shall not apply to an offense which also constitutes a violation of this section by a person holding an otherwise valid
license under the provisions of this section and such offense shall only be punishable as a class A misdemeanor pursuant to
this section. In addition, the provisions of such article two hundred sixty-five of this chapter shall not apply to the possession
of a firearm in a place not authorized by law, by a person who holds an otherwise valid license or possession of a firearm by
a person within a one year period after the stated expiration date of an otherwise valid license which has not been previously
cancelled or revoked shall only be punishable as a class A misdemeanor pursuant to this section.

18. Notice. Upon the issuance of a license, the licensing officer shall issue therewith, and such licensee shall attest to the receipt
of, the following information and notifications: (a) the grounds for which the license issued may be revoked, which shall include
but not be limited to the areas and locations for which the licenses issued under paragraph (f) of subdivision two of this section
prohibits the possession of firearms, rifles, and shotguns, and that a conviction under sections 265.01-d and 265.01-¢ of this
chapter are felonies for which licensure will be revoked;

(b) a notification regarding the requirements for safe storage which shall be in conspicuous and legible twenty-four point type
on eight and one-half inches by eleven inches paper stating in bold print the following:

WARNING: RESPONSIBLE FIREARM STORAGE IS THE LAW IN NEW YORK STATE. WHEN STORED IN A HOME
FIREARMS, RIFLES, OR SHOTGUNS MUST EITHER BE STORED WITH A GUN LOCKING DEVICE OR IN A
SAFE STORAGE DEPOSITORY OR NOT BE LEFT OUTSIDE THE IMMEDIATE POSSESSION AND CONTROL OF
THE OWNER OR OTHER LAWFUL POSSESSOR IF A CHILD UNDER THE AGE OF EIGHTEEN RESIDES IN THE
HOME OR IS PRESENT, OR IF THE OWNER OR POSSESSOR RESIDES WITH A PERSON PROHIBITED FROM
POSSESSING A FIREARM UNDER STATE OR FEDERAL LAW. FIREARMS SHOULD BE STORED BY REMOVING
THE AMMUNITION FROM AND SECURELY LOCKING SUCH FIREARM IN A LOCATION SEPARATE FROM
AMMUNITION. LEAVING FIREARMS ACCESSIBLE TO A CHILD OR OTHER PROHIBITED PERSON MAY SUBJECT
YOU TO IMPRISONMENT, FINE, OR BOTH. WHEN STORED IN A VEHICLE OUTSIDE THE OWNER'S IMMEDIATE
POSSESSION OR CONTROL, FIREARMS, RIFLES, AND SHOTGUNS MUST BE STORED IN AN APPROPRIATE SAFE
STORAGE DEPOSITORY AND OUT OF SIGHT FROM OUTSIDE OF THE VEHICLE.

(c) [Eff. until July 1, 2025. See, also, par. (c) below.] any other information necessary to ensure such licensee is aware of their
responsibilities as a license holder.

(c) [Eff. July 1, 2025. See, also, par. (c) above.] any other information necessary to ensure such licensee is aware of their
responsibilities as a license holder; and

(d) [Eff. July 1, 2025.] statewide resources and information relating to safe storage of firearms, child access prevention and
firearm violence prevention as well as information on county and local specific laws and regulations related to child access
prevention and the safe storage of fircarms.

)
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Nothing in this subdivision shall be deemed to affect, impair or supersede any special or local law relating to providing notice
regarding the safe storage of rifles, shotguns or firearms.

19. Prior to the issuance or renewal of a license under paragraph (f) of subdivision two of this section, issued or renewed on
or after the effective date of this subdivision, an applicant shall complete an in-person live firearms safety course conducted
by a duly authorized instructor with curriculum approved by the division of criminal justice services and the superintendent of
state police, and meeting the following requirements: (a) a minimum of sixteen hours of in-person live curriculum approved
by the division of criminal justice services and the superintendent of state police, conducted by a duly authorized instructor
approved by the division of criminal justice services, and shall include but not be limited to the following topics: (i) general
firearm safety; (ii) safe storage requirements and general secure storage best practices; (iii) state and federal gun laws; (iv)
situational awareness; (v) conflict de-escalation; (vi) best practices when encountering law enforcement; (vii) the statutorily
defined sensitive places in subdivision two of section 265.01-¢ of this chapter and the restrictions on possession on restricted
places under section 265.01-d of this chapter; (viii) conflict management; (ix) use of deadly force; (x) suicide prevention; and
(xi) the basic principles of marksmanship; and (b) a minimum of two hours of a live-fire range training course. The applicant
shall be required to demonstrate proficiency by scoring a minimum of eighty percent correct answers on a written test for the
curriculum under paragraph (a) of this subdivision and the proficiency level determined by the rules and regulations promulgated
by the division of criminal justice services and the superintendent of state police for the live-fire range training under paragraph
(b) of this subdivision. Upon demonstration of such proficiency, a certificate of completion shall be issued to such applicant in
the applicant's name and endorsed and affirmed under the penalties of perjury by such duly authorized instructor. An applicant
required to complete the training required herein prior to renewal of a license issued prior to the effective date of this subdivision
shall only be required to complete such training for the first renewal of such license after such effective date.

20. Firearms dealers; required warnings. (a)(i) Every person licensed as a gunsmith or a dealer in firearms shall post the following
notice at the site where such rifles, shotguns, or firearms are sold, displayed or delivered to the purchaser, at the entrance to the
site and in at least one additional area where sales occur, conspicuously stating, in no smaller than twenty-six-point type on a
sign at least eight and one-half by eleven inches in bold print:

WARNING

ACCESS TO A RIFLE, SHOTGUN, OR FIREARM IN THE HOME SIGNIFICANTLY
INCREASES THE RISK OF SUICIDE, DEATH DURING DOMESTIC DISPUTES, AND/
OR UNINTENTIONAL DEATHS TO CHILDREN, HOUSEHOLD MEMBERS AND OTHERS.

IF YOU OR A LOVED ONE IS EXPERIENCING DISTRESS AND/OR
DEPRESSION, CALL THE NATIONAL SUICIDE PREVENTION LIFELINE AT 988.

(ii) Every firearms dealer shall distribute a notice to the purchaser at the time of each individual sale of a rifle, shotgun, or
firearm, conspicuously stating, in no smaller than twenty-six-point type and on paper at least eight and one-half by eleven inches
in bold print the following warning:

WARNING

ACCESS TO A RIFLE, SHOTGUN, OR FIREARM IN THE HOME SIGNIFICANTLY
INCREASES THE RISK OF SUICIDE, DEATH DURING DOMESTIC DISPUTES, AND/
OR UNINTENTIONAL DEATHS TO CHILDREN, HOUSEHOLD MEMBERS AND OTHERS.
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IF YOU OR A LOVED ONE IS EXPERIENCING DISTRESS AND/OR
DEPRESSION, CALL THE NATIONAL SUICIDE PREVENTION LIFELINE AT 988.

(iii) Upon the issuance of or amendment to a rifle, shotgun, or firearm license and/or permit, the licensing officer shall provide
the licensee/permittee a written copy of a warning notice conspicuously stating in no smaller than twenty-six-point type and on
paper at least eight and one-half by eleven inches in bold print the following warning:

WARNING

ACCESS TO A RIFLE, SHOTGUN, OR FIREARM IN THE HOME SIGNIFICANTLY
INCREASES THE RISK OF SUICIDE, DEATH DURING DOMESTIC DISPUTES, AND/
OR UNINTENTIONAL DEATHS TO CHILDREN, HOUSEHOLD MEMBERS AND OTHERS.

IF YOU OR A LOVED ONE IS EXPERIENCING DISTRESS AND/OR
DEPRESSION, CALL THE NATIONAL SUICIDE PREVENTION LIFELINE AT 988.

(b) No licensing officer, local government, or any employee thereof shall be liable to any person by reason of any injury or
damage resulting from the failure of any gunsmith or firearms dealer to comply with this subdivision or in consequence of any
act or omission in connection with the implementation or enforcement of this subdivision.

(c) Any person, firm, or corporation required to post or distribute warnings pursuant to subparagraph (i) or (ii) of paragraph (a)
of this subdivision who fails to post or distribute in the manner provided for in such provisions shall be guilty of a violation
punishable by imprisonment of not more than fifteen days or by a fine of not more than one thousand dollars, or both. Each
day that a violation continues shall be deemed a separate offense.

(d) The provisions of this subdivision shall not supersede any local law or ordinance that imposes stricter disclosure or notice
requirements; and notices required by this subdivision shall be in addition to any other notices required by any other federal,
state or local law, ordinance, rule or regulation.
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Footnotes

1 So in original. (“laws” should be “law™.)
2 So in original. No subd. 12-b has been enacted.

McKinney's Penal Law § 400.00, NY PENAL § 400.00
Current through L.2025 chapters 1 to 49, 61 to 117. Some statute sections may be more current, see credits for details.
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