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MANAGEVENT CONTROL AGREEMENT
. BETWEEN

ST. LUCIE COUNTY SHERIFF'S OFFICE, FORT PIERCE POLICE DEPARTMENT,
PORT ST. LUCIE POLICGE DEPARTMENT

AND
ST. LUCIE COUNTY

FOR THE PURPOSES OF
PROVIDING CRIMINAL JUSTICE INFORMATION TECHNOLOGY SERVICES,
INFORMATION EXCHANGE, DISPATCH SERVICES, AND CRIMINAL JUSTICE
AGENCY OVERSIGHT

WHEREFORE, the Management Control Agreement (Agreement) by and between St.
Lucle County Shexiff's Office, hereinafter referred to as the Oversight Agency (OA), and
St. Lucie County through its 911 Genter, hereinafter referred to as DISPATCH establishes
and identifies the specific roles that each party shall fulfill. This Agreement provides
guidelines for the creation, viewing, modification, transmission, dissemination, storage,
and destruction of Griminal Justice Information (CJl), pursuant to the Federal Bureau of
Investigations (FBI) Criminal Justice Information Systems (CJIS) Security Policy
(CJISSECPOL). Further, this Agreement also outlines the roles and responsibilities of
each party in relation to DISPATCH personnel screening and training, DISPATCH third-
party vendor requirements, DISPATCH adherence to the FBI CJIS Security Policy
Security Addendum Process, and general oversight responsibilities.

-This Agreement applies to every individual, contractor, vendor, private entity, non-criminal
justice agency representative, and/or member of the OA and the DISPATCH.

NOW, THEREFORE, in conslderation fo the mutual promises and covenants herein, the
Parties hereby agree as follows:

.  ACCESS TO CRIMINAL JUSTICE INFORMATION

a. DISPATCH is a county department that performs a criminal justice function for the
" OA y

b. DISPATCH shall meet the minimum requirements as outlined by the FBI CJIS
Securily Policy in regards to access, modification, transmission, dissemination,
storage, and destruction of Criminal Justice Information.

c. DISPATCH shall not disseminate any Criminal Justice Information to any entity
other than the OA and the Law Enforcement Agencies outlined within this

Agreement.
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d. DISPATCH shall not enter into any contracts with other Criminal Justice Agencies

or Non-Criminal Justice Agencies for the exchange of Criminal Justice Information,
All agreements for exchange of CJI must be betwsen the OA and another criminal
justice agency on behalf of DISPATCH,

. DISPATCH shall appoint a Local Agency Goordinator (LASO) who will work with

the LASO of the OA. The LASO shall ensure that all technical contrals to secure
Criminal Justice Information are in place and in working order.

In the avent of a netwark intrusion or breach fo Criminal Justice Information, the
LASO shall contact the LASO of the OA and report the intrusion or hreach

immsdiately.

DISPATCH PERSONNEL VETTING

. All DISPATCH staff that have physical and/for logical access to the DISPATCH

building and/or network must undergo a fingerprint-based records check under the
OA's Originating Agency Identifier (ORI). These racords will be retained by the OA
untll such a time that an individual Is no longer working for DISPATCH. The
fingerprint-based records check must occur prior to granting access to the
DISPATCH bullding and/or network.

. The OA will provide guldance to DISPATCH if an individual does not meet the

requirements for access or if a retained individual is arrested during their
employment,

. The DISPATCH is required to have a Florida Crime Information Center (FCIC)

Agenoy Coordinator (FAC) who will work with the FAC from the OA to ensure each
individual with physical or togical access, has and maintains, current Security
Awareness Trainlng and/or Limited/Full Access Training, All individuals must have
surrent training within six months of assignment.

DISPATCH VENDORS AND CONTRACTORS

. All DISPATCH vendors and contractors that have physical and/or logical access

must undergo a fingerprint-based records check under the OA's ORI, These
records will be retained by the OA untl] such a time that the vendor/contractor
persohnel ho longer have access, The fingerprint-based racords check shall oceur
prior to gaining physical or logical access.

. The OA will provide guidance to DISPATGH if an individual from the DISPATCH

vendorfcontractor does not meet the requirements for access or |f
vendor/contractor personnel are arrested during thelr employment.

t
i
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C.

v,

The DISPATCH FAC wili ensure that all vendor/contractor personnei have the
requlred level of training based off of the work they are performing. The DISPATCH
FAC wiil work with the OA FAC to ensure ali training Is complete and kept current,

The OA reserves the right to terminate this agreetent, with or without notice, upon
detarmining DISPATCH or RDISPATCH personnel have violated any applicable
law, rule of regulation or has viotated the terms of this agreement.

OVERSIGHT AGENCY RESPONSIBILITIES

The OA is responsible for the following In ferms of compliance with the FDLE User
Agreement and FBI CJIS Security Policy:

a.

V!

Ensuring that the DISPATCH has designated a FAC and LASO and that ail
assoclated trainings for those positions has occurred.

Ensure all DISPATCH personnel and DISPATCH vendors/contractors are tetained
under the OA's ORI.

Ensure that Access Reviews are done on behalf of DISPATCH.

Work with DISPATCH FAC and LASO {o ensure all DISPATCH personnel and
DISPATCH vendors/contractors have and maintain current training.

Maintain a signed Security Addendum Gertification Page for all DISPATCH
personne! and vendor/contractor personnel.

Ensure that Criminal Justice Information is secured throughout its lifecycle.

Ensure that DISPATCH does not run driver's license, Griminal History Record
Information (CHRI), tag checks, etc., for any other entity other than the OA and
other Law Enforcement Agencles that are named in this Agreement.

Ensure that the OA LASO and/or FAC is available for any audits conducted on the
DISPATCH site.

MANAGEMENT CONTROL OF INFORMATION TECHNOLOGY SERVICES ON
BEHALF OF THE OA AND DISPATCH

This Agreement also covers the overall supervision of technical services provided by 5t.
Lucie County Information Technology Department on bshalf of the St. Lucle County
Sherlff's Office for data fransport, network services usad to access equipment, systems
design, programming and operational procedures associated with the development,
implementation, and maintenance of the St Lucie Gounty Sheriff's Office systems to
include the National Crime Informatlon Center (NCIC) and the FCIC programs that may
be subssquently designad and/or implemented within the St. Lucle Gounty 911 Center.
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Pursuant to the CJIS Securlly Policy, It Is agreed that with respect to administration of
that portion of computer systems and nefwork infrastructure Interfacing directly or
Indireclly with the state network (FCIG/NCIC) located within the EOC for the interstate
exchange of criminal history/criminal justice Information, the St. Lucie County Sheriff's
Office shall have the authorlty, via managed control, to set, maintain, and enforce:

(1) Prioritles, In the event of a County-wide infrastructure failure, the St. Lucle County
information Technology Department will work to ensure that the County Law
Enforcement network services are restored as a priority to ensure public safety
response as needed,

(2) Standards for the selection, supervision, and termination of personnel
access to Criminal Justice Information (CJi). The St. Lucle County information
Technology Department will provide St, Lucie Gounty Sheriff’s Office a list of
personnel who will have physical and/or logical access to the network accessing,
processing, storing or transmitting CJI. Prior to glving those individuals access to
the network or any component thereof, the individual will have a fingerprint-based
record check completed under the St. Lucie County Sheriff's Offlce’s ORI and
Securlty Awareness Training, If the St. Lucie County Information Technology
Department terminates a member of the Information Technology Team, the St.
Lucle County Sheriff's Office will be notified and all rights and privileges for that
individual will be immediately revoked. The St Lucle County Information
Technology Department will update and keep current a list of individuals with
access and provida that to the St. Lucie County Sheriff's Office any time a change
0ceurs.

(3) Policy governing operation of justice systems, computers, access dovices,
circuits, hubs, routers, flrewalls, and any other components, including
encryption, that comprise and support a telecommunications network and
related criminal Justice systems to include but not limited to criminal history
record/eriminal justice information, insofar as the equipment is used to
process or transmit criminal justice systems information guaranteeing the
priority, Integrity, and availability of service needed by the criminal justice
communlty. The St. Lucie County Information Technology Department will ensure
the St, Lucle Counly Sherlff's Office/St. Lucie Counly 911 Center network is
monitored at all times for any security related incidences or intrusions. If found, the
St. Lucle County Information Technology Department will nofify the St. Lucle
County Sheriff's Office Immediately and work to contaln the breach and limit the
loss of data or system integrity. If the St. Lucie Gounty Information Technology
Departmant outsources to a third-parly vendor, they will consult with the St. Lugcie
County Sheriff's Office for guldance regarding personnel vetting and access prlor
to allowing the third-parly any physical or logical access to the criminal justice
network and/or physically secured location.
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(4) Restriction of unauthorized personne! from access or use of equipment
accessing the State network. St, Lucie County Sheriff's Office will monitor and
control all access to the network and/or criminal justice information (CJl) System.
Access will only be given to those individuals that have been approved in the
selection process. St. Lucie County Sheriff's Office will also terminate accass to
any vetted personnel who voluntary/involuntary leaves the agency.

(5) Compliance with all rules and regulations of the 8t. Lucie County Sheriff's
Office Policies and CJIS Securlty Policy in the operation of all information
received. The St. Lucie County Information Technology Depattment will comply
with all rules, regulations and procedures outlinad by the St, Lucle County Sheriff's
Office and the CJIS Securily Policy in regard to personnel and the maintenance
and upkesp of the criminal justice network.

(6) General Services:

a.

St. Lucle County Information Technology Department agrees that only
authorized St. Lucle County Information Technology Department personnel
will conduct and/or witness the destruction of devices used to access,
process, andfor store criminal justice information.

St. Lucle County Information Technology Department will escort vendor
personnel who may have access to St. Lucle County Sheriff's Office/ St.
Lucle County 911 Center's hardware andfor software, or to the physical
location of such hardware,

St. Lucie Counly Information Technology Department will confer with St
Lucie County Sheriff's Office prior to implementing any technologies or
utilizing a vendor that is not currently under contract with the Sheriff's Office
prior fo providing any access to the network or network components.

Vendors under contract with St. Lucle County that provide access andfor
services to St Lucle Counly Sheriff's Office must adhere to the
requirements as outlined within the FBI CJIS Securlty Policy Security
Addendum Process as outlined in Appendix H of the FBI CJIS Security
Policy.

St. Lucle County Fire District has access to the Criminal Justice CAD. The
davices utilized to access the CAD must meet the requirements of the
CJISSECPOL and the FDLE User Agreement. St. Lucie County Information
Technology Department will work with the Information Technology group
utilized by St. Lucle Fire District in order to ensure this requirament. St.
Lucie County Fire District personnel must undergo a fingerprint-based
record check under the St. Lucie County Sheriff's Office ORI and maintain
current securlly awareness training.
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It is further understood that “...manageiment control of the criminal justice function
ramains solely with the Criminal Justice Agency." As per Section 5.1.1.4 of the CJIS
Security Policy.

This Agreement also covers the overall supervision of all St. Lucte Counly Sherlff's Office
systems, services, applications, equipment, systems design, programming, and
operational procedures associated with the development, implementation, and
maintenance of any St. Lucie County Sherliff's Office system to include FCIC and NCIC
Programs that may be subsequently designed and/or implemented within the Criminal
Justice Agency.

VI. ACGESS TO CJi SYSTEMS/APPLICATIONS AND SERVICES PROVIDED

(1) DISPATCH will facilitate dispatching functions for the OA, the Fort Pierce Pollce
Department (FPPD), and the Port St. Lucle Police Department (PSLPD).

(2) DISPATCH will facilitate dispatching functions for the St. Lucie County Fire District
(SLCFD).

(3) DISPATCH hosts the Computer Aided Dispatch (CAD) and the OA's Record
Management System (RMS).

{4) Access to the CAD and RMS wili be provided to the OA, FPPD, and PSLPD via
site-to-site encrypted tunnels, SLCFD Personnel have access to the FIRE Module
of the CAD interface only. The access is via a FIPS 140-2 encrypted path.

(5) Additional exchange of CJI belween parties include Voice and Physical Paper
Exchange.

(6) Each agency will be provided with Audit Logs for their users on a weekly basis for
the CAD and RMS. Each agency will review their own logs as required by the FBI
CJIS Security Policy.

(7) The OA maintains managed control of the CAD and RMS as related to FDLE and
FBI CJIS reguirements.

(8) All parties agree to ablde by applicable federal and state laws as well as the terms
and conditions of the Criminal Justice User Agreement exscuted between FDLE
and the respective agencies.

(9) All parties agree to make, use, and disseminate CJi related records for authorized
criminal justice purposes only and maintain any Information in a secure place. All
destruction of CJl related information will follow all applicable federal and state
laws.
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IN WITNESS WHEREOF, is hereby agreed that the terms and conditions contained in
this Management Control Agreement have been accepted by the officials signed names
below, who are bound by the terms and conditions of this Management Control

Agreement.

ST. LUCIE COUNTY SHERIFF

BY: R es—
K?ih Peayson
7
DATE: Z/ 20 / %9/
r/
APPROVED AS TO FORM AND
CORRE_CTNE :

.-’.'.,.-"-‘/ P e
JosephD all, General Counsel
e

024 co~aa3
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ATTEST: CITY OF FORT PIERCE:!
. v\) ( 0/ BY: /\#MJM‘- Uﬂl-id-ﬂv
Lifida Cox, Clty Clerk (/ Linda Hudson, Mayor

DATE: ] /(p [2a 1}(

FORT Plé /f‘('CE EPARTMENT:

)f o ?L"_«"‘ i ) l\"-
- Diane Hobley-Burney, {)ﬂ&of J{‘ \
DATE: 0~ 24

APPROVED AS TO FORM AND
CORRECTNESS:

Sara K. Hedges, City Attorney
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City Clerk

PROVED AS TO FORM AND

,“,z//MZ%EZ,_Q ~

by-Attorney
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ATTEST: ST. LUCIE COUNTY, FLORIDA

BY: QO—«—L/EA,\ C{)@LDW’L&
SLL30L Gou ministrator Clyon ¢
DATE: F&bvmvtj 20, 20724

' Deputy

APPROVED AS TO FORN AND
CORRECTNESS:

) o
Agsd. Cﬁlﬂ‘tymttomey

10
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WITNESSES: 5 ST. LUCIE COU%RICT CHIEF

DATE: ‘/\‘5 bl

APPROVED AS TO FORNM AND

Y ') Distrfabhttornef

11
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IN WITNESS WHEREOF, it is hereby agreed that the terms and conditions contained in
this Management Control Agreement have been accepted by the officials sighed names
below, who are bound by the terms and conditions of this Management Control

Agreement.

ST. LUCIE COUNTY SHERIFF

BY:

Richard R. Del Toro, Jr.

DATE: % Zf/ 5

APPROVED AS TO FORM AND
CORRECTNESS:

Amber L. Izzo,

2024C0-223
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ATTEST: CITY OF PORT S'I;, LUCIE Pcttfiée DEPARTMENT
| _Mu w7 L spnitrns”

(‘ﬂlltl i%&'g"% " F7— " Chlef”

Sil U WAlSh. City clerl oaTE: 6 40 T—

AP OVED AS TO FORM AND

CTNESS &

0%
City y Attorney”

**Re-signed to update signatures on Management Control Agreement recorded on 6/ 4/2024**
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