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THE STATE OF TEXAS §
8 CONTRACT FOR ELECTION SERVICES
COUNTY OF HIDALGO §

This Contract is entered into by and between the HIDALGO COUNTY ELECTIONS
ADMINISTRATOR (“ADMINISTRATOR?”), Teresa R. Navarro, on behalf of Hidalgo
County, a political subdivision of the State of Texas, and the

, hereinafter referred to as “THE ENTITY,”

(Name of Entity) pursuant to Texas Election Code Section 31.092.

RECITALS

WHEREAS, , by appropriate action of its
governing body acting in accordance with all applicable laws, has called an election to be held
on Saturday, November 7, 2007 and desires that certain election services be provided by
ADMINISTRATOR through her Elections Department; and

WHEREAS, ADMINISTRATOR has provided costs for election services to be
rendered by ADMINISTRATOR’S office pursuant to the terms of this Contract, which costs
are set out in Article V1 hereof: and

WHEREAS, and ADMINISTRATOR desire
to enter into a contract setting out the respective responsibilities of the parties;

NOW, THEREFORE, it is hereby agreed as follows:
ARTICLE |
PURPOSE
1.01. The parties hereto have entered into this Contract for election services described in

Article 11 to be provided to for its election to be held
on November 7, 2007 and any Runoff, if applicable.

ARTICLE Il

SERVICES

2.01. ADMINISTRATOR agrees to provide to the
following general services:

(A)  Procure, program, prepare, and distribute adequate election equipment
and transport equipment to and from the polling locations, mcludlng
early voting substations, for ;




(B)  Distribute the lists of registered voters to be used in conducting the
election, as provided by Hidalgo County Voter Registration pursuant to

the request by ;

(C)  Provide information for election officers;

(D)  Provide general overall supervision of the election and advisory services;
and

(E) Provide such incidental related services as may be necessary to effect the
election.

ARTICLE I
SCHEDULE FOR PERFORMANCE OF SERVICES

3.01. Specific services to be provided related to the general services identified in Article 11
shall be performed in accordance with the time requirements set out in the Texas Election
Code.

ARTICLE IV
SERVICES NOT PROVIDED BY COUNTY

4.01. ADMINISTRATOR shall have no responsibility for insuring the passage of the
appropriate Election Order by , preparing or sending
Justice Department Submissions, publishing and (or) posting the election notice as required by
the Texas Election Code Section 4.003, or canvassing election results. ADMINISTRATOR
shall have no responsibility as custodian of election
records.

ARTICLE V
TERM
5.01. Except as hereinafter set out, the term of this Contract shall be from the time of

execution until all items with respect to this Contract and the election held hereunder have
been completed.

ARTICLE VI



COST OF SERVICE AND BILLING

6.01 In consideration for the services provided hereunder by ADMINISTRATOR,
agrees to pay ADMINISTRATOR the amount of
$100.00 leasing fee for each iVotronic and $100.00 leasing fee for each ADA iVotronic, AND a
$50.00 programming fee used in the initial Election. The above described fees for each
machine and programming fee shall be additionally charged for any Runoff Election.

6.02 Payment shall be made by within 30 days
after receiving an itemized invoice from ADMINISTRATOR. Payment shall be made by
check payable to the Hidalgo County Elections Administrator and mailed to:

Teresa R. Navarro

Hidalgo County Elections Administrator
PO Box 659

Edinburg, Texas 78540

6.03 Any monies remaining after the payment of all costs of elections bills, shall be the
property of the and returned to it.

ARTICLE VII

7.01 IFANY OF THE ELECTION EQUIPMENT COMES LOST, STOLEN,
DESTROYED, OR DAMAGED, THE CITY, SCHOOL DISTRICT OR ENTITY WHO
LEASED THE EQUIPMENT IS LIABLE FOR THE DAMAGE AND AGREES TO PAY
THE ADMINISTRATOR THE COST OF THE REPLACEMENT OR REPAIR OF THE
ELECTION EQUIPMENT SO LOST, STOLEN, DESTROYED OR DAMAGED.

ARTICLE VIII
GENERAL PROVISIONS

8.01. This Contract shall be construed under and in accordance with the laws of the State of
Texas, and all obligations of the parties created hereunder are performable in Hidalgo County,
Texas.

8.02. In case any one or more of the provisions contained in this Contract shall for any
reason be held to be invalid, illegal or unenforceable in any respect, such invalidity, illegality
or unenforceability shall not affect any other provision thereof, and this Contract shall be
construed as if such invalid, illegal or unenforceable provision had never been contained
herein.

8.03. This Contract constitutes the sole and only agreement of the parties hereto and
supersedes any prior understanding or written or oral agreement between the parties



respecting the written subject matter.
8.04. No amendment, modification, or alteration of the term hereof shall be binding unless

the same be in writing, dated subsequent to the date hereof and duly executed by the parties
hereto.

SIGNED this____day of , 2007

ELECTIONS ADMINISTRATOR

NAME OF LEASING ENTITY
BY:

TERESA R. NAVARRO BY:

PRINT:

TITLE:

APPROVAL COUNTY OF HIDALGO:

BY: ATTEST
JUAN DE DIOS “JD” SALINAS, Il BY:
COUNTY JUDGE

PRINT:
TITLE:
ATTEST
BY:

ARTURO GUAJARDO, JR.

COUNTY CLERK
APPROVED AS TO LEGAL FORM:

ATLAS & HALL L.L.P.,

BY:

STEPHEN L. CRAIN
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A parallel monitoring pilot was conducted in Texas during the November 7, 2006 election.
The pilot consisted of randomly selecting direct recording electronic (DRE) equipment from a
randomly chosen precinct in three Texas counties and voting test ballots on them as realistically as

possible during election day.

Parallel monitoring is an auditing tool used to determine the accuracy of the DREs to record, tabulate
and report votes. It is believed that if malicious code has been entered into a DRE voting system, it

would be detected during parallel monitoring.

Currently there are no requirements for parallel monitoring in Texas. The three chosen counties,
El Paso, Harris and Hidalgo were selected from a list of counties that volunteered to participate in the

program. The selected counties provided samples of three varied DRE voting systems used in Texas,
those being Diebold’s AccuVote TSx, ES&S’ iVotronic and Hart’s eSlate.

The results of the parallel monitoring conducted for this pilot showed that the DREs performed
with 100% accuracy. Only one parallel monitoring site showed an initial data entry error rate less than

0.035%. However, after the discrepancy review all votes were accounted for with 100% accuracy.

Although the monitoring results were positive, lessons were learned to improve the methodology used.
The methodology used needs to provide detailed, step-by-step instructions, checklists and other tools.
More human resources are necessary to avoid fatigue and to monitor more DREs. Also, the security
method used to isolate and secure the devices prior to and after testing should be specified and

followed more rigorously.

Some key recommendations include the following:

e Increasing the number of test team members and the number of testing teams

e Increasing the number of DREs to be monitored

o Conducting the test in at least the largest 25 counties for every major election.

e Stimulating the voluntary use of parallel monitoring by engineering the methodology
so counties can sponsor such testing without conflict of interest and without
large investment.

e Providingample guidance and opportunities for public involvement both as observers

and as participants in parallel monitoring.
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Parallel Testing During an Election

Parallel monitoring, also known as parallel testing, as used in this report is an election-day test
performed on Direct-Recording Electronic (DRE) voting machines. The test involves selecting
voting devices at random from precincts selected at random, and testing them as realistically as

possible during election day.

Douglas Jones, professor of Computer Science at the University of Iowa, has written extensively
about security of voting systems. He notes, “It is important to avoid the possibility of communicating
to the system under test any information that could allow the most corrupt possible software to learn
that it is being tested. Ideally, this requires that the particular machines to be tested be selected at the
last possible moment and then opened for voting at the normal time for opening the polls and closed
at the normal time for closing the polls. In addition, mechanical vote entry should not be used, but
real people should vote each test ballot, with at least two Observers noting either that the test script

is followed exactly or noting the choices made. (A video record of the screen might be helpful.)”

Such testing is different from Logic and Accuracy (L&A) testing that is conducted on the devices
before the election. L&A tests can be performed automatically by software already in the DREs.
Some counties conduct manual L&A tests as well, but corrupt software may be designed to function
only on election days. Therefore such software would not be active during either automated

or manual L&A testing before the election, and would not be detected by any L&A tests.

Parallel monitoring is only one of many other tests and security measures that are typically performed
to ensure the integrity of a voting system. The important feature of the parallel monitoring is that it

is conducted during the election.

Sources for Parallel Testing Methodology
The methodology for this pilot was modeled after California’s Paralle]l Monitoring Program® and

information provided the Brennan Report.

Other key sources of information include the Electronic Voting Systems website of Douglas Jones
at the University of lowa?®, the Caltech/MIT Voting Technology Project*, and interviews with
personnel in the Travis County Election’s Division. Travis County has been conducting parallel
monitoring for a number of years and a review of their method and experiences was helpful in

creating a methodology.

PAGE 3
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Texas Parallel Monitoring Project Objectives
The objectives of the project were to
¢ Develop a prototype methodology for conducting parallel monitoring of Direct
Recording Electronic (DRE) voting systems in Texas
e Evaluate methods for selecting counties, precincts, and equipment
e Evaluate scripting and testing options
e Determine where current best practice recommendations may need to be tailored
for application in Texas
o Conduct a pilot test of the methodology to determine where to make improvements
in staffing and training
o Evaluate the results of the test to identify costs to the counties and to the Secretary
of State in implementing a parallel monitoring program

e Assess the accuracy and integrity of the voting systems that were tested
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ADMINISTRATIVE METHODOLOGY

Selection of Counties

Currently there is no requirement for parallel monitoring in Texas. When the Texas Secretary of
State (SOS) asked for counties to volunteer to participate in a parallel monitoring program, several
large counties volunteered. The SOS chose three counties, which provided a representation of DRE
voting systems from each vendor that has a system certified for use in Texas.

TABLE 1. Counties chosen for Parallel Monitoring

County Vendor and product

El Paso Diebold Accu-Vote TS R6

Harris Hart InterCivic eSlate

Hidalgo Election Systems and Software
(ES&S) iVotronic

Selection of Precincts

Precincts were selected by the following steps:

1. Precinct data from past two elections for each county was obtained from the Texas
Legislative Council in an Excel spreadsheet.

2. Each county’s precincts were sorted by registered voters and turnout in 2002, a similar
mid-term election. Precincts without registered voters and turnout in that election
were eliminated as candidates for testing.

3. One precinct from each county was then randomly selected from the remaining

precincts using the random number function in Excel.
4. The selected counties’ ballots were checked to ensure that the chosen precincts did not

have split ballots. This further simplified data entry required by reducing the number
of ballot styles that had to be tested.

TABLE 2. Precincts Selected for Parallel Monitoring

County Precinct Ballots Cast in 2002
El Paso #0096 886
Harris #0029 750
Hidalgo #0039 1,123

PAGE 5
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Selection of Equipment

Two DREs from each precinct were selected for testing. This was to ensure that in case one device
failed, the pilot would have a successful parallel monitoring test with at least one DRE from each of
the chosen counties. The DREs were selected at random by the Team Lead from those sent to the

selected precincts.

Note that two machines represent about 0.03% of the voting devices in Harris County, 0.3% of the
devices in El Paso and in Hidalgo Counties. Such tiny samples cannot be said to represent the entire

population of devices in any of the tested Counties.

Securing Equipment

The security procedures for the test DRE equipment was determined during the site visits.

Both the pre-test and the post-test DRE security required locked storage facilities within the Election
Warehouse. The pre-test DRE security procedures included verifying the serial numbers of the
equipment and tamper-proof seals compared to the list of equipment issued to the precinct according
to county inventory records. The post-test DRE security procedures also required application of

tamper-proof seals or tags to the tested equipment.

Site Visits
Site visits were conducted Thursday and Friday, October 26 and 27 to allow team leads to become
familiar with County personnel and review the testing environment. In Harris County the team lead
also selected and secured the devices to be tested. The site visits focused on the following:

e Procedures for selecting the DREs and coordinating with the county’s inventory

procedures for their voting systems
o Facilities for securing the selected equipment
e Facilities for the test

o County protocols the test team would be expected to follow

Scripting
The test script form was designed to record details of the voting process for the test voter, to record
minor errors and their corrections, to provide instructions for scripted navigation and scripted errors,

and to validate selections before casting the ballot.

The test scripts attempted to mirror the actual voter experience, including such things as straight party
voting, crossover votes, blank ballots, changing selections, and navigating back through the ballot. Each
script allowed the Tester to select either English or Spanish as their choice of language. During the
monitoring other options, as provided by the system, such as large font and/or high contrast were also
used and notated on the scripts. The scripts also specified the candidates and measures the Data Entry

person should select.
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The average DRE in each of the selected Counties records between 50 and 100 ballots. The

Brennan Report postulated that 2% to 3% of the votes for a single contest might need to be stolen to
change the outcome of an election. Thus voting 50 test ballots on each machine gives the Test Team
a somewhat better than 50% chance of detecting corrupt software in action if the postulate in the

Brennan Report’s estimate is reasonable.’

Each team voted as many scripts as possible in the voting day, alternating between the two DREs

at random intervals.

Selection of Test Personnel

Our Lady of the Lake University (OLLU) contributed 3 graduate students from its Masters of
Science-Information Systems and Security program to perform the roles of observer and data entry
operators. OLLU also contributed An OLLU professor provided his time and expertise to act as a

security/auditing consultant during many aspects of the parallel monitoring effort.

Mel Mireles, CISA, CISM, CHS-III
CEO, HBMG, Inc.

Nick Osborn, Art Garcia, PMP Terri Georgulas, PMP,
HBMG, Inc. Project Lead HBMG, Inc. Team lead HBMG, Inc. Team Lead
Liz Fisher, Sam Brandon Aaron Bryant,

HBMG, Inc. Data Entry HBMG, Inc. Data Entry HBMG, Inc. Data Entry
Cliff Coats, HBMG, Inc. Aaron Sanders, HBMG, Ben Columbus, HBMG,

Contract Videographer Inc. Videographer Inc. Videographer
Kevin Barton, Ernesto Ballesteros, Adam Arevalos,
OLLU, Observer OLLU, Observer OLLU, Observer

W. Andrew Pennington, PMP, CHS-IIL, CISSP Director, Center for Cyber Security Policy
Assistant Professor, Our Lady of the Lake University (OLLU)
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Training

General Training
General training required for all team members included the following;

e Monitoring Teams Introduction, a one-hour presentation covering the goals and purposes
of parallel monitoring, specific goals of the project, introduction of the team leads and
further resources the team members were to utilize in preparation for executing the tests

e Online Poll Worker Training, provided by the Texas Secretary of State®

o Election Day Training, A one-hour class that covered specific techniques used by

the Test Teams, including
- How the teams would prepare the test site Monday, November 6, 2006
- Specific videography techniques and concerns
- Call-and-response testing
- Conduct on camera

- Understanding and responding to County security and administrative protocols

Additional general information and other documentation provided to team members as needed
included the following resources:

e Brennan Center Report”’

o California Parallel Monitoring Report ®

e Brennan Center Voting Technology Website ?

e Federal Election Commission Help America Vote Act of 2002 '

Team Lead Training

Team Lead training included two planning sessions (each two hours in length) in which the leads
reviewed the methodology and forms to streamline the procedures. The first session focused on high-
level objectives, and established goals for videotaping, security, logistics, schedule, and test methodology.
The second planning session worked through the testing plan, documents, and test scripts to streamline
the forms, finalize the processes for following the test scripts and finalize the activities checklist

by which the tests were conducted.
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Videographer Training
The videographers held a two-hour brainstorming and planning session to create a methodology that
would fulfill the goals the team leads set out in their first planning session. The team leads wanted the
videographers to achieve the following:
e Videotape all actions in which the equipment was selected, secured, set up for operation,
closed down, and secured after the test.
o Capture a wide-angle view of the entire testing environment at all times to provide a
continuous record of all DREs under the control of the testing teams.
o Capture clearly the screen of the DRE on which test votes were being cast, and ensure
the audio of the interactions between the Data Entry person and the Observer were
also recorded clearly.
¢ Maintain alog of all videotapes, including the time they began and the subject matter

such as which scripts were included on the tapes.

The videographers presented their methodology to the team leads in a one-hour session in which they

explained their approach and team leads made final decisions about outstanding issues.

YA
Q

MG

PAGE 9



Vendor-Specific Training
Team members received specific training and manuals for the system they would be testing,

The training available for each system is listed below:

Diebold
1. Poll worker training provided by Guadalupe County on identical Diebold equipment
2. Diebold training videos
3. Training Monday 6 November 2006 by County elections personnel on setting up the equipment
according to El Paso’s standard procedure as documented in their poll worker’s manual
4. Diebold online training materials
¢ Diebold Manufacturer’s Demo !!
¢ Diebold Voters’ Demo !?

Hart
1. Interviewed Travis County Election Officials regarding their Parallel monitoring program
using Hart equipment
2. Travis County Poll workers training
3. “The Hart Voting System Early Voting Desk Reference, System Version 6.1”
4. “Harris County Election Day eSlate Desk Reference. System Version 6.1 HC”
5. “Harris County Election Day Polling Location Administration Manual”
6. Hart online training materials:
e Hart Demo Site
o Electronic Voting Machine Information Sheet (Series 3000) '
o McLennan County eSlate Installation, eSlate Frequently Asked Questions

ES&S
1. ES&S training video
2. Reference materials provided by Hidalgo County:
o ES&S iVotronic Voting System Poll Worker Checklist #1
o ES&S iVotronic Voting System Poll Worker Checklist #2
o Hidalgo County Early Voting Steps checklist
e Hidalgo County Election Day Steps checklist
3. Trained on Monday, November 6, 2006 with County elections personnel on setting up the
equipment according to Hidalgo’s standard procedure as documented in their poll worker’s

technical manual
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Reconciling Results Discrepancies
Discrepancies between the results tapes from the DREs and the results anticipated by the script
database were reviewed to determine how and where the error was introduced and how to avoid such

errors in the future.

The following process was used:
e Review the test script to determine if the script directions were incorrectly listed
e Review the test script generating tools to determine if the expected tally is indeed
correct as it is being compared to the final tally

e Review the video tape captures to determine if the data entry was correct.

If the review process shows that the error was accidentally inserted into the test, then this would be

recorded as an error by the Data Entry person.

If all reviews show that everything was entered correctly then this would imply an Electronic Voting

System anomaly.
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TECHNICAL METHODOLOGY
Videotaping

In order to ensure transparency and confirm security, the parallel monitoring was videotaped

throughout the process.

Videographers at each location were equipped with two professional grade video cameras, which
recorded onto high grade videotape, as well as a backup camera in the event that one of the others failed.

All cameras also included microphones and were prepared to pick up audio along with the image.

The videographer used the first camera to video record the chain of custody and the security measures
in place. This documented:

e Election workers relinquishing custody of the DREs

e Receipt of equipment by the Test Team

e Unbroken seals on the DREs and their numbers

e DRE serial numbers

e Securing the DREs prior to parallel monitoring

This camera then served as a wide panoramic view, showing the voting equipment and the immediate
area. This camera maintained the panoramic view from the equipment set up until the equipment was

sealed and secured.

The second camera was mainly used as a close up camera. After the voting equipment was obtained from
the counties, this camera captured

e The serial numbers on each machine

e Set up of the equipment and testing area

¢ Running the zero totals tape

e Opening the polls

The camera was then positioned to be able to capture separate close ups of each DRE screen.
The video recorded

e Each script prior to data entry

e The selections entered into the DRE

e The summary review screen

e Casting the ballot.

PAGE 12



This recording provided an efficient way to review any discrepancies detected. In addition, all closing
activities were also taped. The activities included:

o Closing the polls on each DRE

e Running two copies of the results tape

e Turning off the DREs

o Applying tamper-evident seals to the DREs and to their cases

o Transferring custody of the equipment back to the county

e Securing the DREs

Everything was recorded digitally onto tape in order to acquire a clear, sharp picture. While this did
provide a good quality image, it meant that tapes had to be changed approximately once an hour.
Since changing the tape of the panoramic wide shot would result in a gap in time, a shooting plan was
designed to have the close up camera cover the time the wide camera was not shooting. This was done
by:

e Suspending data entry from the scripts

e Physically moving the close up camera back to a wide panoramic view

o Changing the tape and battery on the wide camera and starting recording again

e Physically moving the close up camera forward to the close up position

o Changing the tape and battery on the close up camera and starting recording again

e Resuming data entry from the scripts

An analog clock was set up in each location so that it was visible to the wide panoramic camera at all
times and then was captured up by the close up camera when it was moved to the wide shot during
tape changes. This was done in order to provide documentation of actions in reference to the time

each occurred as well as provide a common link which could be used to combine the wide shots.
Through these steps a continuously recorded wide panoramic view of the area and close ups of the
detailed information on the DRE screens were captured. The illustration below shows how the

cameras were shifted during tape changes.

Figure 1. Changing Tapes and Close-up Camera
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Execution of the Test

Timeline

The following table provides a summary of activities that occurred during the test.

Table 4. Timeline for Election Day Testing

Day Date (2006) Time Activities
Monday November 6 1300 to 1700 | Test Teams meet in their respective Counties.
Review and set up the testing environments, and
receive instructions from the host Counties
on security, County protocols, and other
operational details.
Tuesday November 7 0600 Test Team reports to the testing locations,
begin setting up the voting systems.
Tuesday November 7 0700 Polls open for voting; testing begins
Tuesday November 7 0700 to 1900 | Teams execute test scripts
Tuesday November 7 1900 Polls close; testing ends
Tuesday November 7 1930 t0 2030 | Teams take down equipment, return custody to
County personnel
Wednesday [ November 8 N/A Test Teams debrief, return to home cities
Thursday November 9 & N/A Team leads debrief, reconcile tally tapes
thru Friday = November 10 with scripts

Management of the Test Roles

There were four people per Test Team. Their titles as specified in the Methodology were Team Lead,

Data Entry, Observer, and Videographer. However, there were two specific positions during testing,

the Data Entry person, and the Observer.

The Data Entry and Observer positions rotated among the Team Lead, Data Entry and Observer every

thirty minutes to reduce fatigue and data entry errors. The person at the Observer position rotated to

the Data Entry position, the person at the Data Entry position went on break, and the person on break

took up the Observer position for the next thirty minutes. Under this scheme every person except the

videographer participated in all test activities.

Because of the expertise required, the Videographer was not an interchangeable role.
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Execution of the Scripts
Data Entry Procedures

The procedures for data entry were included on the front of each script as follows:

1. Data Entry person records the start time as shown on the test clock.
2. Data Entry person places the test script in front of the video camera so the script number
is recorded.

. Data Entry person announces the script number and any alerts noted in the Alert box.

SN

. Data Entry person authorizes a new ballot.

5. Data Entry person selects a language and records the language choice in the Language box
above. The Data Entry person passes the script to the Observer.

6. Observer announces each contest or measure on the attached ballot script and the selection
to make for that contest or measure.

7. Data Entry person makes the selection on the DRE.

8. Observer checks the Voted column after the selection is made.

9. If the Data Entry person makes an error in voting, for instance choosing the wrong candidate,
the error may be corrected immediately on the same screen. The Data Entry person will notify
the Observer that the original vote or action was in error and should be corrected. The Observer
will record it as an Unscripted Error in the “Scr or Unscr Error” column on the voting script.

10. Some ballots include Scripted Errors. These are indicated by an S in the “Scr or Unscr Error”

column. The instructions printed in the “Explanation or Instructions” column will explain how

to handle the specific error. The Observer will instruct the Data Entry person how to vote the

error according to the script.

Data Verification Procedures

When the Data Entry person reaches the Summary screen, the script requires these steps:

1. Data Entry person stops at the Summary screen after finishing any final script instructions that
are required. The Data Entry person then calls out the selections as they appear on the
summary screen.

e Ifaselection is verified as correct, the Observer checks the Valid column.

o Ifaselection is verified as incorrect, the Observer enters U in the “Scr or Unscr Error”
column, and informs the Data Entry person of the correction that is needed.

e The Data Entry person makes all the corrections noted by the Observer and returns
to the confirmation screen and restarts the data verification process at the beginning
of the script.

2. When all selections are confirmed as correct, the Data Entry person casts the ballot and records

the finish time.
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GENERAL EVALUATION

Team Configuration
The team rotation methodology provided relief from the intense concentration required for accurate

data entry. However, the extremely long day produced fatigue and increased error rates later in the day.

Data Entry Methodology

The voting methodology was developed to alleviate potential data entry errors. The Observer
announced the vote to select, and the Data Entry person reiterated the vote from the selection screen.
Then at the Summary Screen, the Data Entry person announced the candidates that were selected
and the Observer verified it from the script. The teams tried several variations about how much verbal
interaction was appropriate. It appears that under most circumstances, a very small amount of verbal

data needs to be exchanged between the Observer and the Data Entry person.

Sources of Error
There were two sources of possible error. One was during the learning curve initially encountered as the

Test Team first implemented the test methodology. The second was as the result of fatigue.

Two of the three Test Teams tallied immediately with one hundred per cent accuracy while one had an

initial error rate less than 0.035%.

After the discrepancy review, all three Test Teams’ votes were accounted for with 100% accuracy.

Even with this degree of redundancy, a few errors occurred, as noted on the test scripts for each test site.

Videography

The videotaping methodology seemed to work well, recording both a wide panoramic view of the
testing, close up shots of the DRE screens, and audio of the interaction between the data entry person
and the observer. The wide shot allowed reviewers to see the equipment being tested as well as the
surrounding area. The close up camera allowed reviewers to read the text as well as hear the Data

Entry persons calling out selections. Audio was captured with both cameras.
The cameramen experienced only a few minor technical problems and never had to use the back up

cameras. Videography Logs were kept to track the times for tape changes and the specific Test Scripts

executed on each tape.
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Discrepancy Control
Discrepancy Reports were provided for Test Teams to document events interrupting the normal

testing process or having the potential to affect the accuracy or integrity of the results.

Two discrepancies were reported by the Hidalgo team:
e Loss of power to the close up camera as tape not changed in time (temporary)

o Inability to print the zero tape’ (printer not available till mid-way through test)

Four discrepancies were reported by the El Paso team:

e The DREs could not be secured November 6 due to circumstances described below
e The zero tapes were run by 7:01 AM; however, the first vote was not cast until 7:19.
o The close-up camera went into standby mode and did not record two scripts

e An error in Script 94 instructed the Data Entry person to vote for an incorrect write-in candidate

Facilities and Security
All facilities were climate controlled. Only personnel involved in the testing or having security

verification were allowed access to the test area.
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EL PASO/DIEBOLD

Administrative Evaluation

Voting Equipment

Diebold Accu-Vote TS R6 w/Ballot Station Version 4.5.2
Vote Card Encoder Version 1.0

Voter Cards

Securing and Preparation of System
After the site visit Friday, October 27, 2006 the decision was made to select and secure the equipment
the day before the election.

The team arrived Monday November 6, 2006 and provided the county personnel with a randomly
generated precinct number. County personnel prepared two additional DREs to replace the ones that
would be selected from the precinct. Due to the time, the polling location, which was a public school,
was closed for the day. The decision was made to minimize disruption to school officials by waiting until
Tuesday morning to obtain the devices. The county personnel provided the Test Team with the list of
devices, serial numbers of the devices and memory cards, and the seal numbers on each of the devices

that were at the precinct.

Tuesday morning the Team Lead and Videographer traveled with county personnel to the precinct to
select two DREs at random from the four in the precinct inventory. The precinct elections judge and
poll workers were waiting for the team to arrive and had not attempted to set up any of the machines.
The videographer taped the selection process including detailed views of seals on the devices. Two
DREs were secured, including the memory cards that were already sealed in the machines. County
personnel also provided two access card encoders and two access cards. The team returned to the

testing location to set up the equipment.

The county’s processes for accounting for the devices and seals were rigorous. The team lead decided to
use the county forms rather than those of the methodology to avoid transcription errors and provide

continuity of documentation for the county.
The videographer taped the team recording the seal numbers, breaking the appropriate seals to access

the power switch to open the polls, replacing seal on the power switch, and running the zero totals tape.
The polls opened by 7:01 AM and the team began casting test ballots at 7:19.
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Videography

The videotaping in El Paso went smoothly, however, the tape change process was a little different
from the proposed methodology (changing the panoramic camera tape when the close up camera
tape was about half way through). A continuous wide panoramic view, was maintained through
the test.

A malfunction with the close up camera occurred while recording Machine B during Scripts 79
and 80, which prevented those two scripts from being recorded. The problem resulted from the
camera switching to standby power. The videographer discovered the error through a routine check
of the equipment and quickly remedied it. The wide-angle camera picked up both image and audio
while the close up camera was out, but the Data Entry person’s choices cannot be seen from this
distance. The Data Entry person and Observer recorded no discrepancies on those scripts, however.

(see Appendix G — El Paso Scripts 79 and 80).

The panoramic camera provided a clear wide shot of all equipment. The analog clock was placed in

the foreground of the panoramic shot without blocking any important details of the room and it was

highly visible.

At the close of the test, the video captured tamper-evident seals being applied to the DREs and to
the outside of the case where the DRE is stored. The seal numbers were noted on the County’s chain
of custody form and returned to county custody. County personnel returned the equipment to a
separate, secure area to prevent the systems from accidentally mixing with the devices from the

general election.
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Data Entry and Verification Evaluation

All 101 scripts, each with 46 contests to be voted, were processed in El Paso County. Each

machine had 50 scripts entered as cast ballots. One machine had a script that instructed the tester to
cancel the ballot to imitate the steps taken when having a flecing voter. Fleeing voter means a voter
has left without casting the ballot.

The call-and-response data entry between the Data Entry person and Observer was effective for
reducing data entry errors. It was found that having the Data Entry person echo the name that was
actually voted helped focus attention during the latter stages of the test. Simple data errors began
to occur when fatigue set in, although the call-and-response technique caught all but one of these

before the Data Entry person reached the summary screen.

The Test Team took the liberty of using the large print and enhanced contrast features of the devices.
Approximately 10% of the ballots used Spanish, but because the team was identifying selections by
name instead of contest, voting the Spanish ballots took no longer than the English ballots.

On Script 29, Machine B was used as an ad-hoc test device by one of the project executive sponsors to

determine how sensitive the machine was to touching the candidate selection box in various places.

Some scripts deliberately introduced errors. All were corrected successfully from the summary screen.
However, only one non-scripted data entry error was found (script 92) during the review phase and it
was corrected successfully. In several scripts during the latter stages of the test, the Data Entry person
accidentally touched the summary screen on a contest, causing the DRE to return to the contest as
though the voter had decided to review or change the vote. This required the review cycle to start over

at the beginning and review all votes again.

Reconciliation of Discrepancies
There were no tally discrepancies to resolve. However, scripted and unscripted errors that could be
corrected before the ballot was cast are noted on the scripts. Ten unscripted errors occurred in

nine ballots.
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HARRIS/HART

Administrative Evaluation
Voting Equipment

Hart eSlate Version 2.0.13

JBC Version 2.2.

Securing and Preparation of System

During the site visit Friday, October 27, 2006, the decision was made to select and secure the
equipment on that day to avoid having to arrange pickup at the random precinct on the day of the
election. Voting equipment for all precincts had already been tested, sealed, separated and secured

in a locked warehouse and were ready for distribution to the polling sites.

Harris County does not assign specific eSlates to polling locations before shipping them because
the eSlates do not need to be preprogrammed. The shipping crew records the serial numbers of the

eSlates delivered to each precinct when removed from the delivery truck.

Harris County’s rule is that there are always two activated Judge’s Booth Controllers (JBC)
available at the polling site. These are annotated as ‘primary’ and ‘secondary’ JBCs. The secondary
JBC is a backup system, which is operational and ready for use in the event of catastrophic failure

in the primary JBC.

Harris County further mitigates risk of equipment failure by assigning two backup JBCs and two
backup eSlates. Therefore, each precinct polling site has a primary JBC, a secondary JBC, a number
of eSlates as needed, two backup JBCs, and two backup eSlates.

The Team Lead advised county personnel of the randomly selected precinct. The team randomly
chose two Judge’s Booth Controllers (JBC) from selected precinct’s assigned equipment and

randomly chose two eSlates from racks of eSlates bound for polling locations.

Backup JBCs were acquired from Harris County’s inventory of emergency backup JBCs known as
the “Ready Pool.” These are used to replace faulty machines in the precincts. Two JBCs were pulled
at random from the Ready Pool. These were emergency backup JBCs for the test’s primary and
secondary JBCs. Two emergency backup eSlates were also randomly chosen from the racks of

eSlates bound for polling locations .
At the Elections Warchouse the database software used to manage the inventory was used to move
the primary and secondary JBCs from their existing precinct into a new precinct created specifically

for this test, “SOS”. All machines including backups were assigned to the SOS precinct.

The equipment was then placed into a secure room. There are 2 keys for this room. One held by the
Manager of the Elections Warchouse and the other held by the Ofice Manager.
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At the close of the Parallel monitoring Test, the primary JBC seal was broken and the MBB serial
number was verified. While this was not part of the methodology, the team lead decided it was
important to verify this information completely. The MBB was then reinserted into the JBC and sealed.
A new tamper-evident seal was placed on the JBC, and two (2) more tamper-evident seals were placed
on the primary and secondary eSlates. Another seal was placed on the outer box of the JBC to

provide further security.
The equipment seal numbers were annotated and the equipment was returned to the locked room.

Videography

The videographer in Harris county encountered few problems during the parallel monitoring process.
The cameraman widened the close up camera in between scripts to view a letter (A or B) which
identified the booth being used. In addition, the cameraman intermittently captured the clock

with the close up camera to increase the transparency of the process.

Data Entry and Verification Evaluation

Harris County had a large ballot to be voted. Of 101 test scripts prepared for the county,
o 88 scripts were entered with 98 voted entries per script

e 8,624 individual contests were voted

e 3 discrepancy errors were reported, as noted below, for an error rate less than .035%

The discrepancy errors were clustered in 4 major ways.

o Ballots #44, #51, and #53. The cluster shows errors beginning to occur half way through the
testing one (1) before and two (2) after lunch.

e The errors all occurred on the 4th of 5 pages in the test script. These were errors for the 61st entry
of 98 entries (62% complete), 68th/98 (69% complete), and 84th/98 (85% complete).

o The errors occurred during the highest concentration of single candidate choices being voted.

o Errors for the 61st, 68th, and 84th entries were all for a single (no other choice was given)
Republican candidate, where the candidate choice was mistakenly not voted. In each case, there

was a tendency to highlight the field above the name and miss the name.
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Reconciliation of Discrepancies
Seven ballots had eight unscripted errors. Four of the errors were corrected during initial data entry,

four were corrected from the Summary Screen.

The final analysis showed that all votes were accounted for. However, the results tape did not match
the expected results. Three candidates did not have the correct number of votes expected according

to the scripts.

The video tapes were reviewed to resolve each of the issues. The missing votes were verified as
data entry errors on scripts #44, #51, and #53. The errors all occurred on the 4th of 5 pages in the
test script, and all were for a single (no other choice was given) Republican candidate, where the
candidate choice was mistakenly not voted. In each case, there was a tendency to highlight the

field above the name and miss the name.
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HIDALGO/ES&S

Administrative Evaluation

Voting Equipment

ES&S iVontronic Version 8.0.1.0

Personal Electronic Ballot (PEB) Version 1.07

Securing and Preparation of System
During the site visit of Friday, October 27, it was decided to select and secure the equipment the day

before the election because not all precincts’ equipment had been delivered at that time.

The team arrived Monday, November 6, 2006 and provided the County personnel with a randomly
generated precinct number for testing. County personnel prepared two iVotronic systems and PEBs
to replace the equipment the project team would select for testing. The replacement iVotronics were

stored at the precinct in a mobile cage (Red) secured by two locks.

Video documentation of the team’s arrival at the precinct, exchanges of voting machines, and

re-securing of exchanged voting machines was conducted.

Following the precinct iVotronic exchange, the team returned to the county warchouse, the
equipment was rechecked to ensure the serial and seal numbers corresponded to the list of equipment
at the precinct, and then locked, again, in a metal cage (Green). The metal cage was further sealed with
numbered tamper-resistant tape to counter against any tampering. Again, all activities of securing the

voting machines, including capturing serial and seal numbers was videotaped.

All security mechanisms (metal cage, locks, seal) put in place the night before were still valid.
Videography

Although the videotaping in Hidalgo was successful as well, there was one camera problem.

A battery on the wide panoramic camera went out, resulting in a loss of a few minutes of footage.
The malfunction was resolved quickly, but did result in a gap in the wide panoramic view, which was

noted on the video log. The close up camera performed well and captured the script entries.

All security mechanisms (metal cage, locks, seal) put in place the night before were still valid.
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Data Entry and Verification Evaluation

The Hidalgo County test team reported the following:

e 87 scripts were entered with 29 voted entries per script
e 2,523 individual contests were voted

e 13 unscripted errors were reported, for an error rate less than .515%

Reconciliation of Discrepancies

There were no tally discrepancies to resolve.
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INTRODUCTION

This section summarizes key recommendations the Test Teams identified for improving the methodol-

ogy and its execution.

APPROPRIATE SAMPLE SIZE

Appropriate Number of Counties
It is recommended that parallel monitoring be conducted in at least the largest 25 counties (70% of
the vote) for every major election. Such monitoring will provide a deterrent to tampering with voting

systems because the large concentrations of DREs will be monitored.

It is not feasible for the Secretary of State to conduct its own tests by randomly selecting counties the

day before the election if the counties are expected to provide facilities for securing the devices testing
them on election day. Notifying counties in advance of the test essentially nullifies the purpose of such
random selection, however. If counties are conducting such monitoring on their own, it is possible for

the Secretary to send observers to monitor some of the tests at random.

Therefore it is recommended that counties host the monitoring, primarily by providing a location in the
county offices in which to hold the test, and by providing security such as constables or sheriff’s deputies
for the test. However, the monitoring project should be managed and staffed by entities not related to

nor dependent on the county, such as a universities, public interest groups, political parties, or indepen-

dent contractors.

Appropriate Number of Precincts

At present it is recommended that precincts be selected at random for testing using the methodology
explained earlier. This test assigned precincts and their subsequent DREs at random to follow industry
recommendations. However, if the Test Team has reason to suspect that an attacker intends to and has
the opportunity and resources to target specific precincts, the best strategy would be to test precincts

that have characteristics favorable to stealing votes for the suspected attacker.

Appropriate Number of Devices

This report cannot recommend a formula for calculating the appropriate number of DRE:s to test. The
Brennan report provides a formula for calculating the number of test machines based on an anticipated
infection rate. However, the formula does not include other factors that may significantly increase the
number of DREs required to be tested. It is suggested that a detailed study be conducted by operations

management statisticians to determine what a statistically valid number of tests should be.
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Current reported implementations of parallel monitoring seem to assume that all of the devices
in a county are infected. Thus testing one or two devices is considered enough of a sample to

demonstrate whether or not any machines in a county are compromised.

This assumption of 100% infection relies on a further assumption that the corrupt code was
created by a disgruntled employee of the vendor, or someone who has access to the code and a
development environment nearly identical to the vendor’s. In addition, such hackers must have
an opportunity to infect all the machines in a county by a tactic such as slipping the infection in
through a trusted upgrade from the vendor. In this way all county machines would be upgraded

and infected at the same time.

If the corrupt programs must be inserted secretly rather than by an open upgrade, the hackers may
not have the opportunity to infect all the machines in a county. If the parallel Test Team cannot

be sure that all machines are infected, they must test a greater number of devices depending on the
assumed infection rate. The lower the suspected infection rate, the greater the number of tests that
must be run to determine whether or not the general population of devices has any corrupt devices.
Further, industry analysts note that there is a distinct possibility that corrupt code may have features
that detect if the device is being tested. If it is likely that any infected machines can detect testing
and turn off the vote harvesting features, the test should increase the number of test devices by the
proportion of test situations in which they anticipate the software will be successful in detecting the

test. The test ballots must also match “typical” ballots even more closely, as discussed below.

Appropriate Number of Ballots

It is recommended that at least fifty ballots should be cast per DRE, and preferably as many as 100.
The Brennan Report postulates that hackers may want to steal 2% of the vote, or about one vote for
every 50 ballots.® If this postulate is true, a test deck of greater than 50 ballots would likely generate

at least one stolen vote provided that the software did not recognize that it was being tested.

Creating Ballot Scripts

Using Data from a Previous Election

It is recommended that results from a similar prior election be used as a basis for designing test
scripts. Contact the Legislative Council for election data for each race for each selected precinct.
Analyze the data to determine the following:

e Total number of straight party votes for each party;

Straight party votes as a percentage of all ballots cast;

Drop-off rates after straight party votes have been deducted;

Party association with ballot measures and initiatives
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In addition, if the test team has access to actual Cast Vote Records (individual ballots) from the
election, the percentage of crossover votes can be calculated by each position on the ballot. Finally, note
the instances in which down-ballot races such as constable or justice of the peace have much lower than

expected drop-off rates because of unknown or unpredictable local political dynamics.

Adapt the findings to the current ballot according to the following rules:

1. Maintain the straight party voting percentages for the new ballot scripts. If crossover vote
statistics are available, use these to add crossovers to match the past election’s ratio. If they are
not available, allocate zero to two crossover votes per straight party ballot.

2. Maintain approximately the same drop-off rate for non-straight party ballots. If possible, include
any expected anomalies for down-ballot races caused by local politics.

3. Vote measures according to predicted party affiliation unless indicated otherwise by local dynamics.

This test used machine-generated ballots for the tests. The ballots were based on party voting patterns
observed in prior elections in the Counties. They were randomized by creating voter profiles based on

the party patterns that allowing various percentages of randomly selected crossover votes and no-votes.

The machine-generated ballots are much easier to produce and reconcile than human-generated
ballots. However, before making a definitive recommendation on this topic the team needs to analyze
real ballots from the precincts to determine if the automated ballot generation can be improved to

simulate actual voting patterns more accurately.

Public Participation

It is not recommended that the general public be allowed to actually touch the devices that are
being tested. Such participation is advocated by some researchers, but it may give perpetrators of
corrupt software a way to physically participate in the test and introduce a “secret knock” to

turn off the software.
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FORMAT OF METHODOLOGY

It is recommended that the format of the methodology be more prescriptive and provide more

planning and execution tools.

Project Management Focus
The methodology should structure the monitoring as a project including key project management

features such as delineating clear lines of authority, specific deliverables and timelines.

Clear Definition of Roles and Training

The functional roles should be described more thoroughly and include additional groups not directly
involved in testing. The descriptions should then be specifically associated with the training that is
needed in order to reduce the amount of time any individual participant may spend over-preparing

for the test.

Specific Tasks and Timelines

The methodology should be managed through a chronological checklist of specific actions that
should be accomplished. Each step in the checklist should have a list of forms, references, planning
tools, resources, training needed, stakeholders who are affected, and other key information needed

to coordinate the steps.
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ROLES AND TRAINING

Clear definition of roles, responsibilities and training are important to the success of the test,
and become increasingly important as the scope of the test increases. The following are suggested

role definitions that may be expanded further in the final methodology.

Project Manager

The Project Manager (PM) is responsible for managing the schedule and resources, providing
training, and ensuring stakeholders are involved and informed. The PM may be responsible

for several precinct Test Teams when extensive testing is required. Training and experience

should include several years of project management experience, preferably in environments with nu-
merous, competing stakeholders such as political parties. Training specific to parallel monitoring may
be achieved after the PM is appointed, and should include the history and technical background of the
voting systems to be tested, current state of the art of parallel monitoring, and some public

relations guidance for handling intense public interest that an extended test regimen would generate.

Shift Leader
Shift Leaders are responsible for the test environment including managing the Data Entry persons,
Observers, and Videographers, ensuring smooth transitions between shifts, security and comfort of the

testing room, and other facilities issues.

The Shift Leader may have, but is not required to have project management experience.

Background as a line or staff manager in a corporation or government agency would likely be

sufficient. Training should include extensive poll worker instruction, especially in maintaining

security and order. The Shift Leader should also be trained in the data entry techniques the Data Entry

person and Observer will be using, and how script exceptions should be evaluated and reported so that

an adequate written record of the test is maintained. Finally, the Shift Leader should be able to evaluate

the quality of the video and give guidance to the videographer as necessary.

When possible, a Deputy Shift Leader should be trained to allow for absences of the Shift Leader

due to illness, personal emergencies, or break times.
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Data Entry Personnel

The Data Entry personnel should be trained in using the specific DRE voting system, including how
to change screen resolution and contrast, how to select languages, how to navigate around the ballot
and summary screen, and any other common voter and poll worker actions related to the DREs. The
training should be conducted in the county in which the testing will occur. If possible it should occur

at the time poll worker training is administered to minimize the impact on county personnel.

In addition, the training should include specific instructions about how to execute script
instructions on the specific equipment. For instance, a script may ask the Data Entry person to vote
for one candidate then return to the contest from the summary screen and change the vote to a
different candidate. The Data Entry personnel should understand how to translate such instructions

into actions specific to the DRE on which they are voting.

Videographer
Videographers are responsible for capturing the entire parallel monitoring process on video as well as

protecting and maintaining the camera equipment.

Cameramen should have experience shooting with professional video cameras and be able to record
with two cameras simultaneously while controlling focus and exposure, as well as maintaining AC

or battery power and video tapes. Because of long running times, they should be knowledgeable of
camera maintenance should a problem occur. In addition, videographers should be trained on voting
equipment, especially pertaining to setting up and closing down, as they will be capturing these

StCPS in Ol‘dCI‘ to preserve transparency.

County Observers
County personnel may attend the tests as County Observers. Therefore it is recommended that they
follow much the same training path as the shift leader to be able to communicate effectively with the

project leader and shift leader if necessary.

Media and the General Public

It is recommended that the media and public be allowed as much access to training materials and
other sources of information as possible. Such access should be subject only to those restrictions
necessary to protect the security and/or proprietary information of the voting systems. For instance,
video in which passwords are entered should be redacted from the publicly available version. In some
cases it may be advisable to request media representatives to attend some of the same training as proj-

ect personnel so the media can report accurately on the tests.
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PERSONNEL COSTS

Approximate costs for testing a single DRE are estimated in personnel clock hours in the table

below. The project assumes two 6-hour shifts with four testers/observers each. These estimates do not

include a project manager. For a small project testing just one DRE, the project manager may be one of

the Shift Leaders.

At this time it is estimated that the project manager will expend as much effort as a shift leader for each

DRE that is tested. Thus a Shift Leader who is also a project manager for a one-DRE test would spend

approximately 60 hours, but the time would be spread out over several weeks.

Function Opening Closing Testers (8) Opening Closing
Shift Leader Shift Leader Videographer Videographer

Training

Quality Assurance for Elections 2 2

Voting Systems Technical 4 4

Parallel Testing Methodology 2 2 2 2

County Pollworker and Tech Training 2 2 8 2 2

Managing the Test (with Team) 2 2 16 2 2

Total Training 12 12 24 6 6

Testing

Select Precints and Secure DREs 2

Setup Equipment, Open Polls 2 4 2

Administer Test 6 48 6

Close Polls, Secure DREs 4

Total Testing 10 10 b4 10 8

Evaluation

Reconcile Results Tapes 2 2 2

Debrief with Testing Team 1 1 8 1

Debrief with Project Lead 2 2

Total Evaluation b b 8 1 3

TOTAL Clock Hours 27 27 86 17 17

Overhead at 10% 3 3 9 2 2

TOTAL Clock Hours plus Overhead 30 30 95 19 19

Total clock hours for testing single DRE is estimated to be approximately 193 hours, or 223 hours if

the project manager’s time is included.
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STRUCTURE AND MANAGEMENT OF TEST TEAMS

Security Clearance
The project manager, team leads, and writer(s) for final document(s), and other key personnel should
have criminal background checks. If only one or two tests are being conducted, it may be feasible for

all team members to have background checks.

Staffing the Teams

The parallel monitoring test requires a minimum 14-hour day. Thus the testing group for a single
precinct needs at least two teams with four Data Entry persons or three teams with three Data Entry
persons each. Teams should be composed of a mix from the volunteer pools, ensuring that no single

organization could collaborate to influence test results.

It is recommended that the Test Team have two Shift Leaders, an Opener and a Closer.

The Opener is responsible for setting up the machines, opening the polls, running the zero tapes,
and supervising the voting through about 1:30 PM. The Closer works from 1:00 PM to about
9:00 PM, supervises the second half of voting, closes the polls, runs the results tapes, secures the
machines, collects all testing artifacts and returns them to the project manager. This schedule
minimizes administrative errors arising from fatigue, and provides additional integrity from

separation of duties.

All personnel except the Shift Leader and Videographer rotate through the data entry and
observing positions. The Shift Leaders will be responsible for managing the entire testing
environment including the Test Team and its documentation, the public viewing area, any
media that may attend, security personnel, and any facility functions such as air conditioning

and lighting.
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SECURING VOTING EQUIPMENT

Selecting and securing the equipment to test is one of the most sensitive aspects of parallel monitoring

because it impinges on the county’s resources.

Site Visits

It is recommended that all project managers and shift leaders conduct a pre-test site visit to the
counties that will be tested. The visit should include discussion of the way the counties track their
inventories, how they select which DREs go to each precinct, the timetable for delivering DREs to the
precincts, and other important parameters. This information should be used to negotiate the time and

procedures for selecting and securing machines before election day.

A second and equally important goal is to determine how to minimize impact on the county’s

operations before and during the test.

Options for Securing DREs

Storage Location

There is no specific recommendation about where to store the selected DREs prior to the test.

In many cases counties already have facilities with sufficient security to store the DREs. However,

in certain circumstances it may be advisable to arrange for storage of the machines at a third-party site
that stakeholders feel may be more secure or independent. Such locations would have to be negotiated
among the county, the test team and any project stakeholders that for various reasons have expressed

strong interests in assuring the impartiality and honesty of the test.

Securing the Storage Location

The Test Team should work with the county personnel in charge of the warehouse to arrange proper
storage with limited access. Such storage requires a secure locked room to which only the warehouse
manager and/or other limited personnel have the key. Access to the storage area should be logged
through the automated security system or a manual logging system. The logs should be reviewed
prior to removing the devices from secure storage to determine if the machines may have been

subject to tampering and need to be left in storage for forensic examination.

Secure Storage Cages

The Test Team may provide its own secure storage cage in which to house the devices until election
day. This provides an additional assurance that no one but the team has the keys to the cage. This tactic
may work well when only a few DREs are to be tested. If the tests involve many precincts and devices,
however, it is likely to be infeasible for the test group to provide enough cages, or for the County to

have enough room in a secure storage area for such cages.
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Seals and Locks
The Test Team should have its own sequentially numbered and controlled seals and tags with which
to seal devices and if necessary, access points such as doors. The seals should also have a log so that

each seal can be traced to its use and destruction.

Some Counties use bankers’ bags to secure peripheral devices or memory cards. It is advisable that the
Test Teams also be equipped with their own bankers’ bags and unique keys so the contents cannot be

casily tampered with while in storage.

Each warehouse is unique, so it is also advised that the team consult with the County personnel to
determine if it is advisable to use the team’s own locks for the cages, or have the door locks re-keyed

to provide an additional layer of security for the duration of the test.

Security Camera at the Storage Site

Security cameras for the warechouse are a best practice that is recommended in all situations. If the
warchouse is already equipped with security cameras, the selected devices should be stored within
view of the cameras, or the secure closet in which they are stored should be within view of the security

cameras at all times.

Prior to the test the Team Lead and Videographer should review the recordings to determine that no
one has accessed the devices or the storage area without authorization, and the access has been logged
and the video matches the logs. If there are discrepancies, the team lead may have to decide whether

the machines may have been subject to tampering and need to be left in storage as evidence.

In some cases the Test Team may rent security cameras specifically to monitor the storage areas.
However, the added expense for such an extreme, short-term tactic would have to be justified by the

sensitivity and criticality of the test results.

Other Security Measures

Automated access control using access cards, biometric authorization, or other means are also a
best practice that should be adopted wherever feasible. This approach reduces the human error
introduced by manual logging and security guards. In addition, it is suggested that inventories be
tagged with Radio Frequency Identification (RFID) chips. This technology will enable warchouse
personnel to track all inventory items more securely, and also enable the Test Team to monitor the
secured machines more reliably. The RFID tags should be affixed directly to DRE machines, not

their carrying cases.
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VIDEOGRAPHY

Equipment

It is recommended that the recordings be made directly to hard disk which would avoid the

problems associated with changing tapes. One way to accomplish this would be by shooting with

the same type of camera used in this project (ENG- MiniDV) and recording directly to a video ready
computer. Recording directly to computer allows the test team to create DVDs for distribution or for

backup immediately after the test to ensure integrity of the video record.

Another solution would be to record using a closed circuit or CCTV system. Such a system may
have multiple cameras connected to one digital recorder. The recordings will be much easier to
navigate than separate recordings on a computer if they have to be used to resolve discrepancies in
the tallies. However, if it is determined that a CCTV system is too costly, a combination of ENG
cameras and surveillance cameras might be more practical. For instance, a lower quality surveillance
camera could monitor the area and provide transparency while high quality ENG cameras captured

close ups of the DRE screens as was done in this test.

Each DRE being tested should have a dedicated close-up camera. This allows the team to alternate
between voting devices at random without requiring the videographer to move and refocus the camera
cach time. The cameras should be mounted from the ceiling or another high point in the testingarea so

the voter has room to move yet will not get in the way of the camera.

Procedure

A viewer of the footage shot during the parallel monitoring process may not be familiar with the
equipment and/or procedures, and the set-up the Counties have in place. Therefore, it would be
advantageous to have the team leader narrate what is happening step by step as they are going through
the process of obtaining the equipment from the County, set-up, break-down, sealing and secure
hand-off of the voting equipment back to the Counties. This will make the actions on tape much

more transparent and coherent to the uninitiated viewer.
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EARLY VOTING

It is not recommended that early voting be monitored because it would require such a large
investment of resources. The same resources could be better used to monitor multiple DREs during

election day and result in a greater chance of detecting corrupt software.

The canonical parallel monitoring regimen requires test to look as much like a real election as
possible. A test of an early voting machine would require that most, if not all, ballot styles be voted
on a single DRE. Further, the voting patterns should match those of early voting in general, and
maybe match the voting location if the suspected corrupt code has been engineered to be sensitive

to this aspect of its environment.

A further complicating factor is that the devices should be used daily throughout early voting, and
often sporadically. For all practical purposes this means that a Test Team must be available to test the
carly voting devices at intervals every day for the entire period prior to the election, and intensively on

the last day or two of voting.

Finally, the devices must be closed down properly every evening and secured for the night as well as

opened again at the proper time the following morning,

PAGE 37

YA
Q

MG



PUBLIC OBSERVATION

Public observation of the parallel monitoring test is a vital component of the testing as it increases

the transparency of the test.

Facilities

It is recommended that facilities for testing be large enough to provide working space for the Test
Team, and a public viewing area suitable for the number of public observers anticipated by the county.
The facilities should also provide enough space between the public and Test Team to ensure that the

team’s concentration is not disturbed by actions of the public.

Public Monitors

Large TVs or flat-panel screens connected to the close-up cameras can be used to provide the public
access to everything the Data Entry person/Observer sees. The experience with the pilot also indicates
that the cameras can also provide audio of all the interactions among the team members, and this

should also be made available to the public.

Security
It is recommended that at least one police, sheriff, constable, or other law enforcement personnel

be assigned to the public test facility from the time the team arrives until they leave.

Testing at Voting Locations

It is not recommended that testing be done at voting locations. Some experts advocate conducting
the tests at actual polling sites in order to stimulate voter interest. It seems that this tactic may
introduce confusion at the polling site, and might even be a security risk to the polling site and to

the testing environment.

Posting of Results
Since the public and media may be heavily involved in the next round of tests, the final tally tapes
should be checked against the expected results as soon as possible. the results should not be released

until the complete evaluation/reconciliation has been done.
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El Paso County 2002 General Election

Precinct Voting Data

Source: Texas Legislative Council
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Harris County 2002 General Election
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