Requisition

Req # 00125761

PO #
Date: 01/24/08
D Bill To: x
A )
Vendor : 327913 ‘i\\\ ]
Shlp To INFORMATION TECHNOLOGY DEPARTMENT
CALENCE LLC 100 N. CLOSNER, 1ST FL
1560 WEST FOUNTAINHEAD PARKWAY EDINBURG TX 78539
2ND FLOOR
TEMPE AZ 85282
FAX (480)212-7400 Contact:  gpya xIRBY
Contract No: DIR-SDD-236 956-292-7010
Special Instructions:
QUANTITY UOM DESCRIPTION UNIT PRICE AMOUNT
COUNTY WIDE - QUOTE NUMBER 121107TF-1
DO NOT DUPLICATE ORDER
1 EACH NAC Appliance 3390 Manager - max 40 Servers 21,834.40 21,834.40
1 EACH SMARTNET 8XSXNBD NAC Appliance 3390 M 3,556.00 3,556.00
4 EACH NAC Appliance 3310 Server - max 250 users 8,394 .40 33,577.60
4 EACH SMARTNET 8XSXNBD NAC Appliance 3310 S 1,367.20 5,468.80
1 EACH Installation and configuration of quoted equipment 14,580.00 14,580.00
Account No _Encumbrance
8~1100-415-00-200-002-0-745 79,016.80
Freight .00
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Matilde Faz

From: Edna Kirby [edna.kirby@co.hidalgo.tx.us]

Sent: Wednesday, January 30, 2008 8:14 AM

To: matilde.faz@co.hidalgo.tx.us

Subject: FW: Cisco Clean Access info (aka Cisco Network Access Control)

Importance: High
Ms. Maty,
The following information is for Req. #125761 (Calence).

Edna Kirby

From: Renan Ramirez [mailto:renan@co.hidalgo.tx.us]

Sent: Tuesday, January 29, 2008 5:05 PM

To: edna.kirby@co.hidalgo.tx.us

Subject: FW: Cisco Clean Access info (aka Cisco Network Access Control)
Importance: High

What a NAC does:

THIS APPLIANCE WILL SERVICE the entire county network, which now hosts over 2000 nodes.

Cisco NAC Appliance extends NAC to all network access methods, including access through local area networks
(LANSs), remote-access gateways, and wireless access points. Cisco NAC Appliance also supports posture assessment
for guest users.

When deployed, Cisco NAC Appliance provides the following benefits:

Recognizes users, their devices, and their roles in the network. This first step occurs at the point of authentication,
before malicious code can cause damage.

Evaluates whether machines are compliant with security policies. Security policies can include specific antivirus
or antispyware software, OS updates, or patches. Cisco NAC Appliance supports policies that vary by user type, device
type, or operating system.

Enforces security policies by blocking, isolating, and repairing noncompliant machines.

Noncompliant machines are redirected into a quarantine area, where remediation occurs at the discretion of the
administrator.
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From: Perez, Oscar [mailto:Oscar.Perez@Calence.com]

Sent: Friday, January 25, 2008 9:51 AM

To: Renan Ramirez Canto

Cc: Avila, David; Berger, Diana

Subject: Cisco Clean Access info (aka Cisco Network Access Controf)
Importance: High

Renan:

In this link you will find an overview of the Clean Access solution.

But briefly, the most important features and benefits for your network environment are:

Cisco NAC Appliance extends NAC to all network access methods, including access through local area networks
(LANSs), remote-access gateways, and wireless access points. Cisco NAC Appliance also supports posture
assessment for guest users.

When deployed, Cisco NAC Appliance provides the following benefits:

. Recognizes users, their devices, and their roles in the network. This first step occurs at the point of
authentication, before malicious code can cause damage.

. Evaluates whether machines are compliant with security policies. Security policies can include specific
antivirus or antispyware software, OS updates, or patches. Cisco NAC Appliance supports policies that vary by
user type, device type, or operating system.

. Enforces security policies by blocking, isolating, and repairing noncompliant machines.

Noncompliant machines are redirected into a quarantine area, where remediation occurs at the discretion of the
administrator.

Also, the link below is the Cisco Q&A’s for the product:

Let me know if you need any additional information or if you have any question.

1/30/2008



Oscar Perez Q‘/X\

Network Architect
Calence, LLC
Phone: 956.451.5654
www.calence.com

2005 Cisco Global Channel Partner of the Year — US/Canada

The information contained in this message and any attachment may contain privileged or confidential information protected from disclosure. If
you are not the intended recipient, or an employee or agent responsible for delivering this message to the intended recipient, you are hereby
notified that any review, dissemination, distribution or copying of this information is strictly prohibited. If you have received this transmission
in error, please notify the sender immediately by replying to this message and destroying the original and all copies. Thank you.

1/30/2008



.3

\-BH0-0
\\&\ “\. S \v; .
AR CA Implementation
. ron itatement of Work

o \ \_'\"\ L> \ ‘3 1 U

- . '\}: \ /))\ ~ P} w[

We o for

Calenc «

'algo County

 ..ecment of Work No. 200710001-s1
January 15, 2008

Developed By

Calence, LLC

Corporate Office =
1560 W. Fountainhead Parkway, 2 Floor -
Tempe, AZ 85282 -

McAllen Office I
2712 N. McColl Rd.
McAllen, TX 78501

CALENCE

©2007 CALENCE, LLC. ALL RIGHTS RESERVED.
The information contained hercin is considered Calence trade secret and/or confidential and proprietary information and
is produced solely for the Client identified above; accordingly, this Statement of Work is provided to Client in confidence on
the understanding thac it will not be disclosed to any other party without the prior written consent of Calence. Calence makes
ne warranties, express or implied, in this Statement of Work. Calence and Calence products or services mamed herein are
cither registered trademarks or trademarks of Calence, LLC in the United States and/or other countrics. The names of
actual companies and products ioned herein may be the trad rks of their respective owners.




Statement of Work for CCA Implementation at Hidalgo County

Statement This Statement of Work is made effective January 15, 2008 (“Effective Date”) by

of Work and between Calence, LLC (“Calence”) and Hidalgo County (“Hidalgo County”
or “Client””) and is delivered pursuant and subject to the terms and conditions of
the Contract for Products and Related Services, DIR Contract No. DIR-SDD-
236 dated May 9, 2006 (the “Agreement”) between Calence and State of Texas
Department of Information Resources (“DIR™). This Statement of Work will be
incorporated by reference into the Agreement and become a part of the Agree-
ment upon execution by both parties. Unless otherwise indicated, capitalized
terms used herein that are defined in the Agreement will have the same meanings
as 1n the Agreement. In the event of any conflict between this Statement of
Work and the Agreement, the Statement of Work will control.

Obj ectives Calence will meet the following Services objectives:

¢ Install and configure Cisco Clean Access system

Scope and Calence will perform the following Services:
Approach Project Management
¢ Be the primary point of contact to Client on all project issues, needs and
concerns

e Conduct an initial planning meeting prior to the start of the project

¢ Complete change-request documentation as required

e Manage Client expectations and satisfaction throughout the project

®  Schedule and coordinate the necessary resources to support the project
e Identify, escalate and document project issues as necessary

¢ Provide team leadership and guidance

¢ Create and maintain a project plan in conjunction with Hidalgo County
and measure weekly progress against mutually agreed-upon milestones

e Schedule and conduct team update/status meetings

® Schedule and conduct project status meetings with Hidalgo County’s
designated project representative

®  Prepare written status reports for Hidalgo County at mutually agreed-
upon intervals

CCA Implementation

®  Assist with the network design required to enable CCA to support on-
stte workstations/desktops

»  Install cabling for CCA server and manager hardware

> Assist with the network design required to enable CCA to act as a
gateway for internal users to include:

o Policy Based Routing

CALENCE CONFIDENTIAL 1

Statement of Work No. 200710001 Version 1 January 15, 2008




Statement of Work for CCA Implementation at Hidalgo County

o Quality of Service (to support SNMP traps)
o Generic Routing Encapsulaton Tunnels
o VLAN planning
0 SNMP command trap settings for switches
»  Configure two (2) CCA servers for two (2) sites

© Install the operating system and software for the Clean
Access Servers (CAS)

o  Apply for and install the product keys for servers
o Update the server CCA application software for the CAS's
»  Configure one (1) CCA Manager

©  Install the operating system and software for the Clean
Access Manager (CAM) servers

o  Apply for and install the product key for the CCA Manag-

crs

o Update the server CCA application software for the CCA
Managers

o  Create the administrator accounts for CCA
»  Create Test Plan

o Identify end user logon pages requirements for authenti-
cated company users and un-authenticated visitors

o Identify operating systems and virus scanning services on
machines to be configured as desktops through CCA

o Identify services to be supported by CCA. Configure filter

rules for allowable traffic
o Identfy devices exempted from CCA.
o Identify VLAN configuration for authenticated users

Determine the list of policies and rules, which will be
agreed upon prior to testing; custom policy and rule crea-
tion will not exceed three in any of the categories listed be-
low:

® AV checks

® Spyware checks

* Microsoft operating system patch levels
® Registry settings

®» Files

® Processes

* Services

» Implement Test Plan

CALENCFE CONFIDENTIAL 2
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Statement of Work for CCA Implementation at Hidalgo County

Developed
Works

o Deploy the CCA Desktop agent on up to 5 different desk-
top machines (Windows NT and higher and MAC)

© Test and tune the CCA Systems
»  Successfully demonstrate the following functionality

© Prohibit a system without running anti-virus from gaining
access to the network

o Demonstrate limited access for a user with the incorrect
Microsoft patch level

o Demonstrate the error message to the user of a policy vi-
olation that was detected {Anti-virus, patch level, etc.) and
the instructions of how to remediate the problem

o Implement single sign-on via transparent Cisco Clean
Access (CCA) integration with Active Directory

» Create Roll-out Plan

A4

Implement Roll-out Plan

»  Convert two ports per switch to use Cisco CCA system (out-of-
band implementation)

» Convert 2 VLAN's to use CCA system (in-band implementation)
» Create Operations Documentation including:

o Vlan layout

o IP addresses of CCA Managers and Servers

o Switch configuration changes

©  Screen shots from CCA Manager administration screen
» Provide 1 day of training to administration staff

» Provide 3 days onside Day 2 support CCA appliance

Calence will provide the following Developed Works:

®  Operations documentation

All rights and title to any Developed Works shall belong to Chent. All rights and
title to Copyright Materials and Trade Secret Materials shall belong to Calence,
subject to the license expressly granted in this Statement of Work. All rights and
title to Calence Resources shall belong to Calence, without any license with
respect thereto Client or any third party. All rights not expressly granted by
Calence hereunder are reserved by Calence.

Subject to Client’s performance of its obligations under this Statement of Work,
including its payment obligations, Calence hereby grants to Client a nonexclu-
sive, nontransferable, limited license (without the right to grant sublicenses), to
use, execute, copy and create derivative works of the Copyright Materials, and to
use Trade Secret Materials: (i) solely for Client’s internal business purposes; (1)
not for the benefit of, or access by, any third party other than Client’s contrac-
tors who are subject to written agreements consistent with this Statement of

CALENCE’
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Statement of Work for CCA Implementation at Hidalgo County

Assumptions
and
Requirements

Work and who act solely for the benefit of Client; and (iii) subject to all other
provisions of the Agreement and this Statement of Work.

For the purposes of this Statement of Work:

L]

“Calence Resources” means all software, documentation, information
and materials used by Calence, or by Calence’s contractors on behalf of
Calence, in Calence’s performance under this Statement of Work.

“Copyrnight Materials” means all works of authorship recorded or copied
in the Developed Works, and which may include designs, plans, blue-
prints, manuals, diagrams, activity reports, security assessments, and
other written materials.

“Trade Secret Materials” means all non-public information that is pro-
vided to Client under this Statement of Work, and which may include
patent applications, trade secrets, technical and non-technical data, busi-
ness methods and models, drawings, processes, formulas, ideas, con-
cepts, know-how, techniques, sketches, models, inventions, processes,
algorithms, formulas, and including information regarding experiments,
developments, designs and specifications.

The following assumptions and tequirements apply for this Services engagement:

1.

Customet is responsible for configuring any switches needed to deploy
the NAC appliances. Calence will provide the configuration recommen-

dations.

Customer will provide the equipment necessary to test the NAC system
prior to deployment. Calence will provide a list of equipment needed for
the lab prior to the start of the project.

*Customer will have the lab configured to Calence specifications prior
to the start of the project.

All software, hardware, network wiring, permits, licenses and right of
ways necessary for the completion of this project will be acquired
and/ot installed by Hidalgo County in a timeframe that allows Calence
to complete or meet the project-specific mlestones.

Hidalgo County and its employees, contractors, and agents will: (a)
coopetate with any reasonable request of Calence, (b) provide input
throughout the project and will review progress at review meetings re-
quested by Calence; and (c) provide Calence with access to all of Hidal-
go County’s information, documentation and technology, necessary for
Calence to perform the Services in accordance with this Statement of
Work, including a list of all Client and third-party contacts necessary for
Calence to do so. Such cooperation, input, and access are critical to this
project, and Hidalgo County’s representation at all review meetings is
essential.

Hidalgo County will ensure that the Calence project staff is given access
to all necessary facilities and workspace, and is provided all furnture,
supplies and equipment (telephones, faxes, LAN connecuavity, printer
access, dial-out modem lines, passwords, keys, etc.) required to success-
fully perform, troubleshoot, and complete the Services for the dutation
of the Services. In addition, Hidalgo County will ensure that the work

CALENCE"
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Statement of Work for CCA Implementation at Hidalgo County

environment is free of hazardous materals and free from asbestos, and
that all Calence personnel are provided with all necessary safety equip-
ment and tratning while on Hidalgo County’s or 1ts customer’s site.

7. Hidalgo County is responsible for providing adequate and secure onsite
storage for all delivertes.

8. Hidalgo County is responsible for: (a} Back-up and/or data migration of
existing data unless otherwise agreed to by Calence; (b) Computer sys-
tem and network designs; and (¢) Component selection as it relates to
the performance of the computer system and/or the network.

9. All Services will be performed over a consecutive imeframe unless oth-
erwise provided herein or agreed to by Calence in writing. Calence will
schedule resources upon receipt and acceptance of a fully executed
Statement of Wotk and a Purchase Order (to the extent required) from
Hidalgo County. Calence will use commercially reasonable efforts to
take into account Hidalgo County’s schedule, but in all events the per-
formance of the Services is subject to the availability of Calence person-
nel and resources, as determined by Calence.

10. Any onsite skills transfer that takes place during this project will not re-
place the manufacturer’s formal system implementation and administra-
tion classes.

11. Hidalgo County will communicate any issues ot concerns with respect
to the Services or Developed Works in a timely manner.

12. Any work performed around undocumented data flows will constitute
additional out-of-scope work.

13. Work estimates assume the Services will be completed within the dura-
tion stated in the Timeframes section below. Calence is not responsible
for delays or repeated tasks caused by factors outside Calence’s control.
These factors include availability of Client personnel, equipment and tel-
ecommunication provider services. Hidalgo County will compensate Ca-
lence for any out-of-scope work requested by Hidalgo County on an
houtly basis at Calence’s standard houtly rates (unless otherwise agreed
to in writing by the parties).

14. Client agrees to hold information designated in writing as confidential or
proptietary by Calence in strictest confidence and not to copy, repro-
duce, sell, assign, license, market, transfer or otherwise disclose such in-
formation to third parties or to use such information for any purpose
whatsoever, except to perform the Client’s obligations hereunder and
except as otherwise permitted by this Statement of Work or applicable
Texas law. Nothing herein transfers to Client any title to or ownership
rights in any such information; and, upon wtitten request of Calence,
Client shall promptly return or delete any such information which it has
in its possession.

15. Any changes to the scope and/or assumptions will require joint written

approval. This may extend the duration of the engagement and/or re-
quire additional resources, resulting in additional cost to Hidalgo Coun-

ty.

CALENCE’ CONFIDENTIAL 5
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Statement of Work for CCA Implementation at Hidalgo County

Timeframes

Fees

Invoicing and
Payment

Credit
Approval

Location

Client Contact
Information

Calence estimates that the Services described herein will be completed within
2 weeks after the start of the project.

Consulting Fees
Services will be provided for the fixed fee listed below.

Fixed Consulting
Fee

CCA Implementaton $14,580.00

Pricing Assumptions

1. Consulting Fees pricing does not include any necessary hard-
ware/software costs, and expenses are not reimbursable.

2. Shipping and taxes, if applicable, ate not included.
3. All prices are in U.S. dollars.
4. The wotk to be performed will be completed during normally scheduled

working hours (8:00 AM. to 5:00 P.M. local ime Monday through Fri-
day), excluding Calence observed holidays.

Hidalgo County will be invoiced monthly, based on the percentage of the
Services completed that month, and will pay each invoice within 30 days from
mnvoice date.

Thus Statement of Work is subject to credit approval by Calence. Hidalgo
County agrees to submit such financial information from time to time as may be
reasonably requested by Calence for the establishment and/or continuation of
credit terms.

The engagement will be performed at Hidalgo County’s facilities located at 100
N. Closner Blvd, Edinburg, TX 78539

Hidalgo County’s contact for this engagement is [name] (phone: 956.292.7010,
email: tenan@co.hidalgo.tx.us), who will be responsible for making the arrange-
ments necessary to accommodate Calence staff members and provide them with
the Hidalgo County resources required to complete the project.

CALENCE’
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Statement of Work for CCA Implementation at Hidalgo County

Change
Management

Escalation
Procedure

Acceptance
Date

Invoicing
Procedures

Calence reserves the right to increase the fees and other amounts due to it
hereunder in the event any of the assumptions or requirements set forth in this
Statement of Work are unperformed or incorrect, or if Hidalgo County requests
Calence to provide additional services outside the scope of Services. In any such
event, Calence will have no obligation to perform the affected Services or any
addrtional services unless Calence has agreed, in writing, to the increased fees
and/or the additional scope, as applicable, in the form of an addendum to this
Statement of Work.

Communications from Client to Calence concetning the Services provided under
this Statement of Work will be escalated in accordance with the following table.
Names are listed in the order in which escalation occurs.

Contact Information

Phone: 956) 661-5561

Fax: 956.661.5550

Email: diana.berger@calence.com
Phone: 956.975.1635

Fax: 956.661.5550

Email: david.avila@calence.com
Terry Hartman | Phone: 956.661.5874

Fax: 956.687.3794

Email: terry hartman@calence.com

Title Name

Account Manager Diana Berger

Project Manager David Avila

Consulting Market
Directos

This offer of Services will be good through February 15, 2008. Signature by
Hidalgo County indicates acceptance and authorization to proceed with the
Services.

Calence will send invoices to:

Hidalgo County

100 N. Closner Blvd,
Edinburg, TX 78539
Attention: Accounts Payable

Accounts Payable Contact:

Phone:

A Purchase Order [ 1s [J 15 Not required for payment of invoices.

Purchase Order Number:

CALENCE
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Statement of Work for CCA iImplementation at Hidalgo County

IN WITNESS WHEREOF, Hidalgo County and Calence have executed this Statement of Work as of the

date set forth above.

Calence, LLM 1/(/ Hidalgo County

Signature: Signature:

Name: Rob Pinkham Name:

Tile: Executive Vice President Title:

Date: January 30, 2008 Date:

CALENCE CONFIDENTIAL , 8
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