ATTACHMENT “A”
Hidalgo County 

“Emergency Alert System”

RFP No. 2008-154-05-21-MSS
REQUIREMENTS/SPECIFICATIONS QUESTIONNAIRE
The following questionnaire lists requirements/specifications that will be considered in evaluating RFP responses and must be filled and submitted with your response.  
INSTRUCTIONS:

On the “comments” lines provided for each of the requirements, mark as following instructed and write comments as necessary (attach separate pages as need referencing question number).

  √  (check mark)   To indicate that the system offered in this proposal meets said requirement.

  X  (x mark)           To indicate that the system offered in this proposal does not meet requirement.

  N/A                       To indicate that requirement does not apply to system offered on proposal.

Data Management:

1. Does the solution allow for data to be imported from multiple data sources?
Comments:               











2. Is user information defined as proprietary to the County and exempt from sale to list providers? Describe how user and Group data maintained and secured by the provider?
Comments:               











User Options:

3. Does the solution allow for notifications to be sent on the following devices: 

a. Cell phones via SMTP and/or native 2-way SMS

b. E-mail

c. Numeric and alphanumeric pagers via carrier’s WCTP gateways

d. Please describe this process
Comments:               











4. Does the proposed solution provide for automated delivery of text (alphanumeric type) messages via the following methods/devices at a minimum: pagers(alphanumeric messages to numeric-only devices), XDA devices, Blackberries, SMS capable devices, electronic mail (email), email with attachments, wireless devices such as cellular phones, via the public switched telephone network (landline) or dedicated circuits?
Comments:               











Access Control:


- Global System Administration

5. The solution should allow for multiple administrators with complete access to all functions and user data for Defined User Groups (i.e. Emergency Responders, County Administrators, Citizens, etc.)
Comments:               











6. Does the system allow Hidalgo County to maintain control over sensitive data, such as email address, cell phone and pager numbers of government leaders, and first responders, as well as the content of alerts and replies sent?
Comments:               











7. Is the system able to mitigate security risks that are associated with being accessible by the general public via the Internet? Please describe Security measures used.
Comments:               











8. Is the system accessible by emergency management personnel and authorized senders?
Comments:               











9. Does the proposed solution provide for multiple security levels, which can be allocated to users to allow or deny access to different portions of the system capabilities (i.e. recipient only, able to send alerts, able to manage other users, system administration, etc.)?
Comments:               











10. Does the proposed solution provide for multiple levels of event security, to allow for compartmentalization of messages as needed or desired (i.e. the top officials might receive more detailed / specific data than the lower-echelon responders)?
Comments:               











11. Does the proposed solution also affect how the recipients substitute gains access (or not) to data – if the substitute’s security access level doesn’t allow access they don’t’ receive that message.
Comments:               











12. Does the proposed system log a non-received message in the real time records management system as unable to pass the message data to the substitute?

Comments:               











Group and User Administration:

13. Does the solution provide for the creation of different notifications groups? Please describe the process for how groups are set-up.
Comments:               











14. Does the solution allow users to be members of multiple groups?
Comments:               











15. Does the solution allow only group administrators to perform actions on assigned groups only? Please describe the “security measures” / “roles rights” in place to assure this.
Comments:               











16. Does the solution allow the creation of groups where members of the group would receive notifications simultaneously?
Comments:               











17. Does the solution allow administrator to add/modify recipients by individual user name, by broadcast groups?
Comments:               











18. Does the system offer pre-formatted text and  pre-selected groupings to provide short-cut or quick alerting; ad hoc grouping and alerting based on demographics information; multi-thread sending for multiple carriers and emails domains; audited and approved in compliance with the Federal government software security polices; remote group generation and integration with other systems; and remote alert generation and tracking?
Comments:               











19. Does the system allow for a quick search of the database for information or specific staff; group these individuals, and send specific alerts, which can be tracked in real-time?
Comments:               











20. Are employees able to register onto the system over the Hidalgo County’s network; select, add and manage their devices and email accounts self-chosen to receive emergency notifications; including demographic data such as building, department and floor where they work, special skill sets and functional job assignments, etc.?
Comments:               











21. Does the proposed solution offered allow for the individuals to assign automatic substitute recipients so emergency alerts will be sent to the substitute in the event the employee is scheduled to be unavailable?
Comments:               











22. Is the system accessible to Hidalgo County citizens, businesses and other parties of interest?
Comments:               











23. Can citizens register and maintain their accounts via the Internet? Can multiple entries (devices/household members) be listed for each account?
Comments:               











24. Does the proposed solution allow a user to turn off notification to all devices (and essentially “opt-out” of the system)? How is this handled? Does the proposed solution require a higher-level operator to remove a recipient?
Comments:               











25. Can citizens indicate language preferences for alerts to be received in? Will the solution provided automatically send the response in the preferred language? Please describe the process in detail.
Comments:               











26. Can citizens be required to enter a minimum of: locality to receive alerts from/about a valid email account or phone number to receive alert messages from the  system, types(s) of alerts to receive, and the language to be utilized (from choices offered by the vendor; English and Spanish at a minimum if more than English is offered)?
Comments:               











27. Are citizens able to enter the following data as an option: valid street address and 5-digit zip code for that address within the locality to receive alerts from /about, multiple text capable device addresses to receive alerts?
Comments:               











28. Can the types of alerts a citizen will receive will be determined from a list?
Please indicate what type of alerts this includes:

Severe weather?

AMBER alerts?

Emergency Operations Center (EOC) Activations?

General governmental messages?

Utility outage messages?

Daily weather forecast?

Can citizens be offered a “menu” of options from which to pick notifications from when registering?

Comments:               











Notification:

29. Does the solution provide for the initiation of notifications via secure SSL-enabled web-based interface? Please describe this process
Comments:               











30. Can the emergency alerts be sent by management and other authorized users remotely from any email account, cell phone, pager or other wireless device?
Comments:               











31. Are pre-formatted and ad hoc text for specific devices types possible?
Comments:               











32. Does the solution allow authorized administrators to call a customer support representative and dictate the details of a notification? Please describe this process.
Comments:               











33. Does the proposed solution provide an automated delivery via voice input to text delivery to cellular (wireless), landline, and satellite systems?
Comments:               











34. Does the proposed system allow the sender to choose delivery to all registered citizens within their jurisdiction regardless of self chosen codes(s), to all registered citizens within their jurisdiction for specific even code(s), or to a sub set or sets of their registered citizens based upon self-chosen zip code(s)?
Comments:               











Notification types:

35. Does the solution allow for broadcast-type notifications that require acknowledgement of receipt and response tracked?
Comments:               











36. Call all responses to transmitted messages be easily tracked and monitored in conjunction with the appropriate alerts and groups of recipients? Please describe how this is handled?
Comments:               











37. Does the system take a single message and translate, optimize and transmit it to all registered devices and accounts for each intended recipient (Universal messaging: generate one message that is sent to all device)?
Comments:               











38. Are the messages sent via the proposed solution independent of sponsors and advertisements?
Comments:               











39. Does the proposed system permit the sender to generate alerts of any length? If no, please advise as to length requirements.
Comments:               











40. Does the proposed system automatically parse the alert into multiple messages depending upon the cell phone carrier and/or paging company etc?  and send these messages to related devices?
Comments:               











41. Does the proposed solution provide for prioritization of alerts to ensure alerts for the most critical event is sent first? Please describe the process.  Does the proposed system provide a method for the administrator or sender to choose event priority, both pre-designated and on an ad-hoc basis?
Comments:               











42. Is the proposed solution capable of handling multiple simultaneous events and transmitting the message with the highest priority, even if the highest priority event was sent subsequent to a lower event transmission start? Are alerts for the most critical event, determined by the County, sent first?
Comments:               











43. Does the proposed solution allow, by event and by recipient, for configuration of the number attempts to deliver the message?
Comments:               











44. Can the proposed solution send messages in multiple languages including English and Spanish?
Comments:               











45. Does the proposed solution allow a user to turn off notification to all devices (and essentially “opt-out” of the system)?
Comments:               











Notification Options:

46. Does the proposed solution allow for notifications to be sent to multiple device types simultaneously? Please describe.
Comments:               











47. Does the solution allow administrators to attach documents to outgoing notifications?
Comments:               











48. Are messages capable of being secured using ID codes and assigned security levels either pre-determined or entered by an operator at alert generation?
Comments:               











49. Does the solution allow for ID code entry prior to message delivery to ensure the appropriate device and correct person receives the message and post this ID code entry to the real time management report system, available to the operator (alert originator)?
Comments:               











Notification Delivery:

50. Is the response to an alert capable of entry into an automated management report system available to show real time entries?
Comments:               











51. Can the proposed solution detail at a minimum who was alerted and how, who has successfully acknowledged the message and when, ID code successfully entered or not, who has not yet acknowledged the alert, and any short message replies by the recipient (i.e. reporting en ETA, fitness for response etc.)?
Comments:               











52. Is the proposed solution offered capable of sending multiple messages to different groups in the same event?
Comments:               











53. Does the proposed solutions allow for configuration of the number of attempts to deliver a message by event and by recipient?
Comments:               











54. Does the proposed solution allow for configuration for the allowable length of time to attempt to deliver a message by event and by recipient?
Comments:               











55. If a device is not reached or the notification message is interrupted, does the solution continue to retry that device until delivery is successful? For how long?

Comments:               











56. Does the proposed solution provide for prioritization of recipients to ensure critical staff is contacted first and for prioritization of events to ensure messages for the most critical type even are transmitted first? Are alerts for the most critical event sent first?
Comments:               











57. Does the solution allow recipients to respond to a notification by using the keypad of their phone or sending a response e-mail from their device?
Comments:               











58. Does the solution allow recipients to respond to an e-mail notification via a reply-to e-mail, via a web link embedded in the notification e-mail?
Comments:               











Notification Results:

59. Does the solution allow administrators to view results of notifications in real-time via the web?

Comments:               











60. Does the solution allow administrators to view specific information regarding what devices recipients were contacted on along with complete time/date stamp information about that contact?

Comments:               











61. Does the solution allow administrators to view aggregated by response option, time to respond, or individual user?

Comments:               











62. Does the solution allow administrators to easily follow-up with a particular group of recipients with a subsequent notification?

Comments:               











63. Does the solution allow administrators to view historic information on any previously delivered notification?

Comments:               











64. Does the solution provide a selection of multiple standard reports during a call out or at the end of call out that is automatically faxed, emailed or printed at regular intervals such as, but not limited to:
a. Overview of current call out by groups and individuals?
b. Details of current call out by groups or individual?

c. Summary of individuals who have not responded?
Comments:               











65. Does the solution provide for detailed reporting in a raw data format, such as a CVS file, for export, analysis, and reporting?

Comments:               











Incident Management:

66. Does the solution allow administrators to add attachment to an incident that is saved along with the notifications that were sent out for that incident?

Comments:               











67. Describe your organizational infrastructure, including location and type of facilities that we would rely on for services and maintenance.

Comments:               











Infrastructure/Technology:

68. Is the server able to simultaneously load balance incoming replies from a variety of sources, including: valid responses, out of office replies, and invalid address replies from other small servers?

Comments:               











69. Does the proposed solution provide for speeds of delivery for text messages (SMS, email, alphanumeric pagers) to a message gateway of a minimum of: 20,000 per minute for SMS (using XML/email connection) and email (using SMTP) and 400 per minute for pagers (using XML/email connection)?  This assumes an average message length of 240-250 character string (SMS, pager) and a 50k byte email.

Comments:               











70. Does the system have multiple-threaded messaging capability to send alerts in seconds to thousands of users, with hundreds of email domains and carrier networks?

Comments:               











71. If needed, can capacity be easily added to solution? 
a. In what timeframe does this happen?
b. Describe the process. 

Comments:               











72. Is the system backed-up with fully redundant, mirrored servers?

Comments:               











73. The solution should be offered as a managed service that includes all required hardware, software, and administration. The solution should not require hardware to be purchased/owned to utilize the system. 

Comments:               











74. Please describe any routine maintenance that is required, and if this maintenance is included in the proposed pricing.

Comments:               











75. The solution should be hosted in secure data center designed for high availability. The data center should provide UPS, diesel power generators, temperatures control, and state-of-the-art fire suppression equipment. Please describe the hosting environment. 

Comments:               











76. Please provide a physical security profile for company locations where services would be provided. Include a description of the following security controls:
a. Access
b. Network/internet communications

c. Physical security

d. Security Architecture (firewalls,DMZ, Etc.)

e. Intrusion Detection

f. Virus protection

g. Social Engineering and other Administrator 
Comments:               











77. The service provider must monitor 24/7/365 all aspects of the solution to ensure it is always in working order. Describe how the service is configured for 24/7/365 availability.

Comments:               











78. Describe the timeframe necessary to provision the solution and have it ready to begin adding user data. How long has it taken the average client to have the system configured for their needs?

Comments:               











79. Does the solution have an on-line help “user’s guide for use with the system(s)? Please provide screen shots of the on-line guide.

Comments:               











80. Describe the type of training that is provided to use your system. How is the training delivered?

Comments:               











81. Describe how the respondent proposes to furnish initial and follow-up training.

Comments:               











Support:

82. The respondent should provide toll-free technical assistance 24/7/365.
Comments:               











83. Does maintenance support include new versions, upgrades and patches that are issued during the term of the contract?

Comments:               











84. Provide a summary of Respondent’s resources (support personnel and otherwise devoted specifically to technical issues, involving notification technology, as well as support procedures.

Comments:               
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