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Plan Overview Hidalgo County
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6/5/2007

This report describes the plan's purpose, objectives, assumptions and strategies on which the plan is based.

Report Description:

In Hidalgo County, Texas the Chief Information Officer’s role is to provide a centralized point of 

contact for all countywide information systems, infrastructure and application resources. The IT 

Department provides some level of support to all county departments and because all these 

resources are interconnected and interdependent, it is the IT Department’s role to take the lead 

on any issue relating to technology and to facilitate any and all resources.

This is the Disaster Recovery Plan for applications, systems and appliances that are critical to 

the operation of the information technology resources on a county wide level. This plan also 

identifies departments that run separate yet critical applications and systems.

The County has IT policies in place, which mandate that any department that runs data servers 

or critical applications keep the application properly backed up and also develop a disaster 

recovery plan for these applications. Besides the countywide systems maintained by the IT 

Department and covered in this plan, the following departments maintain data systems:

County Auditor’s Office (Appendix A)

SAGE Financial

Miscellaneous department specific applications

Head Start Agency (Appendix B)

Head Start MIS 

Miscellaneous department specific applications

Urban County (Appendix C)

Urban County Finance Program

Miscellaneous department specific applications

Tax Assessor Collector (Appendix D)

Automated Tax Collection System

Miscellaneous department specific applications

Health and Human Services Department (Appendix E)

Client/Medical Records System

Miscellaneous department specific applications

Scope

The Disaster Recovery Plan is built around a "Worst Case" scenario. The "Worst Case" 

scenario assumes an impact has occurred and access to primary operational facilities is not 

possible.

Assumption

The plan lists the critical applications, equipment and devices that are critical. It lists response 

teams, roles and responsibilities, key personnel contact information, task lists, equipment lists , 

dependencies and recovery time objectives (RTOs)

Purpose

Hidalgo County - Confidential 1
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The primary objectives of the Recovery Plan are to provide a plan of action for Hidalgo County 

to:

- Identify and respond to the potential disaster through the appropriate contacts.

- Make a management decision whether the situation warrants a disaster declaration.

- Establish recovery procedures and operations of IT at a pre-determined Alternate Facility.

- Restore critical applications and data at a pre-determined Alternate Facility within 72 hours 

after the declaration of a disaster.

This Plan seeks to minimize:

- The number of decisions that must be made following an outage.

- The dependence on the participation of any specific person or group of people in the recovery 

process.

- The need to develop, test and debug new procedures, programs or systems during recovery.

- The exposure to Hidalgo County resulting from a disaster impacting their ability to perform 

their critical business functions.

Objective

The primary and secondary strategies to be applied in the Application Recovery Plan are as 

follows:

Strategy One - Worst Case:

1. Upon "Disaster Declaration" notification, all Application Recovery Team members will be 

notified and assembled at a prespecified "Recovery Team" assembly location.

2. Review of critical application RTO and RPO requirements

3. Delegation to Application Recovery Team those task items to be completed based upon 

extent of impact and variables of situation.

4. Communication with all affected departmental business units, vendors, Command Center, 

etc.

5. On-going support to all affected departmental areas as long as required until full restoration 

back to normal operations.

Strategy Two - Application Failure:

1. Upon "Application Failure", work in conjunction with the IT Department to bring back on-line 

the "most critical" application first.

2. Assist departmental business functions affected by outage with review of data restores, 

record balancing, record reconciliation, etc

Strategies Used
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This report lists each task alphabetically with its subtasks.  The task will still be listed even if it has no subtasks assigned.

Report Description:

TSK01Task ID

Description Electrical Grid

Task Name Power grid that supplies electricity for county IT distribution facilities.

Subtasks:

Seq #

Electric Grid - Response Response 1

Electric Grid - Response Notify response team 2

Electric Grid - Response Report to site 3

Electric Grid - Response Contact facilities manager of issue (Buildings and Grounds 

Department/Daniel Flores 956-318-2646)

 4

Electric Grid - Response Assess damage and possiblity of recovery 5

Electric Grid - Response Verify that alternate power is on 6

Electric Grid - Response If alternate power is unavailable begin DRP procedures for affected 

applications

 7

Electric Grid - Response Begin recovery process 8

Electric Grid - Response Obtain alternate hardware if necessary 9

Electric Grid - Response Test application 10

TSK02Task ID

Description Internet, PRIs and Special Circuits

Task Name Communication lines for Network LAN/WAN

Subtasks:

Seq #

Communicaton - 

Response

Response 1

Communicaton - 

Response

Notify response team 2

Communicaton - 

Response

Report to site 3

Communicaton - 

Response

Contact vendor of issue 4

Communicaton - 

Response

Assess damage and possibility of recovery 5

Communicaton - 

Response

Verify that alternate site is ready 6

Communicaton - 

Response

Route data to alternate site 7

Communicaton - 

Response

Begin recovery process 8

Communicaton - 

Response

Test equipment access to circuit 9

Communicaton - 

Response

Obtain alternate hardware if necessary 10

Communicaton - 

Response

Test equipment 11

Communicaton - 

Response

Bring equipment online 12

TSK03Task ID

Description Network LAN/WAN

Task Name This encompasses all countywide network and telecommunciation equipment, including routers, 

switches, firewalls, data circuits, servers and related applications. The network is designed to be 

modular and a specific site crash will not mean an entire system failure.
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Subtasks:

Seq #

Network - Response Response 1

Network - Response Notify response team 2

Network - Response Report to site 3

Network - Response Contact application vendor of issue 4

Network - Response Participate in damage assessment 5

Network - Response If at alternate site, route all data through working infrastructure 6

Network - Response Verify/Test access to equipment and application 7

Network - Response Assess damage and possibility of recovery 8

Network - Response Begin recovery process 9

Network - Response Obtain alternate hardware if necessary 10

Network - Response Test equipment for readiness and accuracy 11

Network - Response Test equipment access to network infrastructure 12

Network - Response Bring equipment online 13

TSK04Task ID

Description Tyler Technologies Criminal Justice System (AbleTerm)

Task Name Countywide application, all main infrastructure and equipment hosted at a central site.

Subtasks:

Seq #

Criminal Justice - 

Response

Response 1

Criminal Justice - 

Response

Notify response team 2

Criminal Justice - 

Response

Report to site for instructions 3

Criminal Justice - 

Response

Contact application vendor of issue. 4

Criminal Justice - 

Response

Participate in damage assessment 5

Criminal Justice - 

Response

Verify/Test access to equipment and application 6

Criminal Justice - 

Response

Assess damage and possibility of recovery 7

Criminal Justice - 

Response

Begin recovery process 8

Criminal Justice - 

Response

Obtain backup media from remote site 9

Criminal Justice - 

Response

Reload data to main or redundant server. 10

Criminal Justice - 

Response

Obtain alternate hardware if necessary 11

Criminal Justice - 

Response

Test data for readiness and accuracy 12

Criminal  Justice - 

Response

Test Server access to network infrastrusture 13

Criminal Justice - 

Response

Bring application server online 14

TSK05Task ID

Description VOIP County Telephone System (ShoreTel)

Task Name Countywide telephone system, this system is designed in a modular architecture. All geographic sites 

are independent of each other, yet the system will pool all resources for countywide use. A failure at a 

site will not constitute a system wide collapse.
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Subtasks:

Seq #

Shoretel - Response Response 1

Shoretel - Response Notify response team 2

Shoretel - Response Report to site 3

Shoretel - Response Contact application vendor of issue 4

Shoretel - Response Participate in damage assessment 5

Shoretel - Response If at alternate site, route all telephone traffic thru working infrastructure 6

Shoretel - Response Verify/Test access to equipment and application 7

Shoretel - Response Assess damage and possiblity of recovery 8

Shoretel - Response Begin recovery process 9

Shoretel - Response Obtain backup media from remote site 10

Shoretel - Response Obtain alternate hardware if necessary 11

Shoretel - Response Test equipment for readiness and accuracy 12

Shoretel - Response Test equipment access to network infrastructure 13

Shoretel - Response Bring application server online 14

TSK06Task ID

Description SAGE Financial

Task Name This is the countywide financial system application. It hosts the Financial Administration, Human 

Resources/Payroll and Purchasing modules.

Subtasks:

Seq #

Sage - Response Response 1

Sage - Response Notify response team 2

Refer to Auditor's Office 

Disaster Recovery Plan 

(Appendix A)

(Appendix A) 3

TSK07Task ID

Description DataNAS

Task Name Central data file server for the users of the county. All user work documents and application backup 

data is stored on these servers. Currently there are two of these servers.

Subtasks:

Seq #

DataNAS - Response Response 1

DataNAS - Response Notify response team 2

DataNAS - Response Report to site 3

DataNAS - Response Contact application vendor of issue 4

DataNAS - Response Participate in damage assessment 5

DataNAS - Response Verify/Test access to equipment and application 6

DataNAS - Response Assess damage and possiblity of recovery 7

DataNAS - Response Begin recovery process 8

DataNAS - Response Obtain backup media from remote site 9

DataNAS - Response Obtain alternate hardware if necessary 10

DataNAS - Response Test equipment for readiness and accuracy 11

DataNAS - Response Test equipment access to network infrastructure 12

DataNAS - Response Bring application server online 13

TSK08Task ID

Description Web Services

Task Name Countywide web servers and applications.
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Subtasks:

Seq #

Web - Response Response 1

Web - Response Notify response team 2

Web - Response Contact application vendor of issue 3

Web - Response Participate in damage assessment 4

Web - Response Verify/Test access to equipment and application 5

Web - Response Assess damage possibility and recovery 6

Web - Response Begin recovery process 7

Web - Response Obtain backup media from remote site 8

Web - Response Obtain alternate hardware if necessary 9

Web - Response Test equipment for readiness and accuracy 10

Web - Response Test equipment access to network infrastructure 11

Web - Response Bring application server online 12

TSK09Task ID

Description Email Services

Task Name Countywide email services

Subtasks:

Seq #

Email - Response Response 1

Email - Response Notify response team 2

Email - Response Contact application vendor of issue 3

Email - Response Participate in damage assessment 4

Email - Response Verify/Test access to equipment and application 5

Email - Response Assess damage possibility and recovery 6

Email - Response Begin recovery process 7

EMail - Response Obtain backup media from remote site 8

Email - Response Obtain alternate hardware if necessary 9

Email - Response Test equipment for readiness and accuracy 10

Email - Response Test equipment access to network infrastructure 11

Email - Response Bring application server online 12

TSK10Task ID

Description BAAP

Task Name Budget Request Application is a stand alone client based application.

Subtasks:

Seq #

BAAP - Response Notify response team 1

BAAP - Response Begin recovery process 2

BAAP - Response Obtain backup media from remote site 3

BAAP - Response Reload data on client 4

BAAP - Response Test data for accuracy 5

BAAP - Response Bring application online 6

TSK11Task ID

Description TAAP

Task Name Time and Attendance Application: Is a countywide application hosted off a central server. This 

application works in conjunction with the SAGE Financial application. A disruption in the SAGE 

application will directly affect TAAP.
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Subtasks:

Seq #

TAAP - Response Response 1

TAAP - Response Notify response team 2

TAAP - Response Report to site 3

TAAP - Response Contact application vendor of issue 4

TAAP - Response Participate in damage assessment 5

TAAP - Response Verify/Test access to equipment and application 6

TAAP - Response Assess damage and possibility of recovery 7

TAAP - Response Begin recovery process 8

TAAP - Response Obtain backup media from remote site 9

TAAP - Response Obtain alternate hardware if necessary 10

TAAP - Response Test equipment for readiness and accuracy 11

TAAP - Response Test peripheral equipment communication 12

TAAP - Response Test equipment access to network infrastructure 13

TAAP - Response Bring application server online 14

TSK12Task ID

Description Head Start Family Information System (HSFIS)

Task Name is a data collection system used to track all family and child information.

Subtasks:

Seq #

HSFIS - Restoration Response 1

HSFIS - Response Notify response team 2

Refer to Head Start 

Program Disaster 

Recovery Plan 

(Appendix B)

(Appendix B) 3

TSK13Task ID

Description Urban County Finance Program

Task Name Urban County financial system application.

Subtasks:

Seq #

Urban County - 

Response

Response 1

Urban County - 

Response

Notify response team 2

Refer to Urban County 

Disaster Recovery Plan 

(Appendix C)

(Appendix C) 3

TSK14Task ID

Description Automated Tax Collection System

Task Name Tax Collection System

Subtasks:

Seq #

Tax - Response Response 1

Tax - Response Notify response team 2

Refer to Tax Office 

Standard Operation 

Procedure (Appendix D)

(Appendix D) 3
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TSK15Task ID

Description Health Dept. Systems

Task Name Health Department Medical/Client Record System

- TWICES System ( Client record system)

- SDI System (Medical Billing System)

Subtasks:

Seq #

Health - Response Response 1

Health - Response Notify response team 2

Refer to Health 

Department Disaster 

Recovery Plan 

(Appendix E)

(Appendix E) 3
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This report lists the numbers and email addresses for each person assigned to this plan organized by person name.

Report Description:

Employees:

Title Technician IIVivian Barrera
Work Phone 956-292-7010

Work Phone Extension 6002

Work Email vivian@co.hidalgo.tx.us

Cell Phone 956-566-9891

Home Email viv1372@yahoo.com

Title Technician IVJuan Deleon
Work Phone 956-292-7010

Work Phone Extension 6004

Work Email juan@co.hidalgo.tx.us

Home Phone 956-207-9204

Pager 956-268-0139

Title Admin Asst IRuben Flores
Work Phone 956-292-7010

Work Phone Extension 6018

Work Email ruben.flores@co.hidalgo.tx.us

Home Phone 956-605-8175

Title Technician VCarlos Garcia
Work Phone 956-292-7010

Work Phone Extension 6008

Work Email charlie@co.hidalgo.tx.us

Home Phone 956-207-9397

Pager 956-268-0149

Title Technician IIIMaria Gonzalez
Work Phone 956-292-7010

Work Phone Extension 6013

Work Email maria.gonzalez@co.hidalgo.tx.us

Cell Phone 956-650-9014

Home Phone 956-650-9641

Home Email mgonz_7@yahoo.com

Pager 956-286-0160

Title Application Developer IICharles Graham
Work Phone 956-292-7010

Work Phone Extension 6010

Work Email charles.graham@co.hidalgo.tx.us

Cell Phone 956-884-1138

Pager 956-268-0236

Title Technician ILuis Izaguirre
Work Phone 956-292-7010

Work Phone Extension 6015

Work Email luis.izaguirre@co.hidalgo.tx.us

Cell Phone 956-522-7112

Home Phone 956-581-1216

Home Email lisag_79@hotmail.com

Pager 956-268-0139
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Employees:

Title Technical AssistantEdna Kirby
Work Phone 956-292-7010

Work Phone Extension 6017

Work Email edna.kirby@co.hidalgo.tx.us

Title Technical AssistantLisette Parker
Work Phone 956-292-7010

Work Phone Extension 6014

Work Email lisette.parker@co.hidalgo.tx.us

Cell Phone 956-222-4988

Home Email lisette.parker@msn.com

Pager 956-268-0144

Title Telecomm ManagerCruz Quintana
Work Phone 956-292-7000

Work Phone Extension 6006

Work Email cruz.quintana@co.hidalgo.tx.us

Cell Phone 956-784-2062

Home Phone 956-207-9941

Pager 956-268-0151

Title Chief Information OfficerRenan Ramirez
Work Phone 956-292-7010

Work Phone Extension 6011

Work Email renan@co.hidalgo.tx.us

Cell Phone 956-457-0792

Home Phone 956-289-7444

Home Email renanville@yahoo.com

Pager 956-268-0111

Title Technician IIIStan Ramos
Work Phone 956-292-7010

Work Phone Extension 6005

Work Email stan.ramos@co.hidalgo.tx.us

Cell Phone 956-454-5724

Home Phone 956-383-0577

Pager 956-268-0038

Title Application Developer IIOralia Regino
Work Phone 956-292-7010

Work Phone Extension 6009

Work Email oralia.regino@co.hidalgo.tx.us

Home Phone 956-618-3909

Home Email o_bermudez@yahoo.com

Pager 956-268-0104

Title Info System AdminMike Robledo
Work Phone 956-292-7010

Work Phone Extension 6012

Work Email mike@co.hidalgo.tx.us

Pager 956-268-0067
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Employees:

Title Admin Asst IIGriselda Salazar
Work Phone 956-292-7010

Work Phone Extension 6001

Work Email gris.salazar@co.hidalgo.tx.us

Cell Phone 956-457-2356

Home Phone 956-624-5126

Home Email grisslzr@yahoo.com

Title Multimedia CoordinatorCarlos Trevino
Work Phone 956-292-7010

Work Phone Extension 6019

Work Email carlos.trevino@co.hidalgo.tx.us

Cell Phone 714-809-4800

Home Email jcarlost@aol.com

Pager 956-268-0014

Title Technician IINazleth Vela
Work Phone 956-292-7010

Work Phone Extension 6007

Work Email nazleth.vela@co.hidalgo.tx.us

Pager 956-268-5591

Customer Reps:

Hidalgo County Judge

Juan D. Salinas Hidalgo County JudgeTitle

956-318-2600Work Phone

956-318-2699Work Fax

Commissioner Precinct 1

Sylvia Handy CommissionerTitle

956-968-8733Work Phone

956-968-1417Work Fax

Commissioner Precinct 2

Hector 'Tito' Palacios CommissionerTitle

956-787-1891Work Phone

956-787-4683Work Fax

Commissioner Precinct 3

Joe M. Flores CommissionerTitle

956-585-2375Work Phone

956-585-2375Work Fax

Commissioner Precinct 4

Oscar Garza Jr. CommissionerTitle

956-383-3112Work Phone

956-381-5905Work Fax
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Customer Reps:

Justice of the Peace - Pct.1

Gilbert Saenz JudgeTitle

956-447-3995Work Phone

956-447-9522Work Fax

Jesus Morales JudgeTitle

956-447-3995Work Phone

956-447-9522Work Fax

Justice of the Peace - Pct.2

Bobby Contreras JudgeTitle

956-687-5088Work Phone

956-687-4990Work Fax

Rosa Trevino JudgeTitle

956-687-5088Work Phone

956-687-4990Work Fax

Justice of the Peace - Pct. 3

Luis Garza JudgeTitle

956-519-8422Work Phone

956-519-1796Work Fax

Ismael Ochoa JudgeTitle

956-519-8422Work Phone

956-519-1796Work Fax

Justice of the Peace - Pct. 4

Charlie Espinoza JudgeTitle

956-380-4473Work Phone

956-380-4029Work Fax

Mary Alice Palacios JudgeTitle

956-380-4473Work Phone

956-380-4029Work Fax

Justice of the Peace - Pct. 5

E. Speedy Jackson JudgeTitle

956-262-3300Work Phone

956-262-4413Work Fax

Constable - Pct. 1

Celestino Avila Jr. ConstableTitle

956-447-3775Work Phone

956-447-8614Work Fax

Constable - Pct. 2

Gilbert Alaniz ConstableTitle

956-783-4664Work Phone

956-783-4664Work Fax
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Customer Reps:

Constable - Pct. 3

Lazaro  Gallardo Jr. ConstableTitle

956-581-6800Work Phone

956-519-4245Work Fax

Constable - Pct. 4

Andres 'Andy' Rios ConstableTitle

956-383-8560Work Phone

956-383-8565Work Fax

Constable - Pct. 5

Eduardo 'Walo' Bazan ConstableTitle

956-262-4200Work Phone

956-262-2919Work Fax

County Court Law 1

Rodolfo Gonzalez JudgeTitle

956-318-2375Work Phone

956-318-2373Work Fax

County Court Law 2

Jaime Palacios JudgeTitle

956-318-2380Work Phone

956-318-2384Work Fax

County Court Law 4

Fred Garza, Jr. JudgeTitle

956-318-2390Work Phone

956-318-2396Work Fax

County Court Law 5

Arnaldo Cantu JudgeTitle

956-318-2460Work Phone

956-318-2463Work Fax

County Court Law 6

Albert Garcia JudgeTitle

956-289-7400Work Phone

Criminal Auxiliary Court A

Homer Salinas JudgeTitle

956-289-7420Work Phone

956-289-7429Work Fax

Criminal Auxiliary Court B

Fidencio Guerra JudgeTitle

956-318-2362Work Phone
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Customer Reps:

Master Court 1

J.M Ramirez JudgeTitle

956-318-2398Work Phone

956-318-2455Work Fax

Master Court 2

Maria Socorro Leos JudgeTitle

956-318-2452Work Phone

956-318-2454Work Fax

Child Protective Court

Ricardo Flores JudgeTitle

956-318-2672Work Phone

Juvenile Justice Court

Maxine L. Longoria JudgeTitle

956-381-0744Work Phone

956-381-0730Work Fax

Adult Probation

Joe Lopez DirectorTitle

956-661-4600Work Phone

956-661-4700Work Fax

Auto License

Arnaldo Morin 956-318-2158Work Phone

956-318-2191Work Fax

Boot Camp

Homer Salinas JudgeTitle

956-380-3311Work Phone

956-380-3324Work Fax

Budget Office

Valde Guerra Budget OfficerTitle

956-292-7025Work Phone

956-292-7034Work Fax

Building and Grounds

Daniel Flores DirectorTitle

956-318-2646Work Phone

956-318-2648Work Fax

Auditor's Office

Ray Eufracio County AuditorTitle

956-318-2511Work Phone

956-318-2577Work Fax
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Customer Reps:

County Clerk

Arturo Guajardo, Jr. County ClerkTitle

956-318-2100Work Phone

956-318-2105Work Fax

Law Library

Angie Z. Chapa Law LibrarianTitle

956-318-2155Work Phone

956-381-4269Work Fax

District Clerk

Laura Hinojosa District ClerkTitle

956-318-2200Work Phone

956-318-2251Work Fax

Drainage District

Godfrey Garza, Jr. District ManagerTitle

956-292-7080Work Phone

956-292-7089Work Fax

Elections

Teresa R.  Navarro Elections AdministratorTitle

956-318-2570Work Phone

956-318-2569Work Fax

Fire Department

Victor Fonseca, Jr. Fire MarshallTitle

956-318-2656Work Phone

956-318-2697Work Fax

Human Resources/Civil Service

Esther A. Cortez DirectorTitle

956-318-2660Work Phone

956-318-2669Work Fax

Indigent Defense

Isidro 'Sid' Sepulveda DirectorTitle

956-318-2367Work Phone

956-318-2893Work Fax

Urban County

Diana Serna Executive DirectorTitle

956-787-8127Work Phone

Jaime Ortega Facility CoordinatorTitle

956-787-8127Work Phone

Maribel Lopez Network CoordinatorTitle

956-787-8127Work Phone

Nydia Vega Administrative CoordinatorTitle

956-787-8127Work Phone
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Customer Reps:

Tax Office

Armando Barrera Tax Assessor CollectorTitle

956-318-2157Work Phone

Fernando  Cantu Account Reports SpecialistTitle

956-318-2157Work Phone

Health Department

Eduardo Olivarez Chief Admin. OfficerTitle

Rigo Hinojosa

Vendor Reps:

Total Technologies

John Mathis

PresidentTitle
281-448-7676Work Phone

mmurphy@totaltec.comEmail

Lee Warren

281-448-7676Work Phone

Kelly Green

281-448-7676Work Phone

Information Design, Inc.

John Green

303 792- 2990Work Phone

Jim Grimm

303-792-2990Work Phone

Calence

Cathi Whelan

512-691-2043Work Phone

Lava Concepts

Technical Support

956-648-9559Work Phone

County Information Resources Agency - CIRA

Gayle Latham

512-478-8753Work Phone

Tyler Technologies

Dawson Tyler

469-585-8361Work Phone
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Vendor Reps:

IPSwitch

Technical Support

706-312-3500Work Phone

Dell

Customer Support

1800-981-3355Work Phone

AT&T

Customer Service

1800-332-4387Work Phone

Reliant Energy

Yesenia Zamarron

713-497-3082Work Phone

Excel Meridian - Technical Support

Technical Support

1800-995-1014Work Phone
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Report Description:

This report lists all the characteristics of every Application organized by application name.

Budget Application Program

Application Profile

Application ID APP0000016

Application Name Budget Application Program

Description Budget Application Program (BAP)- Budget Preparation

Business Function Budget Preparation

DepartmentalApplication Type

Oralia Regino (EMP0000004)Application Owner

BIA Last Updated 5/14/2007  12:00:00PM

Application Characteristics

Operating System Window XP

Program Languages Visual Basic for Applications

Desktop Data Storage C:\Budget Backup\

Application Configuration

Backup Detail

Application Backup Daily

Enterprise Recovery Information

Criminal Justice Information System (AbleTerm)

Application Profile

Application ID APP0000002

Application Name Criminal Justice Information System (AbleTerm)

Description County wide application, all main infrastructure and equipment hosted at a central site.

Business Function Criminal Tracking System

DepartmentalApplication Type

Vivian Barrera (EMP0000015)Application Owner

Application Characteristics

Application Configuration

Backup Detail

Application Backup Nightly - Data Center

Enterprise Recovery Information
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DataNAS - 10.1.1.150

Application Profile

Application ID APP0000019

Application Name DataNAS - 10.1.1.150

Description Network storage server for County Clerks.

Business Function Data Storage

EnterpriseApplication Type

Juan Deleon (EMP0000008)Application Owner

Tyler Technologies (VND0000007)Vendor Org

BIA Last Updated 5/17/2007  12:00:00PM

Application Characteristics

Operating System Proprietary

Location Hidalgo County Courthouse (LOC0000001)

Desktop Data Storage na

External File Requirements na

Application Configuration

IP Address/Range 10.1.1.150

Data Sensitivity Highly Sensitive-Customer

Backup Detail

Application Backup Daily

Backup Source Code Nightly - Data Center

Backup Type Raw Data

Media Cartridge Tape

Backup Frequency Daily Incremental, Weekly Full

Schedule Yes

Enterprise Recovery Information

Internal Vendor Juan Deleon (EMP0000008)

RPO (Hours)  24.00

RTO (Hours)  24.00
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Disaster Recovery Plan6/5/2007

DataNAS - 10.1.1.200

Application Profile

Application ID APP0000024

Application Name DataNAS - 10.1.1.200

Description Network storage server for Hidalgo County

Business Function Data Storage

EnterpriseApplication Type

Stan Ramos (EMP0000005)Application Owner

Excel Meridian - Technical Support (VND0000013)Vendor Org

BIA Last Updated 5/14/2007  12:00:00PM

Application Characteristics

Operating System Proprietary

Location Hidalgo County Courthouse (LOC0000001)

Desktop Data Storage na

External File Requirements na

Application Configuration

License Req's 1CH40915

IP Address/Range 10.1.1.200

Data Sensitivity Highly Sensitive-Customer

Backup Detail

Backup Available Yes

Application Backup Weekly

Backup Source Code N/A

Backup Type Raw Data

Media Data Cartrige

Backup Frequency Weekly Full

Schedule Yes

Backup Password Yes

Enterprise Recovery Information

Internal Vendor Stan Ramos (EMP0000005)

RPO (Hours)  24.00

RTO (Hours)  24.00

Electrical Grid

Application Profile

Application ID APP0000021

Application Name Electrical Grid

Description Power grid that supplies electricity for county IT distribution facilities.

EnterpriseApplication Type

Renan Ramirez (EXEC000001)Application Owner

Application Characteristics

Application Configuration

Backup Detail

Enterprise Recovery Information
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Application Details Hidalgo County

Disaster Recovery Plan6/5/2007

Head Start Family Information System

Application Profile

Application ID APP0000023

Application Name Head Start Family Information System

Description is a data collection system used to track all family and child information

DepartmentalApplication Type

Application Characteristics

Application Configuration

Backup Detail

Enterprise Recovery Information

IMail - Services

Application Profile

Application ID APP0000018

Application Name IMail - Services

Description Sharing of Calendar

Business Function Email Services

EnterpriseApplication Type

Carlos Garcia (EMP0000007)Application Owner

IPSwitch (VND0000008)Vendor Org

Application Characteristics

Operating System Microsoft Windows 2000 Server

Location Hidalgo County Administration Bldg. (LOC0000004)

Internet Accessible Yes

Can Co-Exist Yes

Application Configuration

License Req's SL4-0000183154

Protocol Req's TCP/IP, SMTP, POP

Port Req's 80, 110, 25, 443

IP Address/Range 68.88.107.134, 68.88.107.135

Data Sensitivity Highly Sensitive-Customer

Min. Client Req's MS Internet Explorer, Outlook Express, Outlook

Backup Detail

Backup Available Yes

Backup Type Raw Data

Media Disk Drive

Backup Frequency Other

Enterprise Recovery Information

Internet, PRIs and Special Circuits

Application Profile

Application ID APP0000020

Application Name Internet, PRIs and Special Circuits

Description Communication lines for Network LAN/WAN

EnterpriseApplication Type

Renan Ramirez (EXEC000001)Application Owner

Application Characteristics

Application Configuration

Backup Detail

Enterprise Recovery Information
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Network LAN/WAN

Application Profile

Application ID APP0000015

Application Name Network LAN/WAN

Description Countywide network and telecommunication

Business Function Provide access to network resources.

EnterpriseApplication Type

Juan Deleon (EMP0000008)Application Owner

Calence (VND0000001)Vendor Org

BIA Last Updated 5/17/2007  12:00:00PM

Application Characteristics

Operating System Cisco ISO

Program Languages NA

Location Hidalgo County Courthouse (LOC0000001)

Desktop Data Storage NA

External File Requirements NA

Application Configuration

Protocol Req's All protocols

Port Req's 10/100 ports

IP Address/Range 10.100.101.1 -10.100.146.254

Known Bottlenecks Users

Backup Detail

Backup Available Yes

Backup Password Yes

Enterprise Recovery Information

External Vendor Calence (VND0000001)

Internal Vendor Juan Deleon (EMP0000008)

RPO (Hours)  4.00

RTO (Hours)  4.00

Sage Financial

Application Profile

Application ID APP0000003

Application Name Sage Financial

Description The SAGE system is the county's financial application system.

Business Function Financial System

DepartmentalApplication Type

Renan Ramirez (EXEC000001)Application Owner

Application Characteristics

Application Configuration

Backup Detail

Backup Available Yes

Application Backup Nightly - Data Center

Backup Source Code Nightly - Data Center

Enterprise Recovery Information

External Vendor Information Design, Inc. (VND0000003)

Hidalgo County - Confidential 22



Application Details Hidalgo County

Disaster Recovery Plan6/5/2007

Time & Attendance Program

Application Profile

Application ID APP0000014

Application Name Time & Attendance Program

Description Hidalgo County's Time and Attendance Program (TAAP)

Business Function Time and Attendance

DepartmentalApplication Type

Charles Graham (EMP0000013)Application Owner

Lava Concepts (VND0000005)Vendor Org

BIA Last Updated 5/17/2007  12:00:00PM

Application Characteristics

Operating System Windows 2000

Program Languages C Sharp

Location Hidalgo County Administration Bldg. (LOC0000004)

Internet Accessible Yes

Can Co-Exist Yes

Desktop Data Storage 40mb

External File Requirements n/a

Application Configuration

Storage Req's n/a

License Req's n/a

Protocol Req's tcp/ip

Port Req's 80

IP Address/Range 10.100.100.x

Data Sensitivity Internal Use Only

Min. Client Req's 0

Encryption Req's 0

Third Party Req's 0

Backup Detail

Backup Available Yes

Application Backup Nightly - Data Center

Backup Type Raw Data

Media Disk Drive

Backup Frequency Daily Full

Schedule Yes

Enterprise Recovery Information

External Vendor Lava Concepts (VND0000005)

Internal Vendor Charles Graham (EMP0000013)

RPO (Hours)  12.00

RTO (Hours)  24.00
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VOIP Telephone System (ShoreTel)

Application Profile

Application ID APP0000001

Application Name VOIP Telephone System (ShoreTel)

Description Converged voice and data network county wide.

Business Function County wide Telecom System

EnterpriseApplication Type

Cruz Quintana (EMP0000009)Application Owner

Total Technologies (VND0000002)Vendor Org

BIA Last Updated 4/28/2007  12:00:00PM

Application Characteristics

Operating System N/A

Program Languages N/a

Location Hidalgo County Courthouse (LOC0000001)

Internet Accessible Yes

Application Configuration

Storage Req's 80 Gigs

Seats/Units  5

License Req's Main, remotes, sites, phones, auxillary software

Protocol Req's TCP/IP, UDP

Network Req's 10/100 Prioritized

Port Req's random

IP Address/Range 10.2.1.2 - 10.2.1.25

Data Sensitivity Internal Use Only

Known Bottlenecks Core & WAN

Batch Processing N/A

Backup Detail

Backup Available Yes

Application Backup Weekly

Backup Source Code N/A

Backup Type Raw Data

Media Disk Drive

Backup Frequency Weekly Full

Automated Backups Yes

Backup Password Yes

Enterprise Recovery Information

External Vendor Total Technologies (VND0000002)

Internal Vendor Cruz Quintana (EMP0000009)

RPO (Hours)  0.10

Priority Sequence  1
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Web - Services

Application Profile

Application ID APP0000012

Application Name Web - Services

Description County Websites & Judicial Search

Business Function County Wide

DepartmentalApplication Type

Carlos Garcia (EMP0000007)Application Owner

Dell (VND0000009)Vendor Org

Application Characteristics

Operating System Microsoft Windows 2000 Server

Location Hidalgo County Administration Bldg. (LOC0000004)

Internet Accessible Yes

Can Co-Exist Yes

Application Configuration

Protocol Req's TCP/IP

Port Req's 80, 443

IP Address/Range 68.88.107.133

Data Sensitivity Highly Sensitive-Customer

Min. Client Req's Microsoft Internet Explorer

Backup Detail

Backup Available Yes

Backup Type Raw Data

Media Disk Drive

Enterprise Recovery Information
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Alternate Site in Plan Details Hidalgo County

Disaster Recovery PlanDisaster Recovery Plan
6/5/2007

Report Description:

This report lists all the characteristics of every Location record organized by its geography.

Country: United States

State/Province: Texas

City: Edinburg

Site Name: Administration Bldg Annex (KMart)
LOC0000006Location ID

Address 1 2802 S. Closner Blvd.

Office AreaNormal Function

üWork Area Recovery

Data Center ü

üOps Center

Core Component/Plan Specific Information

General Plan Segment

Site Name: Hidalgo County Administration Bldg.
LOC0000004Location ID

Address 1 100 E. Cano 2nd Floor

Office AreaNormal Function

Public AccessSite Control

Data Center ü

Core Component/Plan Specific Information

General Plan Segment

Site Name: Hidalgo County Courthouse
LOC0000001Location ID

Address 1 Hidalgo County Courthouse 1st Floor

Address 2 100 N. Closner Blvd.

Main Phone Number 956-292-7010

Room Or Area ID IT Department

Network Ops CenterNormal Function

Public AccessSite Control

Number of Personnel  16

EXEC000001, Ramirez ,RenanSite Contact

üWork Area Recovery

üCommand Control Center

Data Center ü
Non Data Storage ü

üOps Center

Digital Media Storage ü
Main Network OpsAdditional Details

Core Component/Plan Specific Information

General Plan Segment

Hidalgo County - Confidential 26



Alternate Site in Plan Details Hidalgo County

Disaster Recovery PlanDisaster Recovery Plan
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Country: United States

State/Province: Texas

City: Mission

Site Name: Commissioner PCT 3
LOC0000005Location ID

Address 1 724 North Breyfogle Road

Main Phone Number 956-585-4509

Network Ops CenterNormal Function

Public AccessSite Control

üWork Area Recovery

üCommand Control Center

Alternative Location #1Additional Details

Core Component/Plan Specific Information

General Plan Segment

City: Weslaco

Site Name: Commissioner PCT 1
LOC0000003Location ID

Address 1 1902 Joe Stephens Ave.

Main Phone Number 956-968-8733

Network Ops CenterNormal Function

üWork Area Recovery

üCommand Control Center

Alternative Site #2Additional Details

Core Component/Plan Specific Information

General Plan Segment
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Team Positions and People Hidalgo County

Disaster Recovery PlanDisaster Recovery Plan
6/5/2007

This report shows how people are organized to execute their plan (e.g.Teams. Positions on Teams, and who's assigned to 

fill each position, including employees, vendor and customer representatives.)

Report Description:

General Recovery

Network LAN/WAN Support Team

Coordinate the activities required to restore and recover the server systems, utility, application software and 

data at the Alternate Facility.

Team Leader

Network LAN/WAN Support Team - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Network LAN/WAN Support Team - Team Leader Alternate

Mike Robledo, Info System Admin

Team Member

Network LAN/WAN Support Team - Team Member

Carlos Garcia, Technician V

Juan Deleon, Technician IV

Cruz Quintana, Telecomm Manager

DataNAS Recovery Team

Central Data File servers for the users of the county

Team Leader

DataNAS - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

DataNAS - Team Leader Alternate

Mike Robledo, Info System Admin

Team Member

DataNAS - Team Member

Stan Ramos, Technician III

Carlos Garcia, Technician V

Criminal Justice Recovery Team

Criminal Justice System (AbleTerm)

Team Lead

Criminal Justice Recovery - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Criminal Justice Recovery - Team Leader Alternate

Mike Robledo, Info System Admin

Team Member

Criminal Justice Recovery - Team Member

Vivian Barrera, Technician II

Sage Financial

County wide financial system application
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Disaster Recovery PlanDisaster Recovery Plan
6/5/2007

Sage Financial

County wide financial system application

Team Leader

Sage Financial - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Sage Financial - Team Leader Alternate

Charles Graham, Application Developer II

VOIP Telephone System (ShoreTel)

County wide telephone system, this system is designed in a modular architecture

Team Leader

Shoretel Recovery - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Shoretel Recovery - Team Leader Alternate

Stan Ramos, Technician III

Team Member

Shoretel Recovery - Team Member

Juan Deleon, Technician IV

Charles Graham, Application Developer II

TAAP

Time Attendance Application Program

Team Leader

TAAP - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

TAAP - Team Leader Alternate

Mike Robledo, Info System Admin

Team Member

TAAP - Team Member

Oralia Regino, Application Developer II

Charles Graham, Application Developer II

BAP

Budget Application Program

Team Leader

BAP - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

BAP - Team Leader Alternate

Mike Robledo, Info System Admin
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Disaster Recovery PlanDisaster Recovery Plan
6/5/2007

BAP

Budget Application Program

Team Member

BAP - Team Member

Oralia Regino, Application Developer II

Charles Graham, Application Developer II

IMail - Services

County wide email services

Team Leader

Email - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Email - Team Leader Alternate

Carlos Garcia, Technician V

Web Services

County wide web servers and applications

Team Leader

Web Services - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Web Services - Team Leader Alternate

Carlos Garcia, Technician V

Internet, PRIs and Special Circuits

Communication lines for Network LAN/WAN

Team Leader

Internet, PRI - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Internet, PRI - Team Leader Alternate

Carlos Garcia, Technician V

Team Member

Internet, PRI - Team Member

Juan Deleon, Technician IV

Cruz Quintana, Telecomm Manager

Electrical Grid

Power Failure

Team Leader

Electrical Grid - Team Leader

Renan Ramirez, Chief Information Officer

Team Leader - Alt

Electrical Grid - Team Leader Alternate

Daniel Flores, Building and Grounds
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Electrical Grid

Power Failure

Team Member

Electrical Grid - Team Member

Carlos Garcia, Technician V

Urban County Finance Program

Finance system

Team Leader - Alt

Urban County - Facility Coordinator

Jaime Ortega, Urban County

Team Leader

Urban County - Recovery Manager

Diana Serna, Urban County

Team Member

Urban County - Network Coordinator

Maribel Lopez, Urban County

Team Administrator

Urban County - Administrative Coordinator

Nydia Vega, Urban County

Automated Tax Collection System

Tax Collection System

Team Leader

Tax - Team Leader

Armando Barrera, Tax Office

Team Leader - Alt

Tax - Team Leader Alternate

Fernando  Cantu, Tax Office

Health Dept. Systems

Health Dept. Client/Medical Records System

Team Leader

Health - Team Leader

Eduardo Olivarez, Health Department

Team Leader Alt

Health - Team Leader Alternate

Rigo Hinojosa, Health Department
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Dependency Map Hidalgo County

Disaster Recovery Plan6/5/2007

This report graphically depicts core components with up and downstream interdependencies.

Report Description:

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Hardware - County Core 

(Core0000001)
è A - VOIP Telephone System (ShoreTel) (APP0000001)

è A - Electrical Grid (APP0000021)

è
H - Perimeter Router (Core0000004)

è
H - VPN Concentrator (Core0000005)

è
H - PIX Firewall (Core0000006)

è
H - IDS (Core0000007)

è
H - Core Router (Core0000008)

è
H - Core Switch (Core0000009)

è
H - T1 Router (Core0000010)

è
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Disaster Recovery Plan6/5/2007

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Hardware - Web Server (DMZ0003) è H - DMZ 0- Servers (DMZ0000)

è H - Servers - DMZ (DMZ0000001)

Hardware - Mail Server (DMZ0004) è H - DMZ 0- Servers (DMZ0000)

è H - Servers - DMZ (DMZ0000001)

è A - VOIP Telephone System (ShoreTel) (APP0000001)

è A - Web - Services (APP0000012)

Hardware - SQL Server (DMZ0005) è H - DMZ 0- Servers (DMZ0000)

è H - Servers - DMZ (DMZ0000001)

è
H - Servers - DMZ (DMZ0000001)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Hardware - Servers - DMZ 

(DMZ0000001)
è H - IDS (Core0000007)

è H - SQL Server (DMZ0005)

è
H - DNS1 Server (DMZ0001)

è
H - DNS2 Server (DMZ0002)

è
H - Web Server (DMZ0003)

è
H - Mail Server (DMZ0004)

è
H - SQL Server (DMZ0005)

è
H - VPN Concentrator (DMZ0006)

è
H - Webshield Server (DMZ0007)

è
H - DMZ 0- Servers (DMZ0000)

è
è
è
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Disaster Recovery Plan6/5/2007

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Hardware - Servers - Internal 

(Internal00001)
è

H - DC/DHCP/Active Directory (Internal0001)

è
H - IM (communicator) Serverc (Internal0003)

è
H - INET Server (Internal0004)

è
H - DataNAS Server - County Clerks (Internal0006)

è
H - DataNAS Server - County WAN (Internal 0007)

è
H - Shoretel Dist. Server (Internal0008)

è
H - Archive Server (Internal0009)

è
H - Software Server (Internal0010)

è
H - Servers - Internal (Internal0000)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

è
è
è
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

A - Criminal Justice Information System (AbleTerm) 

(APP0000002)
Hardware - Routers (Routers00001) è A - VOIP Telephone System (ShoreTel) (APP0000001)è

è
H - Sheriffs (Routers001)

è
H - County Clerks Mcallen Sub. (Routers002)

è
H - JP 5,1 Jackson (Routers003)

è
H - JP 2,2 Contreras (Routers004)

è
H - JP 4,2 Palacios (Routers005)

è
H - JP 4,1 Espinoza (Routers006)

è
H - PCT 1 (Routers007)

è
H - JP 2,1 Trevino (Routers008)

è
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Disaster Recovery Plan6/5/2007

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

H - PCT 3 (Routers009)

è
H - PCT 2 (Routers010)

è
H - San Juan CRC (Routers012)

è
H - Building & Grounds (Routers013)

è
H - PCT4 (Routers014)

è
H - Elections Warehouse (Routers015)

è
H - PCT 3 Shop (Routers016)

è
H - Sunset Park (Routers017)

è
H - Routers (Routers000)

è
è
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Hardware - Servers - Remote 

(Remote00001)
è

H - PCT1 - Shoretel Server (Remote0001)

è
H - PCT2 - Shoretel Server (Remote0002)

è
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Disaster Recovery Plan6/5/2007

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

A - Criminal Justice Information System (AbleTerm) 

(APP0000002)
Hardware - Layer 3 Switches 

(Switch00001)
è A - VOIP Telephone System (ShoreTel) (APP0000001)è

è
H - Courthouse 1st Floor- County/District Clerks IDF 

(Switch0001)

è
H - Courthouse 2nd Floor - IDF 2A, 2B, 2C 

(Switch0002)

è
H - Courthouse 3rd Floor - IDF 3A, 3B (Switch0003)

è
H - Courthouse Annex - Collections IDF (Switch0004)

è
H - Admin Bldg. 1st Floor - Tax Office (Switch0005)

è
H - Admin Bldg 3rd Floor - Auditors IDF (Switch0006)

è
H - Admin Bldg 4th Floor - Purchasing IDF 

(Switch0007)

è
H - Elections - Elections IDF (Switch0008)

è
è
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Hardware - Shoretel Switches 

(Shoretel00001)
è A - VOIP Telephone System (ShoreTel) (APP0000001)è

H - Courthouse - IT Dept. (Shoretel1)

è
H - Courthouse- Annex (Shoretel2)

è
H - Admin Bldg. - ITRC (Shoretel3)

è
H - Admin Bldg. - 4th Floor (Shoretel4)

è
H - Elections (Shoretel5)

è
H - JP 4,1 Espinoza (Shoretel6)

è
H - JP 4,2 Palacios (Shoretel7)

è
H - PCT 4 (Shoretel8)

è
H - Drainage District (Shoretel9)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

è
H - San Juan (Shoretel10)

è
H - Building & Grounds (Shoretel11)

è
H - JP 2,1 Trevino (Shoretel12)

è
H - JP 2,2 Contreras (Shoretel13)

è
H - PCT1 - Weslaco (Shoretel14)

è
H - PCT2 - Pharr (Shoretel15)

è
H - PCT3 - Mission (Shoretel16)

è
H - JP 5,1 Jackson (Shoretel17)

è
H - Elections Warehouse - Pharr (Shoretel18)

è
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

H - Sunrise Hill - Weslaco (Shoretel19)

è
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Application - Criminal Justice 

Information System (AbleTerm) 

(APP0000002)

è H - Routers (Routers00001)

è H - Layer 3 Switches (Switch00001)

è A - Electrical Grid (APP0000021)

è
H - Sheriffs (Routers001)

è
H - County Clerks Mcallen Sub. (Routers002)

è
H - JP 5,1 Jackson (Routers003)

è
H - JP 2,2 Contreras (Routers004)

è
H - JP 4,2 Palacios (Routers005)

è
H - JP 4,1 Espinoza (Routers006)

è
H - PCT 1 (Routers007)

è
H - JP 2,1 Trevino (Routers008)

è
H - PCT 3 (Routers009)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

è
H - PCT 2 (Routers010)

è
H - San Juan CRC (Routers012)

è
H - Courthouse 1st Floor- County/District Clerks IDF 

(Switch0001)

è
H - Courthouse 2nd Floor - IDF 2A, 2B, 2C 

(Switch0002)

è
H - Courthouse 3rd Floor - IDF 3A, 3B (Switch0003)

è
H - Courthouse Annex - Collections IDF (Switch0004)

è
H - Admin Bldg. 1st Floor - Tax Office (Switch0005)

Application - Sage Financial 

(APP0000003)
è

H - Auditors - Sage Server (Internal017)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Application - VOIP Telephone System 

(ShoreTel) (APP0000001)
è H - Servers - Internal (Internal00001)

è H - Routers (Routers00001)

è H - Servers - Remote (Remote00001)

è H - Layer 3 Switches (Switch00001)

è H - Shoretel Switches (Shoretel00001)

è A - Electrical Grid (APP0000021)

è
H - County Core (Core0000001)

è
H - Perimeter Router (Core0000004)

è
H - Core Router (Core0000008)

è
H - Core Switch (Core0000009)

è
H - T1 Router (Core0000010)

è
H - DNS1 Server (DMZ0001)

è
H - Mail Server (DMZ0004)

è
H - DC/DHCP/Active Directory (Internal0001)

è
H - Routers (Routers000)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

è
H - Courthouse - IT Dept. (Shoretel1)

è
H - Routers (Routers00001)

è
H - Layer 3 Switches (Switch00001)

è
H - Shoretel Switches (Shoretel00001)

è

Application - Web - Services 

(APP0000012)
è H - Servers - DMZ (DMZ0000001)

è H - Servers - Internal (Internal00001)

è A - Internet, PRIs and Special Circuits (APP0000020)

è A - Electrical Grid (APP0000021)

è
H - Mail Server (DMZ0004)

è
H - Archive Server (Internal0009)

Application - Time & Attendance 

Program (APP0000014)
è H - Servers - DMZ (DMZ0000001)

è H - Routers (Routers00001)

è H - Layer 3 Switches (Switch00001)

è A - Electrical Grid (APP0000021)
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Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

Application - Network LAN/WAN 

(APP0000015)
è H - County Core (Core0000001)

è H - Servers - DMZ (DMZ0000001)

è H - Servers - Internal (Internal00001)

è A - VOIP Telephone System (ShoreTel) (APP0000001)

è A - DataNAS - 10.1.1.150 (APP0000019)

è A - Internet, PRIs and Special Circuits (APP0000020)

è A - Electrical Grid (APP0000021)

è
H - Perimeter Router (Core0000004)

è
H - VPN Concentrator (Core0000005)

è
H - PIX Firewall (Core0000006)

è
H - IDS (Core0000007)

è
H - Core Router (Core0000008)

è
H - Core Switch (Core0000009)

è
H - T1 Router (Core0000010)

è
H - DNS1 Server (DMZ0001)

è
H - DNS2 Server (DMZ0002)
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Dependency Map Hidalgo County

Disaster Recovery Plan6/5/2007

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

è
H - VPN Concentrator (DMZ0006)

è
H - Webshield Server (DMZ0007)

è
H - DC/DHCP/Active Directory (Internal0001)

è
H - IM (communicator) Serverc (Internal0003)

è
H - INET Server (Internal0004)

è
H - Software Server (Internal0010)

Application - Budget Application 

Program (APP0000016)
è A - Electrical Grid (APP0000021)

Application - IMail - Services 

(APP0000018)
è A - Electrical Grid (APP0000021)

Application - DataNAS - 10.1.1.150 

(APP0000019)
è A - Electrical Grid (APP0000021)è

H - DataNAS Server - County WAN (Internal 0007)

è
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Dependency Map Hidalgo County

Disaster Recovery Plan6/5/2007

Legend:

Process Application Hardware è High Criticality Medium Criticalityè Low Criticalityè

A - Web - Services (APP0000012)Application - Internet, PRIs and 

Special Circuits (APP0000020)
è A - Electrical Grid (APP0000021)è

è

A - Criminal Justice Information System (AbleTerm) 

(APP0000002)
Application - Electrical Grid 

(APP0000021)
è
è

H - County Core (Core0000001)

è
è
è
è
è
è
è
è

Application - Head Start Family 

Information System (APP0000023)

Application - DataNAS - 10.1.1.200 

(APP0000024)
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Hardware & Software description 
 Hidalgo County Head Start Program automated data is stored at the administration 
 building in the Management Information System (MIS) department.  All automated data 
 is kept online on two file servers.  Both servers are running Novell NetWare version 5.0.  
 The main server stores and shares all user/department files, MIS software/data, Finance 
 software/data, Personnel software/data, Risk Management software/data, Staff 
 Development software/data, Transportation software/data, Procurement software/data, 
 Education software/data, Family Literacy & Transition software/data, Mental Health 
 software/data, Health software/data, Special Services & Nutrition software/data, Family 
 Services software/data.  All information on the server is backed up on a daily basis.  An 
 unattended full system backup is scheduled to run every evening at 11:59 p.m. 
 
 Hardware: 

*  The primary server is a Dell PowerEdge 4300 with 1 GB of memory and 
 three 9GB drives with RIAD 5 configuration.  The server holds 2 Intel 
 Pro/1000 gigabit, fiber optic, server adapters, 1 Intel Pro 100+Ethernet 
 adapter, 2 Hewlett Packard 100VG Ethernet adapters.  This unit shares all 
 user/department files. 

*  The secondary server is a digital Prioris HX 5133 with 512 MB of 
 memory and two 2GB drives and two 4GB drives with RAID 0 
 configuration.  The server holds one 3Com 10/100 Ethernet adapter, and 
 one 10 Mbps Ethernet adapter.  This unit is primarily used as a print server 
 and contains Office Suite software that is run off the network. 

*  An internal DLT4000 tape backup is installed on the primary server.  This 
 unit can store up to 40 GB (compressed) of information on one DLT tape. 

*  An American Power Conversion (APC) Smart-UPS (Uninterruptible 
 Power Supply) 2200, and 1400 battery backup units supply 5 – 15 minutes 
 of backup power to the file servers in case of an electrical power outage. 

*  A Hewlett Packard ProCurve Switch 4000M that contains seven 8 port, 
 10/100 Mbps modules and two 1 port 1000 Mbps modules.  The 
 transmitting/receiving of data between the workstations and server are 
 handled through this unit. 

*  Three Hewlett Packard AdvanceStack 100VG, 15 port, 10/100 Mbps, 
 hubs.  The transmitting/receiving of data between the workstations and 
 server and the hub and server are handled through this unit. 

*  Two Digital MultiStack 90T-16, 16 port, 10 Mbps, repeaters. The 
 transmitting/receiving of data between the workstations/printers and server 
 are handled through this unit. 

*  One Intel Express 8100 router is connected to the HP 4000M switch at 
 100 Mbps over the Local Area Network (LAN).  This unit will allow any 
 workstation which has been properly setup for access to the Internet via an 
 ISDN line. 
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Software: 
* Novell NetWare version 5.0 is the networking operating system installed 

on the servers.  The storage space is separated into 5 separate volumes on    
the server (SYS:, Vol1:, Vol2:, Vol3:, Vol4:) and 5 separate volumes on 
the secondary server (SYS:, Vol1:, Vol2:, Vol3:, Vol4:).  The primary 
server’s network name is HCHSP0 and the secondary is HCHSP1. 

* Veritas Backup Exec version 8.0 (Enterprise Edition) is the software used 
to backup the data on the servers.  This software version can handle a 
multiple server environment. 

* MIP NonProfit Series is the fund accounting software used by Hidalgo 
County Head Start Program.  This program handles financial data, current 
and historical, to include general ledger, payroll, accounts payable, 
encumbrances, purchase orders, and fixed assets.  This software is stored 
on VOL3: of the primary server along with most of the data pertaining to 
the finance department. 

* Head Start Family Information System (HSFIS) is a data collection system 
used to track all family and child information, current and historical, to 
include family demographics (Family Services), child development 
(Education), child health (Mental Health/Special Services & Nutrition), family 
(Family Services), transition (Family Literacy & Transition), volunteer and inkind 
(Finance), staff (Personnel/Staff Development), community resources (All 
Departments), center, program and setup information.  This software is 
stored on VOL4: of the primary server along with most of the data 
pertaining to the MIS department. 

* Microsoft Office 2000 Professional (Access, Excel, Outlook, PowerPoint, 
Publisher, Word), Corel WordPerfect Office 2000 (WordPerfect, 
QuatroPro, Presentations), and Lotus 123 are the software titles that are 
run off the LAN.  These programs are contained in the secondary server.  
This server handles all print queue information submitted by users on 
VOL1:.  Lotus 123 is stored on VOL2:, Microsoft Office 2000 
Professional is stored on VOL3:, and Corel WordPerfect Office 2000 is 
stored on VOL4: of the secondary server. 

* Original copies of the software listed will be cataloged and kept in the 
same fireproof cabinets as the backup tapes(Planned for October 2001).  
Backup copies of the software will be created on CD-Rom and kept at the 
off-site location along with copies of their license numbers.(Planned upon 
receiving fireproof cabinets for off-site location.) 
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Backup Description: 
 The information that is stored by the backup software and hardware 
 described previously is kept on DLT4000 compatible tapes.  The daily 
 backups are scheduled to run automatically and unattended at 11:59 p.m.  
 every workday.  The tapes used can store up to 70GB (compressed) of  
 data.  Each tape is labeled with the day of the week of when that backup  
 was run and then overwritten on the same day of the following week.  This 
 gives the agency 5 days of data recovery.  A monthly backup is also run 
 on the first workday of every month.  This is a new procedure that began  
 on September 2001.  The daily backup tapes are rotated every workday 
 morning.  The tapes are locked and stored in a fireproof cabinet with the  
 drawer marked “Backup Tapes”, in the MIS department.  A two drawer fireproof 
 cabinet was order on September 2001.  This cabinet will be placed in the 
 Edinburg IV center where the “Monday” and “Friday” tapes will be rotated, 
 locked and stored off-site.  The keys to the cabinet are kept by the MIS assistant 
 (Blanca Mayorga) which are issued to an MIS clerk to initiate the daily backup 
 procedure.  A backup procedure log has been established on September of 2001.  
 This log is updated each time a backup tape is loaded/unloaded from the server.  
 The log is kept in the same drawer with the backup tapes.  The MIS assistant will 
 be responsible to check the log once a week for proper documentation. 
 
Off-Site Location Description: 
 The off-site location chosen was Edinburg IV.  This location was selected for the 
 following reasons: 
 1.  Location:  The Edinburg IV center is located near the administration  
    office for easier accessibility. 
 2.  Ownership:  This center is owned by Hidalgo County Head Start  
    Program.  This allows us to have access to the information  
    at any given time. 
 3.  Security:  This center has s security alarm system. 
 4.  Space 
      Availability: This newly built center has the available space needed for  
    the storage cabinet. 
 
Disaster Recovery: 
 Currently, hardware used to recover information from backup tapes is only 
 available at the administration building.  This hardware that was previously listed 
 must be in operational condition to recover any data.  In the event that the 
 equipment needed is non-operational the agency must replace those items before 
 any restoration of data is done.  Once the equipment for recovery is available 
 backup tapes from either the administration or off-site location, depending on 
 availability, may be used.  The information restored will be recovered by priority.  
 Priority “1” is the highest to priority “10” the lowest. 
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The following table illustrates priority sequences by department and hardware and software 
requirements.  These are minimal automation requirements needed to keep the department 
operational.  Optimal requirements that match or surpass the current implemented. 

 
Priority Department Minimum Hardware Requirements Software 

1 Finance, 
Procurement 

Server requirements: 
Single Intel 200 MHz processor, 128 MB RAM,  
3 GB HD, Fast Ethernet compatible hardware,  
Novell 5.0, Windows Server 2000 operating system 
 
Workstation Requirements: 
Single Intel 200 MHz processor, 128 MB RAM, 
600 MB HD, SVGA Monitor, Laser printer, Fast 
Ethernet compatible hardware, MS Windows 98 
or higher 

MIP software 
data from tape 
backup system 
 
 
 
MIP 
workstation 
files 

2 
 

MIS Server requirements: 
Single Intel 1 GHz processor (currently running 
On a 600 MHz server), 256 MB RAM, *73 GB, 
10,000 RPM, SCSI HD, Novell. Windows 2000 
Server operating systems 
 
Workstation Requirements: 
Single Intel 800 MHz processor (currently 
running on 133-1000 MHz workstations), 128 MB 
RAM, *4 GB HD, SVGA Monitor, Laser Printer, 
MS Windows 95/98/NT/2000/ME 
 
*The average minimum hard drive space 
requirements for HSFIS family data storage is 10 
MB per 100 families per year. 
 

HSFIS 
software, data 
from tape 
backup system 
 
 
HSFIS 
Workstation 
files 

2 Personnel Single Intel 200 MHz processor, 64 MB RAM, 2 
GB HD, SVGA Monitor, Laser Printer, MS 
Windows 98/2000 

Microsoft 
Access, Word, 
and 
WordPerfect 

3 All other 
departments if 
needed 

Single Intel 200 MHz processor, 64 MB RAM, 2 
GB HD, SVGA Monitor, Laser/Inkjet Printer, MS 
Windows 98/2000 

Microsoft 
Word, Excel, 
Access, and 
WordPerfect 
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The following is a list of current files stored on tape: 
 MIS Department : 
  Head Start Family Information System (HSFIS) program.  All family and child  
  information, current and historical, to include family demographics (Family  
  Services),child development (Education), child health     
  MentalHealth/Health/Special Services & Nutrition), family development   
  transition (Family Literacy & Transition), volunteer and inkind (Finance), staff  
  (Personnel/Staff Development), and community resources (All Departments)  
  information. 
  All system data, current and historical, to include agency, center    
  program sessions, and setup information. 
 
  Any individual files created by the MIS department and stored on a volume of the 
  file server. 
 
 Finance Department : 
  MIP NonProfit Series program (fund accounting program) 
  All financial data, current and historical, to includegenral ledger, payroll, accounts 
  payable, encumbrance, purchase orders, and fixed assets. 
 
  Any individual files created by the personnel department and stores on a volume  
  of the file server. 
 
 Personnel Department : 
  Staff information kept on a Microsoft Access database.  Staff data tracked on the  
  HSFIS program. 
 
  Any individual files created by the risk management department and stores on a  
  volume of the file server. 
 
 Risk Management : 
  Employee COBRA information. 
 
  Any individual files created by the risk management department and stored on a  
  volume of the file server. 
 
 Staff Development: 
  Staff development information tracked through the HSFIS program. 
 
  Any individual files created by the staff development department and stored on a  
  volume of the file server. 
 
 Transportation & Maintenance : 
  Any individual files created by the transportation and maintenance department  
  and stored on a volume of the file server.  
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List of current files stored on tape – continued: 
 Procurement Department : 
 MIP NonProfit Series program (fund accounting program) 
 All MIP data, current and historical, pertaining to the procurement department. 
 
 Any individual files created by the procurement department and stored on a volume of 
 the file server. 
 
 Education Department : 
 Education information tracked through the HSFIS program. 
 
 Any individual files created by the education department and stored on a volume of the 
 file server. 
 
 Family Literacy & Transition: 
 Family Literacy & Transition information tracked through the HSFIS program. 
 
 Any individual files created by the family literacy & transition department and stored on 
 a volume of the file server. 
 
 Health Department : 
 Health information tracked through the HSFIS program. 
 
 Any individual files created by the mental health department and stored on a volume of 
 the file server. 
 
 Mental Health Department: 
 Mental Health information tracked through the HSFIS program. 
 
 Any individual files created by the mental health department and stored on a volume of 
 the file server. 
 
 Special Services & Nutrition: 
 Special Services & Nutrition information tracked through the HSFIS program. 
 
 Any individual files created by the special services & nutrition department and stored on 
 a volume of the file server. 
 
 Family Services: 
 Family Services information tracked through the HSFIS program. 
  
 Any individual files created by the family services department and stored on a volume of 
 the file server. 
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The following table illustrates a sample of the tape backup log kept in use: 
 

Hidalgo County Head Start Program 
File Server Tape Backup Log 

Tape Label Dt Loaded Dt Unloaded Status Comments 
Monday 01/08/2001 01/09/2001 Normal  
Tuesday 01/09/2001 01/11/2001 Normal  
Wednesday   Aborted Agency closed, tape contains 

Information from 01/03/2001 
Thursday 01/11/2001 01/12/2001 Normal  
Friday 01/12/2001 01/15/2001 Normal  
 
Monthly 02/01/2001 02/02/2001 Normal  
 

Hidalgo County - Confidential B-19



MIS Disaster Recovery Plan – Revised: June 19, 2003 (5:45 PM )  
  Page: 9  

Hidalgo County - Confidential B-20



MIS Disaster Recovery Plan – Revised: June 19, 2003 (5:45 PM )    Page: 10  

The following table illustrates tape backup rotation: 
Wk Tape Label Day/Time of Backup Tape Contents Tape Location 
1 Monday Monday at 11:59 p.m. Full System Backup Bring “Monday” tape from Edinburg center 

drop off “Friday” tape at off-site location. 
1 Tuesday Tuesday at 11:59 p.m. Full System Backup MIS Department/Rotate “Monday” tape with 

“Tuesday” tape. 
1 Wednesday Wednesday at 11:59 p.m. Full System Backup MIS Department/Rotate “Tuesday” tape with 

“Wednesday” tape. 
1 Thursday Thursday at 11:59 p.m. Full System Backup MIS Department/Rotate “Wednesday” tape with 

“Thursday” tape. 
1 Friday Friday at 11:59 p.m. Full System Backup Bring “Friday” tape from Edinburg center drop off 

“Monday” tape at off-site location. 
     

2  Monday at 11:59 p.m. Full System Backup/Overwrite Monday 
data of Week 1 

Bring “Monday” tape from Edinburg center drop 
off “Friday” tape at off-site location. 

2  Tuesday at 11:59 p.m. Full System Backup/Overwrite Tuesday 
data of Week 1 

MIS Department/Rotate “Monday” tape with 
“Tuesday” tape. 

2  Wednesday at 11:59 p.m. Full System Backup/Overwrite 
Wednesday data of Week 1 

MIS Department/Rotate “Tuesday” tape with 
“Wednesday” tape. 

2  Thursday at 11:59 p.m. Full System Backup/Overwrite 
Thursday day data of Week 1 

MIS Department/Rotate “Wednesday” tape with 
“Thursday” tape. 

2  Friday at 11:59 p.m. Full System Backup/Overwrite Friday 
data of Week 1 

Bring “Friday” tape from Edinburg center drop off 
“Monday” tape at off-site location 

2     
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Date: 07/11/05

From: Fernando Cantu Jr., Account Reports Specialists
To: Armando Barrera Jr., Hidalgo County Tax Assessor Collector

Subj: STANDARD OPERATION PROCEDURE FOR NATURAL DISASTER OR 
NATIONAL EMERGENCY.

The following documents are the Hidalgo County Tax Office SOP dealing with 
emergency and natural disaster.

The two major concerns to these instructions are to secure the data on the ATC system, 
and to protect the electronic property of the Tax Office.  There are two check-off sheets 
and a set of instructions on how to fill out each.

Page
1. SOP instruction for natural disaster………………………………... 1
2. SOP instruction for national or immediate threat emergency………3
3. Check off list for natural disaster …………………………………. Appendix A
4. Check off list for immediate threat emergency…………………….. Appendix B

I.
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SOP INSTRUCTION FOR NATURAL DISASTER

Note 1:  These instructions should be carried out as time and safety of life is permitted.  
In case of immediate danger follow the SOP instructions for national or immediate 
emergency.
Note 2: All hard copies of delinquent tax rolls and complete bill listings are located inside 
vault near assessing department.

Step 1. Go to Appendix A of this manual.  Make a copy of Appendix A.

Step 2. Fill out date, time, your name, nature of emergency and estimated time 
allowed for preparation.

Step 3. Create Collections Transfer Tape 8,15.
1. Entity : all
2. Year : all
3. Paid bills : yes
4. P&I/Disc/Attfee : yes
5. As of Date : T
6. Conf Owner Info : yes
7. EBCDIC tape : no
8. File Type : Flat
9. File Name :/tsg/tax/fernando/HidalgoCollTape
10. Wait before making tape : n/a
11. Print Totals : yes
12. Printer for Totals : TSG-HS

Burn Copy to DVD.
FTP copy to Columb Group, San Antonio

Step 4. Make backup.  Insert blank tape at county courthouse MIS.  Log into AIX 
ROOT prompt. Type the following at root prompt and hit return. 

tar –cvf /dev/rmt0 ./usr/tsg/tax 

Step 5. Securing tapes.  If time and conditions allow it, remove all backup tapes 
from the tax office computer room and place them in the auditor’s vault.  If this is not 
feasible place them in the collections vault.

Page 1
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Step 6. Log out all users.  Call all the different entities, banks, attorneys, and 
mortgage companies that log into the ATC system through modem that your intentions 
are to secure all computers and are requesting them to log out.  Walk around the 
collections and assessing department and tell all users to log out.  Place a message on the 
time clock saying, “THE TAX OFFICE COMPUTER SYSTEM WILL BE DOWN 
UNTIL FURTHER NOTICE.”

Step 7. Secure system racks.  There are two system racks located at the back of 
the computer room.  Turn off all devices including HUBS, MODEMS, ROUTERS, 
MUXES, CONCENTRATORS, TRANSCEIVERS, POWER SURGE STRIPS, UPS, 
ETC.  Secure Snap Server, place in appropriate container, and place in cashier vault. 
Secure all power trips and UPS to be at least one foot of the ground.

Step 8. Secure all electrical devices.  Go around both collections and assessing 
and unplug all electrical devices from the electrical outlets in the wall and floor.

Step 9. Secure building.  Place sandbags and board up windows if necessary.  
Turn off all lights and lock the building.

Step 10. Evacuate area.  Make sure you have located the nearest shelter available to 
you or that you know of the designated routes in leaving the area in case of a direct hit 
from a Hurricane.  Log out the Date and time of evacuation on check off sheet.

Page 2
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CHECK OFF LIST FOR NATURAL DISASTER 
EMERGENCY

DATE _______________ TIME: ______________

NAME: ________________________________________________________

EMERGENCY DISC:__________________________________________________

ESTIMATED TIME BEFORE EVACUATION: __________________________

___ MAKE COLLECTIONS TAPE FOR INTERNET (18 HOURS)

___ MAKE TAR BACKUP (  4 HOURS)

___ SECURE TAPES ( 20 MIN)

___ LOG OUT ALL USERS ( 20 MIN)

___ SECURE SYSTEM RACKS ( 30 MIN)

___ SECURE SNAP SERVER ( 5   MIN)

___ SECURE ALL ELECTRICAL DEVICES (  1 HOUR)

___ SECURE BUILDING ( 10 MIN – 2 Hrs)

___ EVACUATE AREA DATE:_________  TIME:________

APPENDIX A
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CHECK OFF LIST FOR IMMEDIATE THREAT 
EMERGENCY

Time:______________

Emergency Description:______________________________________________

___ Secure System racks

___ Secure Backup tapes

___ Secure Snap Server

___ Secure building

___ evacuate Area

APPENDIX B
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SOP INSTRUCTIONS FOR NATIONAL OR 
IMMEDIATE THREAT EMERGENCY

Note 1:  These instructions are superseded by any policy or instructions set forth at the 
county judge level.  Be aware of county contingency plan in evacuating building in case 
of bomb threat or fire emergencies.

These instructions should be carried out as time and safety of life is permitted.  
Depending on Duress of the impending emergency, do as many of  the following steps as 
posible.  

Step 1. Remove Appendix B from the end of this pamphlet.  Fill out time and 
nature of emergency.

Step 2. Secure system racks.  Go to the back of computer room.  Power down all 
the devices including HUBS, MODEMS, ROUTERS, MUXES, CONCENTRATORS, 
TRANSCEIVERS, POWER SURGE STRIPS, UPS, ETC.

Step 3. Secure Snap Server, place in appropriate container, and place in cashier 
vault or walk out with it as time allows.

Step 4. Evacuate and secure building.

Step 5. In case of National emergency evacuate area through designated routes.

Page 3.
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