QUOTE

'2 N ETSY N c 2500 West Loop South ste 410/510 Quote #: AAAQ55774-02
Houston, TX 77027
Date: Sep 12, 2018

TWORK SOLUTIONS BA

214-914-5333
PO®@netsyncnetwork.com Contract:
Prepared For: Inside Sales:
Renan Ramirez Taylor Leger
Hidalgo County Information Technology tleger@netsyncnetwork.com
Phone  956.457.0792 214-914-5333
100 E. Cano 4th floor
Edinburg, TX 78539

a1 oesorption | sterie | Qy | unitProo | ExtPrice |

NET-MGD-SRVC Netsync Managed Services (Monthly) $8,000.00 4 $3,896.20 $15,584.80
Netsync DIR-TSO-3151  Netsync DIR-TSO-3151 Contract $0.00 1 $0.00 $0.00
Contract
SubTotal $15,584.80
Quote is valid for 30 days Tax/VAT $0.00
Shipping $0.00

TOTAL $15,584.80
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From:; Ramon Resendez

Sent: Wednesday, September 12, 2018 6:15 PM

To: 'Renan Ramirez' <renan.ramirez{@co.hidalgo.tx.us>
Ce: 'Judith Escamilla' <judith.escamilla@co.hidalgo.tx.us>
Subject: SOC requested info

Greetings! I am attaching the quote for 4 months, the SOC SOW that requires a signature
to be valid, and the slide deck for your review and share amongst those you need to share
with. Let me know if you need any additional info. thanks!!

Ramon Resendez

Account Manager

1224 E. Jasmine, Ste. B, McAllen, TX 78501
E: rresendez@netsyncnetwork.com | M: 956.310.2909

This message contains confidential information and is intended only for the
individual named. If you are not the named addressee you should not disseminate,
distribute or copy this e-mail. Please notify the sender immediately by e-mail if you
have received this e-mail by mistake and delete this e-mail from your system.
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Netsync Network Sclutians Hidalgo County
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24x7 Security Operations Center Gverview and Proposal

Opp. ID 220011720

Solution Contact Information

_CI_:eﬁt Co_qta_g_:t_ ' Renan Ramirez 956.457.0792 (o} renan.ramirez@co.hidalgo.tx.us

:Netsync

;Accouht Manager Ramon Resendez 956,310.2309 (m) rresendez@netsyncnetwork.com

:_Netsvnc

'_-_.Proposal Au Rachel Jenkins 512.695.4656 (m) rienkins@netsyncnetwork.com

The following organization chart and corresponding contact table show your dedicated points of
contacts for all support and escalation requests.

Client Technical.

Scott Guse S
O eratlons ManagerQ Operatlons i\llanager

. NOC Operations .
. NOC Operations _p fon Service Desk
Managed Services Service Desk
North Texas North Texas
South Texas

- Karl Houston
“Executive Sponsor.

Managed Services

Client Techmcal and Leadershlp T_ am Contact infor ___at:cm

RacheIJenkms— Practlce Nlanager '. SR 512. 695 4656 (m) o rjenklns@netsyncnetwork com
Manuel Cedillo — Engineering Manager, N. TX 214.930.3453 (m) mcedillo@netsyncnetwork.com
Jeremy Johns — Operations Manager, 5. TX 281.685.3331 (m) jjo..hns.@netsyﬁcne.tw.brlé.cdm ;
Scott Guse — Operations Manager 214.784.4337 {m) sguse@netsyncnetwork.com
Karl Houston — Executive Sponsor 469.556.0310 (m) khouston @netsyncnefwork.com
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Netsyne Network Solutions Hidalgo County
Managed Services

24x7 Security Operations Center Overview and Proposal

Opp. 1D 220011720

Managed Services Solutions

Hidalgo County (or “Client”), headquartered in Edinburg, TX, has engaged Netsync Network Solutions
{“Netsync”) to provide the following managed services solutions:

L1 NOC Monitoring [ Service Desk

SOC Manitoring O T&M

L1 Managed Support Services L1 Maintenance

1 Social Engineering L1 Retainer/Block of Hours

Managed Services Descriptions

Security Operations Center (SOC) Monitoring

Cyber attacks are becoming more sophisticated and disruptive to users, infrastructure, and a company's
reputation. Netsync's 24x7 Security Operations Center (SOC) provides security protection that
incorporates cybersecurity monitoring tools, log review, and innovative analytics with expert services to
assess, detect, and block threats to applications and other workloads. Additionally, Netsync provides a
dedicated incident response team designed to assist in support-and-recover efforts due to successful
exploitations.

SOC Overview

Netsync, powered by Alert Logic, and Hidalgo County’s partnership begins with aligning Hidalgo County’s
goals and security needs to Netsync's proven security-as-a-service solution, We have designed the
proposed solution to address the specific challenges facing Hidalgo County.

Hidalgo County's GOALS

Hidalgo County is looking to achieve the following goals through implementation of this proposal:
» Collect and maintain security logs for one year
s Analyze events and escalate to Client based on risk
»  Collect threat intelligence information and modify base rule sets to make changes, as necessary
» Maintain rule escalation based on known threats and input from Client
» Update monitoring based on adds, moves, changes in Client network
s Conduct vulnerahility scans of on-premises internal
s Generate periodic reports as needed by Client
* Greater visibility and improved response to threats
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Netsyne Network Solutions Hidalgo County
Managed Services

24x7 Security Operations Center Overview and Proposal

Opp. |D 220011720

The benefit of partnering with Netsync is a high level of confidence in the daily execution of the tasks
necessary to detect and escalate indicators of compromise. Netsync's solution will be deployed to
protect the infrastructure that powers Hidalgo County’s business workloads, across network, systems,
and applications. This visibility enables the Netsync 24x7x365 SOC to detect, escalate, and provide
remediation steps to Hidalgo County, as needed.

Rapid detection of incidents reduces exposure by reducing the time frame exposed — ultimately
reducing risk. Netsync's certified security analysts work with Hidalgo County staff to provide
remediation guidance and keep its business protected.

Netsync understands you may be considering various approaches to best address your objectives, We
believe the proposed approach will serve you best due to Netsync’s ahility to provide a seamless
solution and visibility across hybrid environments and Netsync's ability to deliver security services that
encompasses analytics, process, and security experts — ultimately driving greater visibility and improved
response to threats,

Neisync's PROPOSED SOLUTION

Threat Manager - Infrusion Detection and Vulnerability Scanning

Threat Manager is a managed security service that provides network intrusion detection and
vulnerability scanning. Threat Manager uses signatures and rule sets to detect security events through
deep packet inspection of ingress, egress, and host-to-host network traffic. Suspicious network traffic is
ingested into Netsync’s analytics engine for validation and assignment of criticality. Netsync, powered by
Alert Logic, is a Payment Card Industry (PCl) Approved Scanning Vendor {ASV) and offers unlimited
internal and external scanning. :

Log Manager — Log Management

Log Mahager is a managed security service that collects, aggregates, normalizes, and stores log data. Log
Manager compresses the collected log data for encrypted transport to Netsync's secure data centers.
Netsync cross-correlates log data to enrich our ability to detect indicators of compromise. Log Manager
also provides the ability to conduct log searches, log analysis, and reporting for compliance, security,
and operational needs all within the Netsync portal.

24x7 SOC

Netsync's team is the first responder to all alerts within Hidalgo County. This 24x7x365 SOC s
monitoring security for all of Alert Logic’s 4,000-plus customers. When alerts are generated, an Alert
Logic security analyst determines the attack validity, where the attack is occurring, the technigues the
hacker is using, and alerts Netsync and/or Client with remediation advice, all within a contracted SLA.
The security analysts remain available to Netsync and/or Hidalgo County untif the attack is resolved.
Netsync is the monitoring and escalation service that is bundled with the following — Threat Manager
and Log Manager. '
« Additional Client-requested services:

o Custom Signatures

o Custom Security Reportts

o Specific Security Advice

o Security Investigations
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Netsync Network Solutions Hidalgo County
Managed Services

24x7 Security Operations Center Gverview and Propasal

Opp. 1D 220011720

Proposal

The following section outlines how Netsync’s proposed solutions will meet Hidalgo County’ s stated
business objectives.

Collect and Maintain Security Logs for One Year

Log Manager will collect, aggregate, normalize, and maintain Client log data for a standard timeframe of
one year. Client can elect to maintain log data for longer than ane year.

Analyze Events and Escalate to Client Based on Risk

Netsync will analyze security events using cross correlation, anomaly detection, and machine learning.
The mathematical models that drive Netsync’s analytics engine validate events and assign a criticality,
which drives the escalation process, Events with a “low” or “medium” designation are escalated to
Client via email. Events tagged as “high” or “critical” are bound to Netsync’s SLA, which states that the
named analyst must reach out to Client via phone cali within 15 minutes.

Collect Threat Inteligence Information and Modify Base Rule Sets to Make
Changes as Necessary

The Active Intelligence team has one job: find and understand how hackers are executing attacks. This
team uses honeypots and other technologies to understand how hackers are attacking Netsync’s
customers. These specialized security analysts are trained to identify attacks methods and dissect them
for the benefit of Netsync customers. This information is used by our Active Analytics team to develop

- and madify content to detect the latest threats.

Maintain Rule Escalation Based on Known Threats and input from Client

The Active Analytics team encodes the infarmation from the Active Intelligence team into machine
learning models, signature algorithms, and security content used in Threat Manager and Log Manager.
The content produced by the Active Analytics analysts enables Netsync's solutions to identify and alert
on attacks within Client’s environment. Content is produced and rolled out to Netsync’'s customers daily
to ensure they have the most thorough security technology available.

Client has access ta Netsync's 24x7x365 security operations center and your Active Watch Primer
Analyst to request custom signatures and correlation rules.

Conduct Vulnerability Scans of Client Internal Network and AWS Network

Threat Manager will provide internal, external, and PCl ASV scanning for Client’s internal on-premises
network.

Generate Periodic Reports as Needed by Client

Alert Logic’s user interface (Ul) offers several avenues for reporting. Netsync Ul includes extensive out-
of-the-box reporting. In addition, Client can run reports using the Ul on a scheduled or ad hoc basis
related to incidents, events, log data, and vulnerability scans.
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Netsync Network Solutions Hidalgo County
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24x7 Security Operations Center Overview and Proposal

Opp. 1D 223011720

Greater Visinility and Respaonse to Threats

Netsync’s approach to security will provide greater visibility of threats by gaining a better understanding
of indicators of compromise at Client’s network, systems, and application layers. Additionally, Netsync's
seamless approach to securing cloud and on-premises infrastructure will provide you a single pane of
visibility into the security of Client’s network, systems, and applications.

Netsync will enable Client to respond to threats based on risk. The named analyst monitoring the
Client’s environment will escalate incidents to Client ensuring that Client understands which incidents
require immediate remediation and the steps required to remediate an incident.

Pricing
The terms of this agreement will commence on the date of signature below and will continue for a term
of 12 months,

Monthly Recurring $3,896.20
One-Time Setup Cost waived

i G _Alert Log;c Products and Seru:ces :
Log Manager 1 Year Log Storage subscription. Cloud-powered log management security
and compliance solution with 24x7 support, software upgrades, off-site log storage for 2 GB/Day
disaster recovery, max aggregate volume/day: 40 MB/node equivalent.

PCI-DSS Compliance service providing an auditable daily fog review with integrated case
management by dedicated Security Analysts.
TM4C16GB Appliance for Threat Manager ' 1
Threat Manager subscription. Cloud-powered vulnerability assessment and intrusion

. . 250 Nodes
detection solution.
Active Watch for Threat Manager subscription. 24x7 network monitoring, expert analysis,
and guidance on security events and incidents.

2 GB/Day

250 Nodes

Please click on the files below to access Alert Logic’s master services agreement {“MSA”) and a
description of services listed above, along with Netsync's, Alert Logic’s, and Client’s roles and
responsibilities.

4 5
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Netsync Network Solutions

Agreed By

Hidalgo County
Managed Services

24x7 Security Operations Center Overview and Proposal

Opp. ID 220011720

By signature below, Client and Netsync acknowledge and agree to this statement of work (SOW).

Client Cantact Signature

Printed Name

Title

Hidalgo County

Company Name

Date
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Netsync Contact Signature

Printed Name

Title

Netsync Network Solutions

Company Name

Date

September 13, 2018
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About Netsync Network Solutions

Netsync Network Solutions is a HUB-certified, minority-owned, value-added reselter (VAR), specializing
in collaboration and unified communications, data center and cloud, network infrastructure, wireless
and mobility, physical and netwark security, end-user computing and VDI, optical/WAN, managed
services, and staffing solutions. An end-to-end IT solutions consulting company, Netsync is based in
Houston, with branch offices in Austin, Dallas, El Paso, McAllen, San Antonio, TX; Long Beach, CA; St.
Louis, MO; and Tampa, FL. Netsync uses a true business consultative approach to determine clients’
requirements and architects innovative and synergistic IT solutions te meet clients’ needs. Our highly
skilled and seasoned engineering team is available 24 hours a day, 7 days a week,

Netsync's primary ohjective is to protect clients’ current investments, while helping them achieve
expected growth, This approach has earned Netsync various customer service excellence awards and
recognition as a progressive partner that introduces the newest, best-of-breed products and solutions to
clients.

As a Cisco Gold and Master Collaboration Partner, an HP and Intel Platinum Partner, and holding
certifications and specializations from many of the industry’s top hest-of-breed manufacturers, Netsync
has built its reputation serving the public sector/SLED market, most notably K—12. In recent years,
Netsync’s growing enterprise division has diversified the company’s client base by tackling large-scale
and complex projects in industry verticals, such as energy, healthcare, retail, and finance.

Corporate HQ: Netsync Network Solutions
2500 West Loop South, Suite 410
Houston, TX 77027

0:713.218.5000 | F: 713,664.9964 | T: 866.974.5959 | W: www.netsyncnetwork.com
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