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Texas Regi y Council

Business Associate Agreement Provisions

This Business Associate Agreement (the “Agreement”), is made as of the 8% day of
June, 2023 (the “Effective Date”), by and between Business Associate and Covered Entity
(collectively the “Parties”) to comply with privacy standards adopted by the U.S. Department
of Health and Human Services as they may be amended from time to time, 45 C.F.R. parts 160
and 164 (“the Privacy Rule”) and security standards adopted by the U.S. Department of
Health and Human Services as they may be amended from time to time, 45 C.F.R. parts 160,
162 and 164, subpart C (“the Security Rule”), and the Health Information Technology for
Economic and Clinical Health (HITECH) Act, Title XIII of Division A and Title IV of Division B
of the American Recovery and Reinvestment Act of 2009 and regulations promulgated there
under and any applicable state confidentiality laws.

RECITALS

WHEREAS, Business Associate provides City of Schertz Fire Department electronic patient
care record and management system and/or clinical registries to or on behalf of Covered
Entity;

WHEREAS, in connection with these services, Covered Entity discloses to Business Associate
certain protected health information that is subject to protection under the HIPAA Rules; and

WHEREAS, the HIPAA Rules require that Covered Entity receive adequate assurances that
Business Associate will comply with certain obligations with respect to the PHI received in
the course of providing services to or on behalf of Covered Entity.

NOW THEREFORE, in consideration of the mutual promises and covenants herein, and for
other good and valuable consideration, the receipt and sufficiency of which is hereby
acknowledged, the Parties agree as follows:

A. Definitions. Terms used herein, but not otherwise defined, shall have meaning
ascribed by the Privacy Rule and the Security Rule.

1. Breach. A “breach” under the Privacy Rule § 164.402 means the acquisition,
access, use, or disclosure of protected health information in a manner not
permitted under Subpart E of this part which compromises the security or
privacy of the protected health information.

2. Business Associate. “Business Associate” shall mean Southwest Texas
Regional Advisory Council [STRAC].

3. Covered Entity. “Covered Entity” shall mean AGENCY
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STRAC-BAA continued

4. Designated Record Set. “Designated Record Set” under the HIPAA Privacy Rule
45 C.F.R.§ 164.501 is a group of records maintained by or for a Covered Entity
that is: (i) the medical records about Individuals maintained by or for a
covered health care provider; (ii) The enrollment, payment, claims
adjudication, and case or medical management record systems maintained by
or for a health plan; or (iii) used, in whole or in part, by or for the covered
entity to make decisions about individuals. For purposes of this definition, the
term “record” means any item, collection, or grouping of information that
includes protected health information and is maintained, collected, used, or
disseminated by or for a covered entity.

5. HIPAA Rules. The Privacy Rule and the Security Rule and amendments
codified and promulgated by the HITECH Act are referred to collectively
herein as “HIPAA Rules.”

6. Individual. “Individual” shall mean the person who is the subject of the
protected health information.

7. Protected Health Information (“PHI”). “Protected Health Information” or PHI
shall mean individually identifiable health information that is transmitted or
maintained in any form of the STRAC Clinical registries and electronic patient
care records.

8. Required by Law. “Required by Law” shall mean a mandate contained in law
that compels a use or disclosure of PHI.

9. Secretary. “Secretary” shall mean the Secretary of the Department of Health
and Human Services or his or her Designee.

10.  Sensitive Personal Information. As defined in Texas Business and Commerce
Code (TBCC) Chapter 521, “Sensitive Personal Information” shall mean an
individual’s first name or last name in combination with any one or more of
the following items, if the name and the items are not encrypted: a) social
security number; driver’s license number or government-issued identification
number; account number or credit or debit card number in combination with
any required security code, access code, or password that would permit access
to an individual’s financial account; or b) information that identifies an
individual and relates to (1) the physical or mental health or condition of the
individual; (2) the provision of health care to the individual; or 3) payment for
the provision of health care to the individual.

11.  Unsecured PHI. “Unsecured PHI” shall mean PHI that is not rendered
unusable, unreadable, or indecipherable to unauthorized individuals through
the use of a technology or methodology specified by the Secretary in the
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STRAC-BAA continued

guidance issued under section 13402(h)(2) of Public Law 111-5 on the HHS
Web site.

B. Purposes for which PHI May Be Disclosed to Business Associate. In connection with
the services provided by Business Associate to or on behalf of Covered Entity
described in this Agreement, Covered Entity may disclose PHI to Business Associate
for the purposes of system management and administration, creation of data extracts,
creation and management of reports, data aggregation, systems performance
improvement, and research.

C. Obligations of Covered Entity. The covered entity shall:

1. provide Business Associate a copy of its Notice of Privacy Practices (“Notice”)
produced by Covered Entity in accordance with 45 C.F.R. 164.520 as well as
any changes to such Notice;

2. provide Business Associate with any changes in, or revocation of,
authorizations by Individuals relating to the use and/or disclosure of PHI, if
such changes affect Business Associate’s permitted or required uses and/or
disclosures;

3. notify Business Associate of any restriction to the use and/or disclosure of PHI
to which Covered Entity has agreed in accordance with 45 C.F.R. 164.522, to
the extent that such restriction may affect Business Associate’s use or
disclosure of PHI;

4, not request Business Associate to use or disclose PHI in any manner that
would not be permissible under the Privacy rule if done by the Covered entity;

5. notify Business Associate of any amendment to PHI to which Covered Entity
has agreed that affects a Designated Record Set maintained by Business
Associate;

6. Notify affected individuals of breaches in accordance with the breach

notification provisions codified at 45 C.F.R. § 160.103 and section 13402 of the
Health Information Technology for Economic and Clinical Health (HITECH)
Act.

D. Obligations of Business Associate. Business Associate agrees to comply with
applicable federal and state confidentiality and security laws, specifically the
provisions of the HIPAA Rules applicable to business associates, including:

1. Use and Disclosure of PHI. Except as otherwise permitted by this Agreement
or applicable law, Business Associate shall not use or disclose PHI except as
necessary to provide Services described above to or on behalf of Covered
Entity, and shall not use or disclose PHI that would violate the HIPAA Rules if
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STRAC-BAA continued

used or disclosed by Covered Entity. Business Associate may use and disclose
PHI as necessary for the proper management and administration of Business
Associate, or to carry out its legal responsibilities. Business Associate shall in
such cases:

(a) provide information and training to members of its workforce using or
disclosing PHI regarding the confidentiality requirements of the HIPAA
Rules and this Agreement;

(b)  obtain reasonable assurances from the person or entity to whom the
PHI is disclosed that: (a) the PHI will be held confidential and further
used and disclosed only as Required by Law or for the purpose for
which it was disclosed to the person or entity; and (b) the person or
entity will notify Business Associate of any instances of which it is
aware in which confidentiality of the PHI has been breached; and

() agree to notify the designated Privacy Officer of Covered Entity of any
instances of which it is aware in which the PHI is used or disclosed for
a purpose that is not otherwise provided for in this Agreement or for a
purpose not expressly permitted by the HIPAA Rules.

2. Data Aggregation. In the event that Business Associate works for more than
one Covered Entity, Business Associate is permitted to use and disclose PHI
for data aggregation purposes, however, only in order to analyze data for
permitted health care operations, and only to the extent that such use is
permitted under the HIPAA Rules.

3. De-identified Information. Business Associate may use and disclose de-
identified health information to include Limited Data Sets in compliance with
the HIPAA Rules. Moreover, Business Associate shall review and comply with
the requirements defined under Section E of this Agreement.

4, Safeguards.

(a) Business Associate shall maintain appropriate safeguards to ensure
that PHI is not used or disclosed other than as provided by this
Agreement or as required by Law. Business Associate shall implement
administrative, physical and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of
any paper or electronic PHI it creates, receives, maintains, or transmits
on behalf of Covered Entity.

(b)  Business Associate shall assure that all PHI be secured when accessed
by Business Associate’s employees, agents or subcontractor. Any
access to PHI by Business Associate’s employees, agents or
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subcontractors shall be limited to legitimate business needs while
working with PHI.

5. Minimum Necessary. Business Associate shall ensure that all uses and
disclosures of PHI are subject to the principle of “minimum necessary use and
disclosure,” i.e., that only PHI that is the minimum necessary to accomplish the
intended purpose of the use, disclosure, or request is used or disclosed; and,
the use of limited data sets when possible.

6. Disclosure to Agents and Subcontractors. If Business Associate discloses PHI
received from Covered Entity, or created or received by Business Associate on
behalf of Covered Entity, to agents, including a subcontractor, Business
Associate shall require the agent or subcontractor to agree to the same
restrictions and conditions as apply to Business Associate under this
Agreement. Business Associate shall ensure that any agent, including a
subcontractor, agrees to implement reasonable and appropriate safeguards to
protect the confidentiality, integrity, and availability of the paper or electronic
PHI that it creates, receives, maintains, or transmits on behalf of the Covered
Entity. [45 CFR 164.504(e)(2,3,4), 164.502(e)(1)(ii)]

7. Individual Rights Regarding Designated Record Sets. If Business Associate
maintains a Designated Record Set on behalf of Covered Entity Business
Associate agrees as follows:

(a) Individual Right to Copy or Inspection. Business Associate agrees that
if it maintains a Designated Record Set for Covered Entity that is not
maintained by Covered Entity, it will permit an Individual to inspect or
copy PHI about the Individual in that set as directed by Covered Entity
to meet the requirements of 45 C.F.R. § 164.524. If the PHI is in
electronic format, the Individual shall have a right to obtain a copy of
such information in electronic format and, if the Individual chooses, to
direct that an electronic copy be transmitted directly to an entity or
person designated by the individual in accordance with HITECH section
13405 (c). Under the Privacy Rule, Covered Entity is required to take
action on such requests as soon as possible, but not later than 30 days
following receipt of the request. Business Associate agrees to make
reasonable efforts to assist Covered Entity in meeting this deadline.
The information shall be provided in the form or format requested if it
is readily producible in such form or format; or in summary, if the
Individual has agreed in advance to accept the information in summary
form. A reasonable, cost-based fee for copying health information may
be charged. If Covered Entity maintains the requested records,
Covered Entity, rather than Business Associate shall permit access
according to its policies and procedures implementing the Privacy
Rule.
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(b)  Individual Right to Amendment. Business Associate agrees, if it
maintains PHI in a Designated Record Set, to make amendments to PHI
at the request and direction of Covered Entity pursuant to 45 C.F.R.
164.526. If Business Associate maintains a record in a Designated
Record Set that is not also maintained by Covered Entity, Business
Associate agrees that it will accommodate an Individual’s request to
amend PHI only in conjunction with a determination by Covered Entity
that the amendment is appropriate according to 45 C.F.R. § 164.526.

() Accounting of Disclosures. Business Associate agrees to maintain
documentation of the information required to provide an accounting of
disclosures of PHI, whether PHI is paper or electronic format, in
accordance with 45 C.F.R. § 164.528 and HITECH Sub Title D Title VI
Section 13405 (c), and to make this information available to Covered
Entity upon Covered Entity’s request, in order to allow Covered Entity
to respond to an Individual’s request for accounting of disclosures.
Under the Privacy Rule, Covered Entity is required to take action on
such requests as soon as possible but not later than 60 days following
receipt of the request. Business Associate agrees to use its best efforts
to assist Covered Entity in meeting this deadline but not later than 45
days following receipt of the request.

8. Internal Practices, Policies and Procedures. Except as otherwise specified
herein, Business Associate shall make available its internal practices, policies
and procedures relating to the use and disclosure of PHI, received from or on
behalf of Covered Entity to the Secretary or his or her agents for the purpose
of determining Covered Entity’s and/or Business Associate’s compliance with
the HIPAA Rules, or any other health oversight agency, or to Covered Entity.
Records requested that are not protected by an applicable legal privilege will
be made available in the time and manner specified by Covered Entity or the
Secretary.

9. Notice of Privacy Practices. Business Associate shall abide by the limitations
of Covered Entity’s Notice of which it has knowledge.

10.  Withdrawal of Authorization. If the use or disclosure of PHI in this Agreement
is based upon an Individual’s specific authorization for the use or disclosure
of his or her PHI, and the Individual revokes such authorization, the effective
date of such authorization has expired, or such authorization is found to be
defective in any manner that renders it invalid, Business Associate shall, if it
has notice of such revocation, expiration, or invalidity, cease the use and
disclosure of the Individual’s PHI except to the extent it has relied on such use
or disclosure, or if an exception under the Privacy Rule expressly applies.
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11.  Knowledge of HIPAA Rules. Business Associate agrees to comply with the
applicable requirements of the HIPAA Rule, as well as any applicable
amendments.

12.  Information Breach Notification for PHI. Business Associate expressly
recognizes that Covered Entity has certain reporting and disclosure
obligations to the Secretary and the Individual in case of a security breach of
unsecured PHI. Where Business Associate accesses, maintains, retains,
modifies, records, stores, destroys, or otherwise holds, uses or discloses
unsecured paper or electronic PHI, Business Associate immediately following
the discovery of a breach of such information, shall notify Covered Entity of
such breach. Initial notification of the breach does not need to be in
compliance with Sub Title D Title IV Section 13402 of the HITECH Act;
however, Business Associate must provide Covered Entity with all information
necessary for Covered Entity to comply with Sub Title D Title IV Section 13402
of the HITECH Act without reasonable delay, and in no case later than 30 days
following the discovery of the breach.

13.  Breach Notification to Individuals. Business Associate’s duty to notify Covered
Entity of any breach does not permit Business Associate to notify those
individuals whose PHI has been breached by Business Associate without the
express written permission of Covered Entity to do so. Any and all notification
to those individuals whose PHI has been breached shall be made under the
direction, review and control of Covered Entity. The Business Associate will
notify the Privacy Officer via telephone with follow-up in writing to include;
name of individuals whose PHI was breached, information breached, date of
breach, form of breach, etc.

14.  Information Breach Notification for Other Sensitive Personal Information. In
addition to the reporting under Section D.11, Business Associate shall notify
Covered Entity of any breach of computerized sensitive personal information
to assure Covered Entity’s compliance with the notification requirements of
Title 11, Subtitle B, Chapter 521, Subchapter A, Section 521.053, and Texas
Business & Commerce Code.

E. Permitted Uses and Disclosures by Business Associates. Except as otherwise limited in
this Agreement, Business Associate may use or disclose Protected Health Information to
perform functions, activities, or services for, or on behalf of, Covered Entity as specified
in this Business Associates Agreement, provided that such use or disclosure would not
violate the HIPAA Rules if done by Covered Entity or the minimum necessary policies and
procedures of the Covered Entity. Also, Business Associate may use PHI to report
violations of law to appropriate Federal and State authorities, consistent with the HIPAA
Rules. Business Associate acknowledges and agrees that Covered Entity owns all right,
title, and interest in and to all PHI, and that such right, title, and interest will be vested in
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Covered Entity. Neither Business Associate nor any of its employees, agents, consultants
or assigns will have any rights in any of the PHI, except as expressly set forth above.

F. Application of Security and Privacy Provisions to Business Associate.

1. Security Measures. Sections 164.308, 164.310, 164.312 and 164.316 of Title 45
of the Code of Federal Regulations dealing with the administrative, physical and
technical safeguards as well as policies, procedures and documentation
requirements that apply to Covered Entity shall in the same manner apply to
Business Associate. Any additional security requirements contained in Sub Title
D of Title IV of the HITECH Act that apply to Covered Entity shall also apply to
Business Associate. Pursuant to the foregoing requirements in this section, the
Business Associate will implement administrative, physical, and technical
safeguards that reasonably and appropriately protect the confidentiality,
integrity, and availability of the paper or electronic PHI that it creates, has access
to, or transmits. Business Associate will also ensure that any agent, including a
subcontractor, to whom it provides such information, agrees to implement
reasonable and appropriate safeguards to protect such information.

2. Privacy Provisions. The enhanced HIPAA privacy requirements including but not
necessarily limited to accounting for certain PHI disclosures for treatment,
restrictions on the sale of PHI, restrictions on marketing and fundraising
communications, payment and health care operations contained Subtitle D of the
HITECH Act that apply to the Covered entity shall apply to the Business Associate
to the extent applicable to the Business Associate.

3. Application of Civil and Criminal Penalties. If Business Associate violates any
security or privacy provision specified in subparagraphs (1) and (2) above,
sections 1176 and 1177 of the Social Security Act (42 U,S.C, 1320d-5, 1320d-5)
shall apply to Business Associate with respect to such violation in the same
manner that such sections apply to Covered Entity if it violates such provisions.

G. Term and Termination.

1. Term. This Agreement shall be effective as of the Effective Date and shall be
terminated when all PHI provided to Business Associate by Covered Entity, or
created or received by Business Associate on behalf of Covered Entity, is
destroyed or returned to Covered Entity.

2. Termination for Cause. Upon Covered entity’s knowledge of a material breach by
Business Associate, Covered Entity shall provide an opportunity for Business
Associate to cure the breach or end the violation and terminate this Agreement,
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if Business Associate does not cure the breach or end the violation within the time
specified by Covered Entity.

3. Effect of Termination. Upon termination of this Agreement for any reason,
Business Associate agrees to return or destroy all PHI received from Covered
Entity or created or received by Business Associate on behalf of Covered Entity,
maintained by Business Associate in any form. If Business Associate determines
that the return or destruction of PHI is not feasible, Business Associate shall
inform Covered Entity in writing of the reason thereof, and shall agree to extend
the protections of this Agreement to such PHI and limit further uses and
disclosures of the PHI to those purposes that make the return or destruction of
the PHI not feasible for so long as Business Associate retains the PHI.

H. Miscellaneous.

1. Rights of Proprietary Information. Covered Entity retains any and all rights to the
proprietary information, confidential information, and PHI it releases to Business
Associate.

2. Survival. The respective rights and obligations of Business Associate under
Section E of this Agreement shall survive the termination of this Agreement.

3. Notices. Any notices pertaining to this Agreement shall be given in writing and
shall be deemed duly given when personally delivered to a Party or a Party's
authorized representative as listed below or sent by means of a reputable
overnight carrier, or sent by means of certified mail, return receipt requested,
postage prepaid. A notice sent by certified mail shall be deemed given on the date
of receipt or refusal of receipt. All notices shall be addressed to the appropriate
Party as follows:

If to Covered Entity:

Schertz Fire Department

1400 Schertz Parkway Building 8
Schertz, TX 78154

If to Business Associate:

Southwest Texas Regional Advisory Council (STRAC)
7500 US Hwy 90 AT&T Building

Suite 200

San Antonio, Texas 78227

Attn: EXECUTIVE DIRECTOR
Phone Number: 210-233-5850

4. Amendments. This Agreement may not be changed or modified in any manner
except by an instrument in writing signed by a duly authorized officer of each of
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10.

11.

the Parties hereto. The Parties, however, agree to amend this Agreement from
time to time as necessary, in order to allow Covered Entity’s to comply with the
requirements of the HIPAA Rules.

Choice of Law. This Agreement and the rights and the obligations of the Parties
hereunder shall be governed by and construed under the laws of the State of
Texas, without regard to applicable conflict of laws principles.

Assignment of Rights and Delegation of Duties. This Agreement is binding upon
and inures to the benefit of the Parties hereto and their respective successors and

permitted assigns. However, neither Party may assign any of its rights or delegate
any of its obligations under this Agreement without the prior written consent of
the other Party, which consent shall not be unreasonably withheld or delayed.
Notwithstanding any provisions to the contrary, however, Covered Entity retains
the right to assign or delegate any of its rights or obligations hereunder to any of
its wholly owned subsidiaries, affiliates or successor companies. Assignments
made in violation of this provision are null and void.

Nature of Agreement. Nothing in this Agreement shall be construed to create (i)
a partnership, joint venture or other joint business relationship between the
Parties or any of their affiliates, (ii) any fiduciary duty owed by one Party to
another Party or any of its affiliates, or (iii) a relationship of employer and
employee between the Parties.

No Waiver. Failure or delay on the part of either Party to exercise any right,
power, privilege or remedy hereunder shall not constitute a waiver thereof. No
provision of this Agreement may be waived by either Party except by a writing
signed by an authorized representative of the Party making the waiver.

Severability. The provisions of this Agreement shall be severable, and if any
provision of this Agreement shall be held or declared to be illegal, invalid or
unenforceable, the remainder of this Agreement shall continue in full force and
effect as though such illegal, invalid or unenforceable provision had not been
contained herein.

No Third Party Beneficiaries. Nothing in this Agreement shall be considered or
construed as conferring any right or benefit on a person not party to this
Agreement nor imposing any obligations on either Party hereto to persons not a
party to this Agreement.

INDEMNIFICATION. BA WILL INDEMNIFY, DEFEND AND HOLD
COVERED ENTITY AND ITS OFFICERS, DIRECTORS, EMPLOYEES,
AGENTS, SUCCESSORS AND ASSIGNS HARMLESS, FROM AND AGAINST
ANY AND ALL LOSSES, LIABILITIES, DAMAGES, COSTS AND EXPENSES
ARISING OUT OF OR RELATED TO ANY THIRD-PARTY CLAIM BASED
UPON ANY BREACH OF THIS AGREEMENT BY BA IN ACCORDANCE WITH
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12.

13.

14.

15.

THE INDEMNITY PROVISIONS IN THE SERVICECONTRACT, WHICH ARE
HEREBY INCORPORATED BY REFERENCE FOR ALL PURPOSES.

Headings. The descriptive headings of the articles, sections, subsections, exhibits
and schedules of this Agreement are inserted for convenience only, do not
constitute a part of this Agreement and shall not affect in any way the meaning or
interpretation of this Agreement.

Entire Agreement. This Agreement, together with all Exhibits, Riders and
amendments, if applicable, which are fully completed and signed by authorized
persons on behalf of both Parties from time to time while this Agreement is in
effect, constitutes the entire Agreement between the Parties hereto with respect
to the subject matter hereof and supersedes all previous written or oral
understandings, agreements, negotiations, commitments, and any other writing
and communication by or between the Parties with respect to the subject matter
hereof. In the event of any inconsistencies between any provisions of this
Agreement in any provisions of the Exhibits, Riders, or amendments, the
provisions of this Agreement shall control.

Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a
meaning that permits Covered Entity to comply with the HIPAA Rules and any
applicable state confidentiality laws. The provisions of this Agreement shall
prevail over the provisions of any other agreement that exists between the Parties
that may conflict with, or appear inconsistent with, any provision of this
Agreement or the HIPAA Rules.

Regulatory References. A citation in this Agreement to the Code of Federal
Regulations shall mean the cited section as that section may be amended from
time to time.
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16. Agreed to:

BUSINESS ASSOCIATE

COVERED ENTITY

Southwest Texas Regional Advisory
Council (STRAC)

SCHERTZ FIRE DEPARTMENT

7500 US Hwy 90 AT&T Building
Suite 200
San Antonio, Texas 78227

1400 Schertz Parkway Building 8
Schertz, TX 78154

BY:

(Authorized Signature)

BY:

(Authorized Signature)

NAME: ERIC EPLEY

NAME: STEVE WILLIAMS

TITLE: EXECUTIVE DIRECTOR

TITLE: CITY MANAGER

DATE:

DATE:
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