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Contract Pricing- Custodial, Consumables and Floor Work

McLemore has comprehensively reviewed and discussed the expectations along with comparing the
spacifications and scope of services with the Facilities Contract Administration and Director of
Facilities Contract Administration during scheduled meetings starting in July 2018. We have
reviewed labor standards and productivity rates, broken wages out by class and compared
competitive rates based on sites serviced in the area. Additionally, we included benefits, taxes and

insurance costs to provide a competitive gross labor cost.

Pricing Structure Phase I:
1. Custodial Service for Williamson County

A. Effective October 1, 2018, monthly cost for Williamson County*:,...cerensenrenne. $79,317.42/mo.

a. See page 5 for approved Williamson County buildings broken down for monthly
expense tied to custodial services that tatal the above monthly expense.

B. Pricing for custodial services increase include:

Vi,

vii,

Adding one (1) additional Day Porter assigned to Justice Center.
Adding one (1) additional Day Porter assigned to Georgetown Annex.

Adding two (2) night supervisors to oversee and ensure nightly custodial services are
completed within scope of contract.

iv. Adding one (1) additional custodial services van for increased staff.

Increasing custodial hourly wage from $9.00 to $10.00.

Includes Sunday route building custodial services for public restrooms and meeting
rooms: Round Rock B, Emergency Services Operation Center, Georgetown Annex (when
building becomes occupied — areas currently cleaned at Central Maintenance Facility),
Historical Courthouse, Round Rock Jester, Sheriff Office Admin/)ail;

Five (5) day per week cleaning of all requested buildings listed in the cantract, including
all trash and approved recycling containers emptied and appropriate liners replaced; and

a. Exception: Buildings identified in contract for buildings that have areas reserved
or used on weekands.

C. Cleaning of additional Williamson County buildings outside of original scope of services and
Expo events will be billed separately. Pricing under Additional Services,

2. Consumabies and dispensers are included in contract pricing. Exceptions: Consumables for Expo
events and Gun Range will be billed separately to both departments for payment.

a. See page 6 for Consumable pricing.
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3_ Floor Work Services: ....................................................................................... _$15'900/m0
a. Williamson County buildings schedule currently working with facilities to create.

i. All floor work completed has to be approved by Williamson County Facility
Contract Administration and or Director of Facilities.

ii. If unforeseen circumstances where to arise monthly expenditures will be adjust
accordingly. Floor schadules will be schedule with Facility coordinator and Floor
Tech Supervisor monthly to assure task is scheduled and completed in a timely

manner.

b. Pricing for Floor Tech services increase include:

1. Adding four (4) floor tech specialist; beak down to include:
a. One (1) Floor tech Lead/Supervisor
b. Three (3) floor tech specialist/assistant

2. Adding one (1) or more dedicated Floor Tech vehicles to transport floor

equipment.
Pricing Structure Phase I:

a. All custodial and floor setvices detailed in Phase | above; and

b. Added Animal Shelter 5,365 SF= Manthly cost: $590.15, upon
completion once apened In 2019,

c. Georgetown Annex 55,575 SF = Monthly cost: $6,113.26

Additional Services

EVENES/ EXETE WOTK.u..ioriicrseiemimsiccissercescsecessesismsssesessssssssssnassssssasssssssssessamass st ssessmassasssses o111 ssssssssasesisssncess $20.00/hr.
Strip and Wax Hard Floor SUrfaces.......cueeemvinrisinses Feaetieesstersstssese e as s s R sars some B poR RO RRS $ 0.25/ SF.
Strip and Recoat Hard FIOOr SUIMBCES i iirimsimmsiisimitmssees st ssssssssessesssssssonss .$0.20/ SF.
Carpet EXLraCtion PHICING ..o ressieserineseaescetesseiemresnre st sssssssssstsmsesesressesssssssseraitomsssebstssssssasssasssesss $0.14/ SF.
Additlonal buffing above freqUENCIES PHCINE .vcmimeiiriimmmimssisisseeremsssesssensanssssrassissassassas $0.04/ SF.
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* Sales tax are not applicable with this contract. Pricing includes cleaning chemicals and
equipment, consumable supplies for areas within Scope of work. All pricing outlined in this contract
reflects a discount of 5% for cash or check payment. If payment is made via credit card, a price
increase of 5% will be applied and billed back to client. In the event McLemore Building
Maintenance, Inc. and client have agreed in advance to payment using a credit card, the 5% increase

will be added to the original invoice to avold a bill back Invoice. If client contracts with a 3 party for
billing which will require McLemore to utilize, then McLemore will invoice the fee back to the client.

Thank you for the opportunity to offer exceptional value to Williamson County.

We look forward to building a partnership as Williamson County Provider of Choice.
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. Monthly Expenditure per Building for Custodial Services:

Buliding Name Cleanable SF | Monthly Cost
wcJc 161,000 | $  20,930.00
Central Main 13,754 | S 1,788.02
Cedar Park Annex 30,147| S 3,617.64
Taylor Annex 16151| §  1,938.12
Round Rock Jester 26,200 $ 3,406.00
Innerloop 33,345 | $ 4,001.40
Historic Courthouse 20549 | $ 2,671.37
GT Health Dept. 6,800 | $ 816.00
Taylor Health Dept. 16,151 | $ 1,938.12
Round Rock Annex 24000| S5  2,880.00
Sheriff Adm/Jall Pub RR 19,882 | $ 2,385.84
CSCD Adult Probation 8930 S 1,071.60
Tax Office 14,711 $ 1,765.32
JPPct. 4 3,751 | S 450.12
Wiico Reglonal Animal 5365 |5 643.80
Historical Museum 3,800 5 456.00
Children Advocacy 5225|$ 627.00
Public Safety Bidg. 2,375 | $ 285.00
Lott Bullding 4750|$ 57000
Facllitles Services Center 3,800|$ 456.00
Sheriff Office Eastside 1,333 (S 159.96
Commissioner Pct. 3 1,140 | $ 136.80
Hutto Annex 6,787 | § 814.44
Health Dept. Education 1,710 | § 205.20
TABC / Game Warden 475| $ 57.00
Animal Shelter Addition 5365] $ -
Georgetown Annex 55,575 | § -
Parking Garage 4001 S 40.00
Hutto Community Room 1482 $ 177.84
Juvenile Justice 68,995 | S 8,969.35
CMF Sign Ship 5515 $ 661.80
ESOC 18,000 | $ 2,160.00
Park HQ 2822 |$ 338.64
Texas Ave 23473 |5  2,816.76
Expo Center 8,455| § 1,014.60
SO Training Center 227775 2,733.24
Fleet Addition 3021158 362.52
Wireless Comm 9482 |5 1,137.84
Inspection 53111 S 637.32
EMS Tralnln‘ 34,056 | $ 4,086.72
San Gabriel Animal Park 500 | $ 60.00
Gun Range 41715 50.04
Total Montly Pricing_ $ 79,317.42
Total Annual Pricing $ 951,809.08

$ 590.15
$ 6,113.25
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JANITORIAL SERVICES FOR WILLIAMSON COUNTY
SPECIFICATIONS AND SCOPE OF SERVICES

Williamson County requested update of Janitorial Services contract from original bid by McLemore
Building Maintenance (here after referred to as Vendor), including increasing the night staff supervision,
day porters and floor work staff and schedule to ensure all work is completed as expected and outlined.
The revised contract contains detailed and specific information regarding Williamson County’s
standards and expectations for all Janitorial Services.

The entire proposal, if accepted for contract purposes, will be part of the overall agreement. The revised
Janitorial Service contract must be valid for a period of ninety (90) days and must be honored at time
of awarding contract.

Vendor agrees that the services will be provided, under this contract, are vital to Williamson County and
must be continued without interruption and that upon expiration of this contract another vendor may be
selected. Successful Vendor agrees to exercise its best efforts and cooperation to effectively have an
orderly and efficient transition to a successor.

Williamson County and Vendor both agree that the Williamson County Commissioners Court shall be the
sole and final authority on issues relating to this contract. Any matter not resolved to the Vendors
satisfaction, the Vendor shall have the right to be heard in open court by Commissioners Court and the
decision of Commissioners Court shall be final and conclusive and shall be binding on all parties
concerned.

There may be County buildings not included in the updated request. During the term of the contract
between Williamson County and the Vendor, additional Williamson County buildings may be added in
addition to those listed in the pricing sheet. Buildings currently under construction and/or those in pre-
construction phase are listed in these documents. Only occupied buildings will be serviced and billed.
Drawings of each building are available and have been made available from Wilco Facilities.

Vendor shall conduct Criminal Justice Information Services (CJIS) background checks on all the Vendor
permanent and temporary personnel and sub-contractors scheduled to perform services in any
Williamson County building under this contract prior to services beginning. All Vendor staff entering any
Williamson County building, under the Janitorial Services awarded contract, must be fingerprinted
through FAST Services. Texas Fingerprinting Service Code Form will be provided to the vendor.

a. Vendor's employee or sub-contractor that have cleared fingerprint on file with Williamson
County from prior contracts, do not need to obtain a new clearance/check. However,
names of Vendor employees must be submitted to Williamson County Facilities Contract
Administrator or designee so Williamson County designee may contact Texas Department
of Public Safety (Tx DPS) to confirm Vendors employees fingerprint existence. In the
event there is no FAST location in their area there, Option B may be allowed. Option B
allows the Vendor employee to printed requested information on a “hard card” and the
*hard card" be mailed to the designated recipient (See Fast pass form for specific
information and/or visit website for additional information regarding Option B).



Williamson County will provide CJIS training program to Vendor. Vendor must provide this training to
their employees at time of hire and as requested by Williamson County Facilities Contract Administrator
or designee. Williamson County requires the CJIS Security Awareness Certification Statement and the
Security Addendum Certification to be completed, signed and delivered to the Facilities Contract
Administrator for all Vendor staff assigned to the Williamson County contract or those Vendor employees
that my enter any Williamson County building to conduct Vendor business. The CJIS training form(s)
and Security Addendum Certification will be provided to the Vendor at time of contract award.

The required employee criminal background checks, employee history, and all documentation of each
individual's right to work in the United States must be provided to the following individual prior to
beginning work.

Williamson County
Attn: Shantil Moore, Facilities Contract Coordinator
3101 SE Inner Loop Georgetown, Texas 78626

Additionally, the Vendor must continuously submit background forms and provide appropriate checks
for all new employees prior to new employee entering any Williamson County building. New employees
must have background checks conducted and approved by Facilities Contract Administrator or designee
before access to requested Williamson County building will be authorized.

Janitorial services must be performed Monday through Friday between the hours of 5:00 p.m. and 6:00
a.m., unless otherwise noted in the specifications or instructed, in writing, by Facilities Contract
Administrator of designated. Exceptions for some Williamson County buildings may be made. Vendor
staff are responsible for not interfering with normal flow of business, if janitorial services are allowed
during business hours. A schedule of routine work will be provided by the Vendor to the Facilities
Contract Administrator documenting the days and expected arrival and departure time of all janitorial
staff for each Williamson County building. Any deviations from the schedule must be reported to the
Facilities Contract Administrator at minimum 24 business hours in advance, where applicable.

Vendor is expected to have and maintain adequate staff and support to properly service the contract.
Vendor must provide a list of employee positions and job descriptions (i.e - Project Manager, Day
Porter, Floor Tech, supervisory employees and production employees) along with outline of their job
duties, assigned building and starting/ending working hours. Vendor must also provide a list of how
many and which employees will be at each building.

Company uniforms and identification badges (ID) must be provided by Vendor for all Vendor employees
working in any Williamson County building or on Williamson County premises. Uniforms and ID badges
must be worn 100% of time when Vendor employees are working in any Williamson County building.

Vendor must provide training to adequately meet Williamson County’s needs. Training to include OSHA
regulations, general safety, and custodial procedures. On the job training at the facility vendor's
employee is assigned is mandatory.

Vendor must effectively communicate between County Officials, employees and Williamson County
Facilities Contract Administrator or designated Williamson County staff. The night supervisors, day
porters and floor tech supervisor/lead must speak the English language.

An Emergency Contact must be available 24 hours a day, seven (7) days per week. In the event of an
emergency, such as a sudden flood. Vendor must be responsive and report to the requested
Williamson County building with all appropriate equipment within two (2) hours of receiving notice from
Williamson County and begin work at the location of the emergency.

Valid email address shall be established by the Vendor to receive work orders, complaints,
complements, and request for service from Williamson County's Facilities Contract Administrator or



designee. All responses to emails must occur within two (2) hours of being sent by Facilities Contract
Administrator or designee. The Vendor shall provide additional telephone and mobile numbers where
manager, supervisor(s), and floor tech supervisor/lead can be reached at any time deemed necessary.

Vendor must attend schedule meetings to discuss contract, upon request by Facilities Contract
Administrator. Those can be scheduled routinely or on an as needed basis.

Vendor must provide Quality Assurance. Quality reports will be submitted before invoices each month.
Vendor must ensure compliance with the specifications and requirements set out herein by submitting
a check list indicating all tasks completed and must be presented by the Vendor to Facilities Contract
Administration for each building for review and approval on or before the 25th of each month. Invoices
may not be approved for payment without documentation. Only services rendered may be
compensated.

Williamson County reserves the right to object any sub-contractor that is proposed by the Vendor. All
sub-contractors should be approved, in writing, by Williamson County prior to beginning work with or for
Williamson County.

Vendor will be responsible for securing all buildings and ensure that all persons are out of the
buildings prior to locking up. This includes buildings with community and meeting rooms.
Williamson County will pay Vendor the contracted Events/Extra Work hourly rate, if Vendor staff
must remain in building at designed buildings where community and meetings rooms
are designated due to building staff remaining once all janitorial services are provided.
Community and meeting rooms applicable to this additional billing, include but are not limited to:

Georgetown — Central Maintenance Facility — URS Building — Training Room
Georgetown ~ Regional Animal Shelter - Community Room

Georgetown —Williamson County Courthouse - Several Options available
Round Rock - J.B. & Hallie Jester Annex - Community Room

Georgetown — Historical Court House

Additional Community Rooms may be added, where needed.

Vendor must provide adequate supervision of Vendor employees to ensure complete and satisfactory
performance of all work in accordance with the terms of the contract.

All Vendor employees shall be a minimum of 18 years of age (unless noted in specifications for
particular buildings) and experienced in the type of work to be performed.

No Vendor employees may allow their visitors, spouses, children or other relatives to accompany them
on Williamson County property during working hours unless the visitor, spouse, children, or other
relative is a bona fide employees of the Vendor and have completed the appropriate background check
and results are current with Williamson County.

Labor, Equipment, Materials, and Storage: Vendor shall furnish all labor, equipment, and materials
necessary to the performance of Vendor janitorial services. Williamson County will provide
reasonable storage areas for such equipment that will be kept at Williamson County locations.
Williamson County will not be liable for any damage done to or loss of any party or person. In
the event the Vendor has a personnel shortage, permission must be authorized to work beyond the
agreed upon hours or weekends to achieve the minimum daily hours and cleaning requirements
documented in this contract.

All equipment must be commercial grade and properly maintained. Vendor must be able to perform
janitorial services, as specified. All equipment inventory used to carry out tasks required in the scope of



work must be made available to Williamson County upon request. Vendor must provide all equipment
to janitorial staff so that they may adequately perform duties per specifications.

Vendor must supply appropriate number of enclosed vehicle, sufficient in size, to transport consumables
and equipment to all Williamson County buildings.

Vendor must maintain all janitorial supplies and equipment in a clean, safe and orderly condition within
the dedicated room. Williamson County employees including maintenance Facilities staff will access
Vendor supplies and equipment, as necessary, to clean and pick up spills or as needed to clean the
building where applicable. No water will be left in mop buckets or sinks. No storage near electrical or
mechanical equipment room will be approved, unless provided in writing by Facilities Contract
Administrator or designee. Any janitorial supplies or equipment found in electrical or mechanical
equipment rooms will be removed and Vendor will be notified immediately to place the items in the
approved janitorial closets.

Chemicals (all chemical products must be commercial grade): Vendor must provide all cleaners to
janitorial staff so that adequately nightly perform duties may be performed per contract specifications.
Chemicals must include, but not limited to:
A. All-purpose cleaner —~ may be used on any hard surface which will not be damaged by
water. Cleaner must remove common soils found on hard surfaces (wall, woodwork,
countertops, etc. Cleaner must be USDA approved.

B. Glass cleaner — non-ammoniated and must remove grease, oil and lipstick from glass and
mirrors without causing buildup.

C. Floor Cleaner — non-ammoniated; must remove soil without damage to floor finish; must not
leave any residue.

D. Floor Stripper — non-ammoniated, must remove wax, polymers and metal interlock floor
finish; must be low odor, nonabrasive, and non-flammable.

E. Furniture Cleaner - self-cleaning, non-oily and leave shine without causing buildup.

F. Disinfectant Cleaner — must use hospital grade; must be effective against broad spectrum of
germs.

G. Restroom Cleaner — must be safe on ceramic, stainless steel chrome and porcelain. Must
remove hard water deposits, soap scum, rust, oil deposits from surface; non-ammoniated,
non-abrasive.

Color Coded Micro Fiber Mopping System, equivalent or exceeding Unger, must be used where
health services are provided (example: Health Departments, Juvenile Justice, etc).

Vendor employees shall not use Williamson County equipment, including but not limited to: computers,
telephones, facsimiles, copiers, printers, calculators, typewriters, etc at any time. Exception: Williamson
County telephones may be used in cases of emergency and/or to respond to work requests from
Williamson County designee or to use a clock-in clock-out procedure. Misuse of this Williamson
County equipment or Vendor equipment may result in immediate termination of the service contract.

Williamson County Buildings - No smoking Policy: All Williamson County buildings, property and
grounds are NON-SMOKING. Vendor employees are prohibited from smoking in all areas.

Williamson County Holidays: Facilities Contract Administrator or designee will provide the approved FY
18-19 Holiday schedule to the Vendor, upon Commissioner County Court approval

Williamson Jail, ESOC and Juvenile Services buildings are open 24 hours a day and 7 days a week
regardless of Holidays. Janitorial tasks must be completed per the building specifications, outlined in
this contract. All other Williamson County buildings must be scheduled around holidays so that the
required scope of service is completed per the specifications.



Keys: Vendor is responsible for all keys issues and signed for. Loss of keys will result in the Vendor
paying all cost to re-key exterior/interior locks or replace exterior/interior locks, as deemed appropriate
by Williamson County Facilities Contract Administrator or designee. Additionally, the Vendor will
provide the appropriate number of keys to replace all key distribution for the Williamson County building
(per Williamson County key records at time of the occurrence).

End of Janitorial Shift: At the end of each shift, Vendor employee(s) will ensure all lights (except
security lights), lock and secure the building after last Vendor employee exits the building, unless
performing janitorial tasks during business hours.

Security System: If there is a security system in the building, the Vendor is responsible for
disarming/arming the alarm when arriving and leaving the building. Security alarm codes must not be
disclosed nor shared.

Scheduling: Vendor must provide schedule and coordinate with Facilities Contract Administrator or
designee for all tasks not performed routinely, such as window cleaning, power washing, semi-annual
floor care, etc. Calendar of scheduled tasks must be made, followed, and carefully considered to ensure
the tasks are completed as outlined in this contract. Williamson County building occupants must be
notified at least 48 hours in advance of the scheduled task to be completed.

Additional cost to Williamson County, requests for additional floor care, upholstery cleaning, etc will be
arranged by Facilities Contract Administrator or designee.

Vendor must maintain and empty Williamson County paper recycle bins, located in various
centralized areas throughout the County buildings, into appropriate storage recycling dumpsters
located at various buildings (see Recycling Dumpster locations below). Recycling containers at
various Williamson County buildings that do not have a Recycling dumpster onsite must be
transported to a Williamson County building where a recycling dumpster is available. Facilities
Contract administrator will discuss those Williamson County buildings and assist with locating a near
recycling dumpster located at a Williamson County buildings where recycling should be transported
to for proper disposal. The Vendor is not responsible for individual office small blue recycling
containers. Vendor should never empty the small blue cans, Williamson County employees are
responsible for empting their own small blue desk cans into the larger blue collection container.
Vendor is only responsible for the large blue collection container located in various locations
throughout the Williamson County buildings. Shredded paper must be placed into plastic bags, tied
shut and be delivered to the recycling dumpster.

Recycle Dumpster locations include:

Facility Address

Cedar Park Annex 350 Discovery Blvd., Cedar Park
Inner Loop Annex 301 SE Inner Loop, Georgetown
Justice Center 405 MLK, Georgetown

Juvenile Justice Center | 200 Wilco Way, Georgetown

Round Rock Jester 1801 Old Settler's Bivd, Round Rock

Annex
Taylor Annex 412 Vance St. Taylor




Central Maintenance 3151 SE Inner Loop, Georgetown
Facility

Emergency Service 911 Tracy Chambers, Georgetown
Operation Center

Texas Avenue 1355 Texas Ave, Round Rock

EMS 3189 SE Inner Loop, Georgetown

Georgetown Annex 151 Wilco Way, Georgetown




Agency Identification
Agency Name ORI

WILLIAMSON COUNTY SHERIFF'S OFFICE TX2460000

Agency Address

508 S ROCK ST

City lp
GEORGETOWN 78626

Agency Representative (Title and Name}

SHERIFF ROBERT CHODY/MICHELE FREI TAC

Phone Number Fax Number

5129431300 5129431444

Email address

rchody@wilco.org /mfrei@wilco.org
Contractor Identification

Company Name Service Providing Agency
MCLEMORE BUILDING MAINTENANCE JANITORIAL SERVICES
Company Address

110 FARGO STREET

City State lp

HOUSTON TX | 77006

Contractor Represeniative (Title and Name)

RICHARD B. RODRIGUEZ

Phone Number Fax Number

713.528.7775 713.523.4341

Email address
rrodriguez@mbmin.com

Visit our website www.dps.texas.gov/securityreview for information on submitting

vendor/contractor fingerprints.

Email can be sent to: secu

Main office number is: (512) 424-5686

Partics may use the following Security Addendum with the Texas Signatory Page or, in
their contract, choose to incorporate the Security Addendum by reference. If the
Addendum is incorporated by reference into the contract, a copy of the contract must be
provided to the TX DPS CJIS Security Office.




FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM
Legal Authority for and Purpose and Genesis of the
Security Addendum

Traditionally, law enforcement and other criminal justice agencies have been
responsible for the confidentiality of their information. Accordingly, until mid-1999, the
Code of Federal Regulations Title 28, Part 20, subpart C, and the National Crime
Information Center (NCIC) policy paper approved December 6, 1982, required that the
management and exchange of criminal justice information be performed by a criminal
justice agency or, in certain circumstances, by a noncriminal justice agency under the
management control of a criminal justice agency.

In light of the increasing desire of governmental agencies to contract with private
entities to perform administration of criminal justice functions, the FBI sought and obtained
approval from the United States Department of Justice (DOJ) to permit such privatization
of traditional law enforcement functions under certain controlled circumstances. In the
Federal Register of May 10, 1999, the FBI published a Notice of Proposed Rulemaking,
announcing as follows:

. Access to CHRI [Criminal History Record I[nformation| and
Related Information, Subject to Appropriate Coatrols, by a Private Contractor
Pursuant to a Specific Agreement with an Authorized Governmental Agency
To Perform an Administration of Criminal Justice Function (Privatization).
Section 534 of title 28 of the United States Code authorizes the Attomey
General to exchange identification, criminal identification, crirae, and other
records for the official use of authorized officials of the federal government,
the states, cities, and penal and other institutions. This statute also provides,
however, that such exchanges are subject to cancellation if dissemination is
made outside the receiving departments or related agencies. Agencies
authorized access to CHRI traditionally have been hesitant to disclose that
information, even in furtherance of authorized criminal justice functions, to
anyone other than actual agency employees lest such disclosure be viewed as
unauthorized. In recent years, however, governmental agencies seeking
greater efficiency and economy have become increasingly interested in
obtaining support services for the administration of criminal justice from the
private sector. With the concurrence of the FBI’s Criminal Justice
Information Services (CJIS) Advisory Policy Board, the DOJ has conctuded
that disclosures to private persons and entities providing support services for
criminal justice agencies may, when subject to appropriate controls, propetly
be viewed as permissible disclosures for purposes of compliance with 28
U.S.C. 534.

We are therefore proposing to revise 28 CFR 20.33(a) (7) to provide
express authority for such arrangements. The proposed authority is similar to
the authority that already exists in 28 CFR 20.21(b)(3) for state and local
CHRI systems. Provision of CHRI under this authority would only be
permitted pursuant to a specific agreement with an authorized governmental



agency for the purpose of providing services for the administration of
criminal justice. The agreement would be required to incorporate a security
addendum approved by the Director of the FBI (acting for the Attorney
General). The security addendum would specifically authorize access to
CHRI, limit the use of the information to the specific purposes for which it is
being provided, ensure the security and confidentiality of the information
consistent with applicable laws and regulations, provide for sanctions, and
contain such other provisions as the Director of the FBI (acting for the
Attorney General) may require. The security addendum, buttressed by
ongoing audit programs of both the FBI and the sponsoring governmental
agency, will provide an appropriate balance between the benefits of
privatization, protection of individual privacy interests, and preservation of
the security of the FBI’s CHRI systems.

The FBI will develop a security addendum to be made available to
interested governmental agencies. We anticipate that the security addendum
will include physical and personnel security constraints historically required
by NCIC security practices and other programmatic requirements, together
with personal integrity and electronic security provisions comparable to those
in NCIC User Agreements between the FBI and criminal justice agencies,
and in existing Management Countrol Agreements between criminal justice
agencies and noncriminal justice governmental entities. The security
addendum will make clear that access to CHRI will be limited to those
officers and employees of the private contractor or its subcontractor who
require the information to properly perform services for the sponsoring
governmental agency, and that the service provider may not access, modify,
use, or disseminate such information for inconsistent or unauthorized
purposes.

Consistent with such intent, Title 28 of the Code of Federal Regulations (C.F.R.)
was amended to read:

§ 20.33 Dissemination of criminal history record information.

a) Criminal history record information contained in the Interstate
[dentification Index (III) System and the Fingerprint [dentification
Records System (FIRS) may be made available:

1) To criminal justice agencies for criminal justice purposes, which
purposes include the screening of employees or applicants for
employment hired by criminal justice ageacies. |

2) To noncriminal justice governmental agencies performing criminal
Jjustice dispatching functions or data processing/information services
for criminal justice agencies; and

3) To private contractors pursuant to a specific agreement with an
agency identified in paragraphs (a)(1) or (a)(6) of this section and for
the purpose of providing services for the administration of criminal
Jjustice pursuant to that agreement. The agreement must incorporate a
security addendum approved by the Attorney General of the United



States, which shall specifically authorize access to criminal history
record information, limit the use of the information to the purposes for
which it is provided, ensure the security and confidentiality ot the
information consistent with these regulations, provide for sanctions,
and contain such other provisions as the Attorney General wmay
require. The power and authority of the Attomey General hereunder
shall be exercised by the FBI Director (or the Director’s designee).

This Security Addendum, appended to and incorporated by reference in a
government-private sector contract entered into for such purpose, is intended to insure that
the benefits of privatization are not attained with any accompanying degradation in the
security of the national system of criminal records accessed by the contracting private
party.  This Security Addendum addresses both concerns for personal integrity and
electronic security which have been addressed in previously executed user agreements and
management control agreements.

A government agency may privatize functions traditionally performed by criminal
justice agencies (or noncriminal justice agencies acting under a management control
agreement), subject to the terms of this Security Addendum. If privatized, access by a
private contractor's personnel to NCIC data and other CJIS information is restricted to
only that necessary to perform the privatized tasks consistent with the government
agency's function and the focus of the contract. If privatized the contractor may not
access, modify, use or disseminate such data in any manner not expressly authorized by
the government agency in consultation with the FBL.



FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate
security is provided for criminal justice systems while (1)under the control or management of
a private entity or (2) connectivity to FBI CJIS Systems has been provided to a private eatity
(coutractor). Adequate security is defined in Office of Management and Budget Circular A-
130 as “security commensurate with the risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a
security program consistent with federal and state laws, regulations, and standards (including
the CJIS Security Policy in effect when the contract is executed), as well as with policies and
standards established by the Criminal Justice Information Services (CJIS) Advisory Policy
Board (APB).

This Security Addendum identifies the duties and responsibilities with tespect to the
installation and maintenance of adequate intemal controls within the contractual relationship
so that the security and integrity of the FBI's information resources are not compromised. The
security program shall include consideration of personnel security, site security, system
security, and data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks
and support facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency, which enters into an agreement with a
private contractor subject to this Security Addendum.

1.02 Contractor - a private business, organization or individual which has entered into an
agreement for the administration of criminal justice with a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security
Addendum and the CJIS Security Policy and executes an acknowledgment of such receipt
and the contents of the Security Addendum. The signed acknowledgments shall remain in the
possession of the CGA and available for audit purposes.

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state laws,
regulations, and standards (including the CJIS Security Policy in effect when the contract is
executed), as well as with policies and standards establishcd by the Criminal Justice
Information Services (CJIS) Advisory Policy Board (APB).

4.00 Security Violations.



4.0l The CGA must report security violations to the CJIS Systems Officer (CSO) and the
Director, FBI, along with indications of actions taken by the CGA and Contractor.

4.02 Security violations can justify termination of the appended agreement.
4.03 Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links.
The FBI will provide the CSO with timely written notice of the suspension.
Access and services will be reinstated only after satistactory assurances have
been provided to the FBI by the CGA and Contractor. Upon termination, the
Contractor's records containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or
obligations on any persons other than the Contractor, CGA, CJA (where applicable), CSA,
and FBL

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20, The parties are also
subject to applicable federal and state laws and regulations.

6.03 The terms set forth in this document do not constitute the sole understanding by and
between the parties hereto; rather they augment the provisions of the CJIS Security Policy to
provide a minimum basis for the security of the system and contained information and it is
understood that there may be terms and conditions of the appended Agreement which impose
more stringeat tequirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified by
the parties to the appended Agreement without the consent of the FBIL.

6.05 All notices and correspondence shall be forwarded by First Class mail to:

Assistant Director

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306



FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM
CERTIFICATION

[ hereby certify that [ am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC 2000 Operating Manual; (3) the CJIS
Security Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be
bound by their provisions.

I recognize that criminal history record information and related data, by its very
nature, is sensitive and has potential for great harm if misused. I acknowledge that access to
criminal history record information and related data is therefore limited to the purpose(s) for
which a government agency has entered into the contract incorporating this Security
Addendum. I understand that misuse of the system by, among other things: accessing it
without authorization; accessing it by exceeding authorization; accessing it for an improper
purpose; using, disseminating or re-disseminating information received as a result of this
contract for a purpose other than that envisioned by the contract, may subject me to
administrative and criminal penalties. I understand that accessing the system for an
appropriate purpose and then using, disseminating or re-disseminating the information
received for another purpose other than execution of the contract also constitutes misuse. [
further understand that the occurrence of misuse does not depend upon whether or not [
receive additional compensation for such authorized activity. Such exposure for misuse
includes, but is not limited to, suspension or loss of employment and prosecution for state
and federal crimes.

Signature of Contractor Employee Date

Printed or Typed Contractor Employee Name

Sex: Race: DOB: State/ID or DL:

Signature of Contractor Representative

Printed or Typed Name of Contractor
Representative

Organization Name and Representative’s Title

Date



Texas Signatory Page

The undersigned parties agree that the Security Addendum is now a part of the contract between
the entities. The parties agree to abide by all requirements of the Security Addendum and the
CJIS Security Policy, and it shall remain in force for the term of the contract. Any violation of
this addendum constitutes a breach of the contract.

To the extent there is 2 conflict between a confidentiality clause in the underlying contract and the
Security Addendum and/or the CJIS Security Policy, the Security Addendum and the CJIS Security
Policy shall govern any information covered by the Security Addendum and/or the CJIS Security
Policy.

(To be signed and dated by the vendor and law enforcement agency representative(s) who signed
the original contract, or at least who have authority to bind each entity.)

Robert Chody
Printed Name of Agency Representative
Sheriff
Signature of Agency Representative Title
Williamson County Sheriff's Office
TX2460000
Agency Name and ORI Date
Richard B. Rodriguez
Printed Name of Vendor (Contractor) Representative
v, B,/E)o der w{r VP of Operations
Signature of Vendor (Contractor) Representative Title

McLemore Building Maintenance

Vendor Organization Name Date



