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AGREEMENT
(BOS AGREEMENT NO. - )
This Agreement (“Agreement”) is made and entered into this day of , 2022 by and

between the County of Yolo, a political subdivision of the State of California (*County”) and Yolo
Community Care Continuum, a non-profit authorized to do business in the State of California
(“Contractor™), collectively reference as the “Parties”.

WHEREAS, on or about October 7, 2021 the County entered into an agreement (“State Performance
Agreement”); with California Department of Healthcare Services regarding the requirements for the
provision services under the Mental Health Services Act (MHSA); and

WHEREAS, the County collaborated with the local community to identify areas of need and develop
goals and objectives as included in the Mental Health Services Act (MHSA) Three-Year Program and
Expenditure Plan for 2020-2023; and

WHEREAS, the County desires to obtain services for permanent supportive housing, as specified in
Exhibit A, of this Agreement; and

WHEREAS, Contractor represents and warrants that neither Contractor, nor any of its officers,
agents, employees, contractors, subcontractors, volunteers, or five percent owners, is excluded or
debarred from participating in or being paid for participation in any Federal or State program; and

WHEREAS, Contractor further represents and warrants that no conditions or events now exist which
give rise to Contractor or any of its officers, agents, employees, contractors, subcontractors, volunteers or
five percent owners being excluded or debarred from any Federal or State program; and

WHEREAS, Contractor has represented and warrants to the County that it has the necessary training,
experience, expertise and competency to provide the services, goods and materials that are described in
this Agreement, at a cost to the County as herein specified; that it will be able to perform the herein
described services at minimum cost to the County by virtue of its current and specialized knowledge of
relevant data, issues, and conditions; and that it will do so in a manner consistent with and furthering of
the Values of Yolo County, a copy of which can be found at http://www.yolocounty.org/general-
government/about-us/mission-values-strategic-plan.

WHEREAS, Contractor understands that the County is relying upon these representations in entering
into this Agreement; and

NOW, THEREFORE, the County and the Contractor agree as follows:

l. TERM

A. The term of this Agreement shall be from July 1, 2022 through June 30, 2023 unless
sooner terminated as provided in this Agreement.

B. Either party may terminate this Agreement in whole or in part, in its sole discretion, for
any reason or for no reason at all, upon at least 30 days advance written notice to the other party.
This Agreement may also be terminated for cause or for insufficient funds as prescribed in
Section XI. of Exhibit C of this Agreement.

1. SERVICES
A. Contractor shall furnish and perform the services set forth in the Scope of Services
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attached to this Agreement as Exhibit A, in conformance with this Agreement (including, but not
limited to, all exhibits), and in a manner satisfactory to the Director.

B. Contractor shall comply with all applicable provisions of State and Federal regulations
and provisions as incorporated herein as if fully set forth in this place, including those found the
State Performance Agreement, and any regulatory or sub-regulatory guidance regarding MHSA
funding

C. Contractor shall also comply with all applicable provisions of the HHSA Mental Health
Clinical Documentation Standards Manual 2019 and the HHSA Mental Health Clinical
Documentation Companion Guide 2019 (collectively hereinafter referred to as the “Clinical
Documentation Guide”), the HHSA Behavioral Health Compliance Plan, and any and all
applicable County policies and procedures. The Contractor has accessed and reviewed all these
documents, which are available to the Contractor at website http://www.yolocounty.org/health-
human-services, and are incorporated herein by this reference. Contractor may also send an email
to Health and Human Services Agency (HHSA)-Behavioral Health Quality Management at
HHSAQualityManagement@yolocounty.org to obtain copies of any of these documents.

COMPENSATION AND PAYMENT TERMS

A Subject to the satisfactory performance of the services required of Contractor pursuant to
this Agreement, and to the terms and conditions set forth in this Agreement, and following
Contractor’s submission of an appropriate claim, and such other documentation that the County
may require, County shall pay Contractor according to the terms set forth in Exhibit B. Contractor
agrees to accept the foregoing payments as full and complete payment for all services provided
pursuant to this Agreement, irrespective of whether the cost of such services and related
administrative expenses exceed such payments.

B. Any other provision of this Agreement notwithstanding, the maximum payment
obligation to Contractor through June 30, 2023 shall be no greater than ONE HUNDRED
THOUSAND DOLLARS ($100,000) specified as follows:

Fiscal Year 2022-23 Total
July 1, 2022 through June 30, 2023
$100,000 $100,00

C. Administrative/indirect costs shall not exceed 15% of personnel costs calculated based on
salaries, wages, benefits and taxes per fiscal year.

D. County shall pay Contractor using a combination of funding sources, as the County deems
appropriate

AMENDMENT AUTHORITY

A Procurement Manager’s Authority: The Yolo County Procurement Manager
(“Procurement Manager”) may approve and execute amendments regarding allocation of funds
between categories of services, scope of services, billing rates, and other contract language
changes set forth elsewhere in this Agreement provided the modifications are generally consistent
with the original approved scope of the contract. This authority includes the ability to approve
and execute amendments to increase to the maximum payment obligation, provided the increase
is within the Procurement Manager’s Authority, as prescribed in the Yolo County Procurement
Policy.
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B. Yolo County Board of Supervisors’ Authority: All other authority to approve and execute
amendments or exercise option year(s) related to this Agreement is reserved by the Yolo County
Board of Supervisors.

ENTIRE AGREEMENT

A. The complete Agreement shall include the following exhibits and attachment(s) attached
hereto and incorporated herein:

Exhibit A — Scope of Services

Exhibit B — Terms of Payment

Exhibit C — Terms and Conditions

Exhibit D — Contract Budget

Exhibit E- HIPAA Compliance, including Attachment E.1 — State Agreement Information
Confidentiality, Security, and Privacy Requirements

Exhibit F — Performance Measures

The County and Contractor shall each comply with all of the terms and conditions set forth in
these exhibits and attachment(s). In the event of any conflict between any of the provisions of this
Agreement (including Exhibits and attachments), the provision that requires the highest level of
performance from Contractor for the County’s benefit shall prevail.

B. This Agreement constitutes the entire agreement between the County and Contractor and
supersedes all prior negotiations, representations, or agreements, whether written or oral. In the
event of a dispute between the parties as to the language of this Agreement or the construction or
meaning of any term hereof, this Agreement shall be deemed to have been drafted by the parties
in equal parts so that no presumptions or inferences concerning its terms or interpretation may be
construed against any party to this Agreement.

[Signatures Follow]
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IN WITNESS WHEREOF, the Parties have executed this Agreement as of the day and year first set

forth above.

CONTRACTOR

By 270 . Aas
Amber Salazar, Executi
Yolo Community Care Contin

Date:VQhA.ﬂ &,ﬂﬂ}g—*

e Diree

COUNTY OF YOLO

By

Angel Barajas, Chair
Board of Supervisors

Date:

Nl 1 Sllliva

Nolan Sullivan, Interim Director
Health and Human Services Agency

Attest:
Julie Dachtler, Senior Deputy Clerk
Board of Supervisors

By

Deputy (Seal)

Approved as to Form:
Philip J. Pogledich, County Counsel

By

Hope P. Welton, Senior Deputy
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EXHIBIT A - SCOPE OF SERVICES

Contractor shall provide services in accordance with the following provisions.

SERVICE LOCATION(S)

Services rendered pursuant to this Agreement shall be provided at the following location(s):

Homestead Permanent Supportive Housing
2610 Grambling Court
Davis, CA 95618

Pacifico Permanent Supportive Housing
1752 Drew Circle
Davis, CA 95618

PURPOSE

To improve the general health and stability of residents at both permanent supportive housing
complexes through consistent daily interaction. To help identify and solve problems for residents
before they escalate.

TARGET POPULATION

Severely mentally ill adult clients ages 18 years and older.

SERVICES

A full-time Social Services Coordinator will split their time between Homestead and Pacifico
housing complexes, providing direct service, connecting residents with other services, facilitating
support groups, helping evaluate residents and recommending appropriate placement. The
overarching goal is to improve the general health and stability of residents through consistent
daily interaction. This approach will help identify and solve problems before they escalate. The
Social Services Coordinator will provide individual counseling and crisis intervention for
residents, as needed. Additional staff will also help connect residents with services (e.g., tele-
health and transportation) and address issues that arise associated with street drug use and drug
dealing, unhoused people living on the property at Homestead, and other problems.
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EXHIBIT B - TERMS OF PAYMENT

BUDGET

A Contractor has submitted a contract budget attached hereto as Exhibit D. Contractor shall
adhere to this budget in performing services that have been authorized and provided in
accordance with the provisions of this Agreement.

B. Amendments to the budget including but not limited to shifting the allocation of funds
between categories of services, must be mutually agreed upon in writing. Contractor shall
provide a revised budget to the Director for approval. Budget amendments must be approved
pursuant to Section 1V. of this Agreement.

METHOD OF PAYMENT

A Contractor shall submit such claims for payment to the County no later than forty-five
(45) days after completion of the month in which services have been rendered. Any claim that is
submitted and rejected due to lack of necessary information must be resubmitted within twenty
(20) days of the date of the initial rejection.

B. Claims for payment may be submitted to the county in an electronic format at
HHSA.AccountsPayable@yolocounty.org. All claims shall be submitted with any required
supporting documentation accompanying the claim. If a claim contains confidential client
information, the claim and supporting documentation must be encrypted for transmission.

Claims, with any required supporting documentation, may also be submitted via US Postal
Service mail addressed to:

Yolo County Health and Human Services Agency
137 N. Cottonwood Street, Suite 2400

Woodland, CA 95695

Attn: Accounts Payable

C. County shall pay Contractor for actual expenditures as specific in Exhibit D for services
that have been provided in accordance with the provision of this Agreement.

D. County shall authorize payment within forty-five (45) days of the receipt of Contractor’s
appropriate claim, required reports, and any further documentation requested by the County for
purposes of this Agreement.

E. In the event that the Contractor fails to comply with any provision of this Agreement,
County may withhold payment otherwise due Contractor pursuant to this Agreement or any other
agreement between Contractor and County until such noncompliance has been corrected.

F. Late claims submitted with a written request within a reasonable timeframe, if it is due to
circumstances beyond the control of the Contractor, may be approved by the Director for claim
submission.

G. 1. County will demand repayment from Contractor for compensation made to the
Contractor, in the event that any goods and/or services related to such compensation are
subsequently determined disallowable, regardless of reason.

2. Any such disallowance related to the current term of this Agreement will be due
and payable immediately to the County. County will recoup from Contractor by
offsetting any payment otherwise due Contractor pursuant to this Agreement or any other
agreement between Contractor and County.

3. Any such disallowance related to the prior terms of this Agreement or any other
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agreement between Contractor and County will be due and payable within forty-five (45)
days of mailing a demand letter from County to Contractor. Thereafter, unless otherwise
negotiated with and approved by the Director, County will recoup from Contractor the
amount due, by offsetting any payment otherwise due Contractor pursuant to this
Agreement or any other agreement between Contractor and County.

4. In the event that the aggregated payment otherwise due Contractor pursuant to
this Agreement or any other agreement between Contractor and County is less than the
amount due, and when all payments otherwise due Contractor have been exhausted,
Contractor shall make payment to the County for any balance due based on a payment
plan negotiated with and approved by the Director.

Any other provision of this Agreement notwithstanding, because this Agreement is

funded by the State Contracts, the County’s obligation to compensate Contractor pursuant to this
Agreement is contingent upon, and subject to, the County’s receipt of such funding from the
State, and the absence or removal of any constraints imposed by the State upon such receipt and
payment.

Contractor shall use the funds provided by County exclusively for the purposes of

performing the services required by this Agreement. No funds provided by County pursuant to
this Agreement shall be used for any political activity or political contribution.

J.

Contractor shall hold harmless the State and clients in the event that the County does not

pay for services in accordance with this Agreement.
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EXHIBIT C - TERMS AND CONDITIONS

COUNTY AUTHORITY; CONTRACTOR ELIGIBILITY

Contractor represents and warrants to the County that it has the necessary licensing, certification,
training, experience, expertise, and competency to provide the services, goods, and materials that
are described in this Agreement, at a cost to the County as herein specified; that it will be able to
perform the herein described services at minimum cost to the County by virtue of its current and
specialized knowledge of relevant data, issues, and conditions. The County is relying upon this
representation in entering into this Agreement.

PERSONNEL; PERFORMANCE STANDARDS

A Contractor shall furnish professional personnel in accordance with the regulations,
including all amendments thereto, issued by the County, California Department of Healthcare
Services, Centers for Medicare or Medicaid Services, the Office of the Inspector General, the
Comptroller General of the United States, and any other authorized federal and state agencies.
Contractor shall operate continuously throughout the term of this Agreement with at least the
minimum staff required by law for provision of services hereunder. Such personnel shall be
qualified in accordance with all applicable laws.

B. Employment of persons to provide treatment services who do not possess the required
licenses, certifications or permits to provide services under this contract shall be deemed a breach
of this Agreement and constitutes grounds for the termination of this Agreement by County.

C. Contractor shall make available to County, on written request of the Director, a list of the
persons who provide services under this Agreement. This list shall state the name, title,
professional degree, National Provider Identifier (NPI), if applicable, and work experience of
such persons, and copies of all required licenses and certification, if applicable.

D. Contractor shall verify prior to hire and monthly thereafter (unless another frequency is
specified below) that all of Contractor’s employees and subcontractors are eligible to provide
services under this Agreement pursuant to all applicable Federal, State, and County laws, rules
and regulations. Contractor shall maintain documentation of verification on file and provide such
documentation to County upon request. Verification check shall include:

1. Criminal background checks including fingerprinting (upon hire or rehire only, not
required monthly);

Social Security Administration’s Death Master File (at least annually);
National Plan and Provider Enumeration System (NPPES); and
Applicable Licenses

System for Award Management (SAM)

o U A W N

Exclusion from Medi-Cal and Medicaid provider participation, at a minimum to
mclude Contractor’s use of the following websites:
a. Office of Inspection General http://oig.hhs.gov/exclusions/exclusions_list.asp

b. Medi-Cal Suspended and Ineligible List https://files.medi-
cal.ca.gov/pubsdoco/SandILanding.asp

c. System for Award Management https://cage.dla.mil/
d. National Practitioner Database

If the Contractor is unable to certify to any of the statements in this section the Contractor shall
submit an explanation to the Director, prior to executing this Agreement. The terms and
definitions herein have the meanings set out in the Definitions and Coverage sections of the rules
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EXHIBIT C - TERMS AND CONDITIONS

implementing Federal Executive Order 12549. If the Contractor knowingly violates this
certification, in addition to other remedies available to the Federal Government, the County may
terminate this Agreement for cause or default.

RECORDS, RETENTION, REVIEW, ETC.

A Records include but are not limited to financial and patient records as described below
and all other physical and electronic records and documents originated or prepared pursuant to
Contractor’s performance under this Agreement including but not limited to: working papers,
reports, financial records and documents of account, patient records, prescription files,
subcontracts, and any other documentation pertaining to covered services and other related
services for clients.

B. Financial Records

1. Contractor shall maintain financial records and other evidence, sufficient to support
all direct and indirect costs of whatever nature that are claimed to have been incurred in
the performance of this Agreement. These may include but are not limited to complete
client service and financial records, which clearly reflect the actual cost and related fees
received for each type of service for which payment is claimed, books, accounting
procedures and practices, and audit work papers.

2. Contractor shall preserve and make available his/her financial records for a period of
ten (10) years from the date of final payment under this Agreement, and for such longer
period, if any, as is required by applicable statute, by any other provision of this
Agreement, or by subparagraphs (a) or (b) below.

a. If this Agreement is completely or partially terminated, the records relating to the
work terminated shall be preserved and made available for a period of five years
from the date of any resulting final settlement.

b. If any litigation, claim, negotiation, audit, or other action involving the records
has been started before the expiration of the ten-year period, the records shall be
retained until completion of the action and resolution of all issues which arise from it,
or until the end of the regular ten-year period, whichever is later.

C. Client Records

1. If applicable, Contractor shall maintain adequate client records for each client, in
sufficient detail to permit an evaluation of services, which shall include, but not be
limited to, the following: admission information, demographic information, consent for
treatment, medical history, assessment and diagnostic studies, client plan, records of
patient interviews, and records of all services provided. Such records shall also comply
with all applicable Federal, State, and County record retention requirements. If
applicable, Contractor shall comply with the Federal, State and County requirements as to
maintaining electronic health records. County and Contractor will collaborate to provide
patients with access to patient healthcare records in compliance with all applicable
Federal, State, and County regulations.

2. All client records shall be kept for whichever time period listed below is longer:
i. ten (10) years from the date of final payment under this Agreement, and for such
longer period, if any, as is required by applicable statute, by any other provision of
this Agreement, or by subparagraphs (i) or (ii) below.

ii. If this Agreement is completely or partially terminated, the records relating to the
work terminated shall be preserved and made available for a period of five years
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from the date of any resulting final settlement.

iii. If any litigation, claim, negotiation, audit, or other action involving the records
has been started before the expiration of the ten-year period, the records shall be
retained until completion of the action and resolution of all issues which arise from
it, or until the end of the regular ten-year period, whichever is later.

3. a minimum of ten (10) years from the patient’s date of discharge, if the patient is
eighteen (18) years old or older when they are discharged; or

4. until the patient’s 28th birthday, if the patient was treated and discharged while they
were a minor; or

5. if the patient was pregnant at the time of treatment, patient’s records shall be
maintained for 25 years from last date of treatment while pregnant. In the event the
client was pregnant more than once while they received treatment, the last date of
treatment of the last pregnancy shall be used to calculate the appropriate time frames
for record retention. In the event that the last day of treatment while pregnant cannot
be ascertained from the client record, the last day of treatment while pregnant shall be
calculated as one year from the initial report of pregnancy in the client record.

D. In the event that Contractor ceases to provide the services required by this Agreement for
any reason, Contractor will contact County and make appropriate arrangements for transfer of
care of the clients and for County to take possession of client records. Electronic health care
records shall be made available to the County in an electronic format readable by the County.

E. Contractor may, at its discretion, following receipt of final payment under this
Agreement, reduce its accounts, books, and records related to this Agreement to microfilm,
computer disk, CD ROM, DVD, or other data storage medium. Upon request by an authorized
representative to inspect, audit or obtain copies of said records, Contractor must supply or make
available applicable devices, hardware, and/or software necessary to view, copy, and/or print said
records. Applicable devices may include, but are not limited to, microfilm readers and microfilm
printers, etc.

F. This section shall survive the termination or completion of this Agreement for the full
period allowed by law.

REPORTS

A Contractor shall submit to County the following listed reports. Contractor shall make
further reports as may be reasonably requested by Director, the State and/or Federal government
concerning Contractor’s activities as they affect the services and obligations required by this
Agreement, including any data and information required by State and/or Federal government for
the County to receive funds used for these services. All reports must be submitted as prescribed
by this Agreement or as otherwise reasonably requested by the Director.

B. Contract Expenditure Reports
1. Mid-Year Report: This includes the total contract expenditures for the period of July
1 through December 31 and year-to-date information on actual expenditures and
revenues. To be submitted by January 31

2. End of Year Report: This includes contract expenditures for the period of July 1
through June 30 and year end information on actual expenditures and revenues. To be
submitted by July 31%.

Submit  the  Contract  Expenditures  reports  electronically via  email to:
HHSA.AccountsPayable@yolocounty.org .
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C. Employee Verification Report: (See Section Il. of this Exhibit.)

Contractor shall verify prior to hire that all of Contractor’s employees and subcontractors
are eligible to provide services under this Agreement pursuant to all applicable state and
federal rules, including applicable sections of the State Contracts. Contractor shall
maintain documentation of verification on file and provide such documentation to County
upon request

D. Performance Outcome Measures (POM) Report: (See Exhibit F of this Agreement)

Contractor shall maintain data and reports of performance outcome measures in
compliance with the Federal and State requirements. On a quarterly basis, Contractor
shall make these data and reports available to the County, as specified in Exhibit F,
Performance Measures.

Submit the Performance Outcome Measures electronically via email to:
Mila.Green@yolocounty.org.

AUDITS

A. Contractor shall allow the County, California Department of Healthcare Services, Centers
and the Bureau of State Audits, and any other authorized federal and state agencies, or their duly
authorized designees, to evaluate Contractor’s performance under this contract, including the
quality, appropriateness, and timeliness of services provided, and to inspect, evaluate, and audit
any and all records, documents, and the premises, equipment and facilities maintained by the
Contractor and its subcontractors pertaining to such services at any time.

Contractor shall allow such inspection, evaluation and audit of its records, documents and
facilities, and those of its subcontractors, for 10 years from the term end date of this Contract or
in the event the Contractor has been notified that an audit or investigation of this Contract has
been commenced, until such time as the matter under audit or investigation has been resolved,
including the exhaustion of all legal remedies, whichever is later. (For the State Managed Care
MHP Agreement services, see 42 C.F.R. 88 438.3(h), 438.230(c)(3)(i-iii).) Records are defined
in Section I11.A., above.

B. Any failure or refusal by Contractor to permit access to any facilities, books, records, or
other information required to be provided to the County, State and/or the Federal government by
this Agreement and/or the State Contracts shall constitute an express and immediate breach of
this Agreement.

C. Contractor shall allow such inspection, evaluation and audit of its records, documents and
facilities, and those of its subcontractors, for (10) years from the date of final payment under this
Agreement, and for such longer period, if any, as is required by applicable statute, by any other
provision of this Agreement, or by subparagraphs (1) or (2) below.

1. If this Agreement is completely or partially terminated, all books, records, and
facilities maintained by Contractor related to goods and/or services provided and claims
made pursuant to this Agreement available for inspection, examination, and copying shall
made available for a period of five years from the date of any resulting final settlement.

2. If any litigation, claim, negotiation, audit, or other action involving the records has
been started before the expiration of the ten-year period, all books, records, and facilities
maintained by Contractor related to goods and/or services provided and claims made
pursuant to this Agreement available for inspection, examination, and copying shall be
made available until completion of the action and resolution of all issues which arise
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from it, or until the end of the regular ten-year period, whichever is later.

D. Any failure or refusal by Contractor to permit access to records by the County, California
Department of HealthCare Services, and any other authorized federal and state agencies, or their
duly authorized designees, as otherwise provided by this Agreement, the State Contracts, State
and/or Federal laws and regulations, shall constitute an express and immediate breach of this
Agreement.

E. Contractor shall also be subject to the examination and audit of the Auditor General for a
period of three (3) years after final payment under contract (Government Code, Section 8546.7.)

F. If applicable, Contractor shall comply with the Single Audit Act and the audit reporting
requirements set forth in Title 2, Code of Federal Regulations Part 200. Should Contractor
expend seven hundred fifty thousand dollars ($750,000) or more in Federal funds during any
fiscal year, Contractor shall furnish County copies of the Certified Audited Financial Reports
from an independent Certified Public Accountant (CPA) firm, covering the Cost Report period,
i.e., July 1 through June 30, or covering a twelve (12) month period that is most recent and
relevant to the Cost Report period, and provide a detailed audit of all costs included in the Cost
Report. This Audit shall be performed in accordance with Office of Management and Budget
(OMB) Uniform Grant Guidance or Super Circular (Title 2, Code of Federal Regulations Part
200, subpart F) conducted in accordance with generally accepted government auditing standards
as described in Government Auditing Standards (2003 Revision), and provided in a form
satisfactory to the Director.

G. Contractor shall provide these Audited Financial Reports within two hundred seventy
(270) days following the due date of the Certified Mental Health Cost Report. In the event that
this Agreement expires or is terminated on a date other than June 30, Contractor shall provide
County such Certified Audited Financial Reports covering the preceding period of July 1 through
the date of expiration or termination no later than forty-five (45) days after the date of expiration
or termination unless otherwise specified by the Director.

H. Should an Audit Report or any County, State and/or Federal government audit
subsequently disallow any paid goods and/or services, or determine that Contractor has misspent
funds, or been overpaid based on the requirements of this Agreement and applicable laws and
regulations, County shall demand repayment from Contractor in the amount of such audit
findings. See Exhibit B, Terms of Payment

CULTURAL COMPETENCY

A Cultural competence is defined as a set of congruent practice behaviors, attitudes, and
policies that come together in a system, agency, or among consumer providers and professionals
which enable that system, agency, or those professional and consumer providers to work
effectively in cross-cultural situations.

B. Contractor recognizes that cultural competence is a goal toward which professionals,
agencies, and systems should strive. Becoming culturally competent is a developmental process
and incorporates at all levels the importance of culture, the assessment of cross-cultural
differences, the expansion of cultural knowledge, and the adaptation of services to meet culturally
unique needs. Providing medically necessary specialty behavioral health, substance abuse, and
co-occurring disorder services in a culturally competent manner is fundamental in any effort to
ensure success of high quality and cost-effective services. Offering those services in a manner
that fails to achieve its intended result due to cultural and linguistic barriers is not cost effective.

C. Contractor shall assess the demographic make-up and population trends of its service area
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to identify the cultural and linguistic needs of the eligible beneficiary population. Such studies
are critical to designing and planning for providing appropriate and effective behavioral health,
substance abuse, and co-occurring disorder services.

D. Contractor shall implement practices and protocols that are inclusive and responsive to
the needs of diverse cultural populations, including Lesbian, Gay, Bisexual, Transgender and
Queer/Questioning (LGBTQ) individuals, families and communities.

E. Contractor shall adopt the National Standards for Culturally and Linguistically
Appropriate Services (CLAS) in Health and Health Care to improve health care quality and
advance health equity. Refer to http://minorityhealth.hhs.gov (US Department of Health and
Human Services Office of Minority Health).

OWNERSHIP OF EQUIPMENT

A County shall have and retain ownership and title to all equipment valued over five
thousand dollars ($5,000) (including shipping and taxes) purchased by Contractor with County
funds under this Agreement. County shall inventory tag all equipment and shall conduct, or
require Contractor to conduct, an annual physical inventory of the equipment. Contractor shall
make all equipment available to County during normal business hours for tagging or inventory.

B. Contractor shall maintain an Equipment Report listing of all equipment purchased under
this Agreement together with bills of sale and any other documents as may be necessary to show
clear title and reasonableness of the purchase price. The Equipment Report shall specify the
guantity, name, description, purchase price, and date of purchase of all equipment.

C. Annually, Contractor shall submit to the County the Equipment Report. This report is due
by July 31 each year and will cover the period from the inception of this Agreement through June
30 of the preceding fiscal year.

PROGRAM EVALUATION

A Contractor shall establish and maintain systems to review the quality and appropriateness
of services rendered pursuant to this Agreement in accordance with applicable, Federal, State and
County laws, regulations, and directives.

B. Contractor shall permit, at any reasonable time, County, State and/or Federal government
personnel designated by the Director to enter Contractor’s premises for the purpose of making
periodic inspections (including, but not limited to, examining and auditing records) to determine
the fiscal and clinical quality, appropriateness and effectiveness of the services being rendered.
Contractor shall furnish the Director with such information as may be required to evaluate fiscal
and clinical quality, appropriateness and effectiveness of the services being rendered.

C. Should a clinical review, program evaluation or chart review by the County, State and/or
Federal government identify billed units of service or goods and/or services that are determined
disallowable, the Contractor shall repay County for any amount determined disallowable. Method
of repayment is detailed in Exhibit B.

CONFIDENTIALITY

Contractor shall comply with, and require its officers, agents, employees, participants, and
volunteers to comply with:

A all applicable laws and regulations regarding the confidentiality of patient information,
including but not limited to California Welfare and Institutions Code Sections 5328 et seq.,
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10850, and 14100 et seqg., 42 U.S.C. §1320d, and the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”), the HIPAA Omnibus Rule, 45 CFR Parts 160 and 164,
and its implementing regulations, and the Federal Confidentiality of Substance Abuse Disorder
Patient Records laws and regulations, Title 42 of the United States Code §290dd-2 and 42 CFR
Part 2 (“Part 2 Regulations”);

B. the privacy and security requirements of Exhibit F attached hereto; and

any additional regulations pertaining to confidentiality that the Federal, State or the County shall
so specify that do not conflict with State or Federal regulations.

DISPUTES

A. For any client dispute or grievance arising from the provision of behavioral health
services, Contractor shall direct client to use the County Client Problem Resolution process.
Contractor find informing materials for clients at https://www.yolocounty.org/health-human-
services/mental-health/behavioral-health-quality-management/behavioral-health-quality-
improvement-forms/-folder-3845 and may contact the Yolo County Health and Human Services
Agency (HHSA)-Behavioral Health Quality Management Unit at
HHSAQualityManagement@yolocounty.org for additional guidance on this process.

B. Any other dispute arising under this Agreement, shall be decided by the County
Administrative Officer who shall put his or her decision in writing and mail a copy thereof to the
address for the notice to Contractor. The decision of the County Administrative Officer shall be
final unless, within thirty (30) days from the date such copy is mailed to Contractor, Contractor
appeals the decision in writing to the County Board of Supervisors. Any such written appeal
shall detail the reasons for the appeal and contain copies of all documentation supporting
Contractor's position. In connection with any appeal proceeding under this paragraph, Contractor
shall be afforded the opportunity to be heard and offer evidence in support of its appeal to the
County Board of Supervisors at a regular Board meeting. Pending a final decision of the dispute,
Contractor shall proceed diligently with the performance of this Agreement and in accordance
with the County Administrative Officer's decision. The decision of the County Board of
Supervisors on the appeal shall be final for purposes of exhaustion of administrative remedies.

TERMINATION

A Should either party fail to substantially perform its obligations in accordance with this
Agreement, the other party may notify the defaulting party of such default in writing and provide
not fewer than thirty (30) days to cure the default. Such notice shall describe the default and shall
not be deemed a forfeiture or termination of this Agreement. If such default is not cured within
said thirty (30) day period (or such longer period as is specified in the notice or agreed to by the
parties), the party that gave notice of default may terminate this Agreement upon not fewer than
fifteen (15) days advance written notice. The foregoing notwithstanding, neither party waives the
right to recover damages against the other for breach of this Agreement.

B. This Agreement is subject to the County, the State of California and the Federal
government appropriating and approving sufficient funds for the payments required by this
Agreement. If the County's adopted budget and/or its receipts from the State and the Federal
government do not contain sufficient funds for this Agreement, the County may terminate this
Agreement by giving ten (10) days advance written notice thereof to the Contractor, in which
event the County shall have no obligation to pay the Contractor any further funds or provide other
consideration and the Contractor shall have no obligation to provide any further services pursuant
to this Agreement. If the County terminates the Agreement pursuant to this subparagraph, the
County will pay Contractor in accordance with this Agreement for all services performed to the
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satisfaction of the Director before such termination and for which funds have been appropriated
as required by law.

C. The County may terminate this Agreement upon ten (10) days written notice to the
Contractor in the event that Contractor becomes excluded, debarred, or suspended from
participation from federally funded programs, or the Federal government, State of California, or
County has otherwise determined that the Contractor does not meet the requirements for
participation in the Medicaid or Medi-Cal program.

D. If, in the Director’s sole judgment, Contractor’s performance of the obligations, duties
and responsibilities required of Contractor by this Agreement jeopardize the health, safety, or
welfare of any person, then County may terminate this Agreement immediately upon written
notice served upon the Contractor.

E. If this Agreement is terminated, the Contractor shall promptly supply all information
necessary for the reimbursement of any claims submitted to the State.

APPLICABLE LAWS, REGULATIONS, ETC.

A In the performance of the services required by this Agreement, Contractor shall comply
with all applicable Federal, State, and County laws, statutes, ordinances, regulations, and
directives (including but not limited to all Federal, State and County letters and notices which set
policy and/or provide guidelines for policy and/or performance). This Agreement is also subject
to any additional restrictions or conditions that may subsequently be imposed upon the County by
the Federal or State government.

B. This Agreement shall be deemed to be executed within the State of California and
construed in accordance with and governed by the laws of the State of California. Any action or
proceeding arising out of this Agreement shall be filed and resolved in a California State court
located in Woodland, California.

NON-DISCRIMINATION IN SERVICES AND EMPLOYMENT

Contractor certifies that any service provided pursuant to this Agreement shall be without
discrimination-based color, race, creed, color, national origin, religion, sex, gender identity, age,
sexual orientation, or physical or mental disability in accordance with all applicable Federal, State
and County laws and regulations and any administrative directives established by the County
Board of Supervisors or the County Administrative Officer. For the purpose of this Agreement,
distinctions on the grounds of color, race, creed, color, national origin, religion, sex, gender
identity, age, sexual orientation, or physical or mental disability include but are not limited to the
following: denying a participant any service or benefit which is different, or is provided in a
different manner or at a different time from that provided to other participants under this
Agreement; subjecting a participant to segregation or separate treatment in any way in the
enjoyment or any advantage or privilege enjoyed by others receiving any service or benefit;
treating a participant differently from others in determining whether the participant has satisfied
any admission, enrollment quota, eligibility, membership, or other requirement or condition
which individuals must meet in order to be provided any service or benefit; and the assignment of
times or places for the provision of services.

Contractor shall comply with the provisions of the Americans with Disabilities Act of 1990,
Section 504 of the Rehabilitation Act of 1973, the California Fair Employment and Housing Act
(Government Code, Section 12900 et seq.), and the applicable regulations promulgated
thereunder (2 California Code of Regulations (CCR). Section 7285 et seq.).
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PATIENTS’ RIGHTS

A Contractor shall immediately notify the Director in writing whenever Contractor has
reached its maximum lawful capacity to provide the services required by this Agreement in
accordance with all applicable laws and regulations.

B. Contractor shall address client issues and when applicable, Contractor shall notify clients
of the County Client Problem Resolution process. See Section X. Disputes.

C. No provision of this Agreement shall be construed to replace or conflict with the duties of
County patient’s rights advocates described in Section 5520 of the California Welfare and
Institutions Code.

INDEMNIFICATION

A Contractor shall exercise all of the care and judgment consistent with good practices in
the performance of the services required by this Agreement.

B. With the exception that this Section shall in no event be construed to require
indemnification by Contractor to a greater extent than permitted under the laws or public policy
of the State of California, Contractor shall indemnify, defend and hold harmless the County of
Yolo and its officers, agents, employees and volunteers from and against any and all claims,
damages, demands, losses, defense costs, expenses (including attorneys’ fees) and liability of any
kind or nature arising out of or resulting from performance of the work, provided that any such
claim, damage, demand, loss, cost, expense or liability is caused in whole or in part by any
negligent or intentional act or omission of the contractor, any subcontractor, anyone directly or
indirectly employed by any of them or anyone for whose acts any of them may be liable,
regardless of whether or not it is caused in part by a party indemnified hereunder. Contractor
and/or any subcontractor’s responsibility for such defense and indemnity obligations shall survive
the termination or completion of this Agreement for the full period of time allowed by law. The
defense and indemnification obligations of this Agreement are undertaken in addition to, and
shall not in any way be limited by, the insurance obligations contained in this Agreement. In
providing any defense under this Section, Contractor shall utilize counsel approved by the Office
of the County Counsel in its reasonable discretion.

C. Any subcontractor must agree to be bound to the County of Yolo in the same manner and
to the same extent as Contractor is bound to the County of Yolo under this Agreement. Any
subcontractors must further agree to include the same requirements and provisions of this
Agreement, including the indemnity and insurance requirements, with any sub-subcontractor to
the extent they apply to the scope of the sub-subcontractor’s work.

PUBLIC LIABILITY AND PROPERTY DAMAGE INSURANCE

A. During the term of this Agreement, Contractor shall at all times maintain, at its expense,
the following coverages and requirements. The commercial general liability insurance shall
include broad form property damage insurance.

1. Minimum Coverage (as applicable). Insurance coverage shall be with limits not less
than the following:

a. Commercial General Liability -  $1,000,000/occurrence and
$2,000,000/aggregate.

b. Automobile Liability -  $1,000,000/occurrence (general) and
$500,000/occurrence (property) (include coverage for Hired and Non-owned
vehicles).
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c. Professional Liability/Malpractice/Errors and Omissions -
$1,000,000/occurrence and $2,000,000/aggregate. (If an engineer, architect, attorney,
accountant, medical professional, psychologist, or other licensed professional
performs work under a contract, the contractor must provide this insurance. If not,
then this requirement automatically does not apply.)

d. Workers” Compensation - Statutory Limits/Employers’ Liability -
$1,000,000/accident for bodily injury or disease. (If no employees, this requirement
automatically does not apply.)

2. The County, its officers, agents, employees and volunteers shall be named as
additional insured on all but the workers® compensation and professional liability
coverages. (NOTE: Evidence of additional insured may be needed as a separate
endorsement due to wording on the certificate negating any additional writing in the
description box.) It shall be a requirement under this agreement that any available
insurance proceeds broader than or in excess of the specified minimum Insurance
coverage requirements and/or limits shall be available to the Additional Insured.
Furthermore, the requirements for coverage and limits shall be (1) the minimum coverage
and limits specified in this Agreement; or (2) the broader coverage and maximum limits
of coverage of any Insurance policy or proceeds available to the named Insured;
whichever is greater.

a. The Additional Insured coverage under the Contractor’s policy shall be “primary
and non-contributory” and will not seek contribution from the County’s insurance or
self-insurance and shall be at least as broad as CG 20 01 04 13.

b. The limits of Insurance required in this agreement may be satisfied by a
combination of primary and umbrella or excess Insurance. Any umbrella or excess
Insurance shall contain or be endorsed to contain a provision that such coverage shall
also apply on a primary and noncontributory basis for the benefit of the County of
Yolo (if agreed to in a written contract or agreement) before the County’s own
Insurance or self-insurance shall be called upon to protect it as a named insured.

3. Said policies shall remain in force throughout the life of this Agreement and, with the
exception of professional liability coverage, shall be payable on a “per occurrence” basis
unless the County Risk Manager specifically consents in writing to a “claims made”
basis. For all “claims made” coverage, in the event that the Contractor changes insurance
carriers Contractor shall purchase “tail” coverage covering the term of this Agreement
and not less than three (3) years thereafter. Proof of such “tail” coverage shall be required
at any time that the Contractor changes to a new carrier prior to receipt of any payments
due.

4. The Contractor shall declare all aggregate limits on the coverage before commencing
performance of this Agreement, and the County’s Risk Manager reserves the right to
require higher aggregate limits to ensure that the coverage limits required for this
Agreement as set forth above are available throughout the performance of this
Agreement.

5. Any deductibles or self-insured retentions must be declared to and are subject to the
approval of the County Risk Manager.

6. Each insurance policy shall be endorsed to state that coverage shall not be suspended,
voided, canceled by either party, reduced in coverage or in limits except after thirty (30)
days’ prior written notice by certified mail, return receipt requested, has been given to the
Director (ten (10) days for delinquent insurance premium payments).
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7. Insurance is to be placed with insurers with a current A.M. Best’s rating of no less
than A: VI, unless otherwise approved by the County Risk Manager.

8. The policies shall cover all activities of Contractor, its officers, employees, agents
and volunteers arising out of or in connection with this Agreement.

9. For any claims relating to this Agreement, the Contractor’s insurance coverage shall
be primary, including as respects the County, its officers, agents, employees and
volunteers. Any insurance maintained by the County shall apply in excess of, and not
contribute with, insurance provided by Contractor’s liability insurance policy.

10. The insurer shall waive all rights of subrogation against the County, its officers,
employees, agents, and volunteers.

B. Prior to commencing services pursuant to this Agreement, Contractor shall furnish the
County with original endorsements reflecting coverage required by this Agreement. The
endorsements are to be signed by a person authorized by that insurer to bind coverage on its
behalf. All endorsements are to be received by, and are subject to the approval of, the County
Risk Manager before work commences. Upon County’s request, Contractor shall provide
complete, certified copies of all required insurance policies, including endorsements reflecting the
coverage required by these specifications.

C. During the term of this Agreement, Contractor shall furnish the County with original
endorsements reflecting renewals, changes in insurance companies and any other documents
reflecting the maintenance of the required coverage throughout the entire term of this Agreement.
The endorsements are to be signed by a person authorized by that insurer to bind coverage on its
behalf. Upon County’s request, Contractor shall provide complete, certified copies of all required
insurance policies, including endorsements reflecting the coverage required by these
specifications. Yolo County reserves the right to obtain a full certified copy of any Insurance
policy and endorsements. Failure to exercise this right shall not constitute a waiver of right to
exercise later.

D. Contractor agrees to include with all subcontractors in their subcontract the same
requirements and provisions of this Agreement including the indemnity and insurance
requirements to the extent they apply to the scope of the subcontractor’s work. Subcontractors
hired by Contractor must agree to be bound to Contractor and the County of Yolo in the same
manner and to the same extent as Contractor is bound to the County of Yolo under this
Agreement. Subcontractors must further agree to include these same provisions with any sub-
subcontractor. Contractor shall require all subcontractors to provide a valid certificate of
insurance and the required endorsements included in the agreement prior to commencement of
any work and Contractor will provide proof of compliance to the County of Yolo.

E. Contractor shall maintain insurance as required by this Agreement to the fullest amount
allowed by law and shall maintain insurance for a minimum of five years following the expiration
or earlier termination of this Agreement. In the event contractor fails to obtain or maintain
completed operations coverage as required by this Agreement, the County at its sole discretion
may purchase the coverage required and the cost will be paid by Contractor.

WORKERS' COMPENSATION

Contractor shall provide worker's compensation coverage as required by State law, and prior to
commencing services pursuant to this Agreement shall file the following statement with the
County in a form substantially as set forth below.

WORKERS’ COMPENSATION CERTIFICATE
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I am aware of the provisions of the California Labor Code, Section 3700 that requires every
employer to be insured against liability for workers' compensation or to undertake self-insurance
in accordance with the provisions of that code, and | will comply with such provisions before
commencing any services required by this Agreement.

The person executing this certificate on behalf of Contractor affirmatively represents that she/he
has the requisite legal authority to do so on behalf of Contractor; both the person executing this
Agreement on behalf of Contractor and Contractor understand that the County is relying on this
representation in entering into this Agreement.

NOTICE

A All notices shall be deemed to have been given when made in writing and delivered or
mailed to the respective representatives of County and Contractor at their respective addresses as
follows:

Contractor: Yolo Community Care Continuum
P.O. Box 1101
Davis, CA 95617
Attn: Amber Salazar, Executive Director

County: Yolo County Health and Human Services Agency
137 N. Cottonwood Street
Woodland, CA 95695
Attn: Nolan Sullivan, Interim Director

B. In lieu of written notice to the above addresses, any party may provide notices through
the use of email provided the following email addresses are used:
Contractor: asalazar@y3c.org or dgravink@y3c.org
County:
County Contracts: HHSAContracts@ YoloCounty.org
County Administrator: Mila.Green@yolocounty.org
C. Any party may change the address or email address to which such communications are to

be given by providing the other parties with written notice of such change at least fifteen (15)
calendar days prior to the effective date of the change.

D. All notices shall be effective upon receipt and shall be deemed received through delivery
if personally served or served using email, or on the fifth (5th) day following deposit in the mail
if sent by first class mail.

CONFLICT OF INTEREST

A. Contractor shall comply with the laws and regulations of the State of California and
County regarding conflicts of interest, including, but not limited to, Article 4 of Chapter 1,
Division 4, Title 1 of the California Government Code, commencing with Section 1090, and
Chapter 7 of Title 9 of said Code, commencing with Section 87100 including regulations
promulgated by the California Fair Political Practices Commission.

B. Contractor covenants that it presently has no interest and shall not acquire any interest,
direct or indirect, which would conflict in any manner or degree with the performance of
Contractor’s obligations and responsibilities hereunder. Contractor further covenants that in the
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performance of this Agreement no person having any such interest shall be employed. This
covenant shall remain in force until Contractor completes performance of the services required of
it under this Agreement.

C. Contractor agrees that if any fact comes to its attention that raises any question as to the
applicability of any conflict-of-interest law or regulation, Contractor will immediately inform the
County and provide all information needed for resolution of the question.

ASSIGNMENT AND SUBCONTRACTS

The services and obligations required of Contractor under this Agreement are not assignable in
whole or in part. In addition, Contractor shall not subcontract any portion of the services required
of Contractor by this Agreement without the express written consent of the County. If any
portion of the services required of Contractor are subcontracted, the subcontractor(s) shall
maintain the same insurance as required of Contractor by this Agreement and Contractor shall be
fully responsible to the County for all work undertaken by subcontractors.

STATUS OF CONTRACTOR

A It is understood and agreed by all the parties hereto that Contractor is an independent
contractor and that no relationship of employer-employee exists between the County and
Contractor. Neither Contractor nor Contractor’s assigned personnel shall be entitled to any
benefits payable to employees of the County. Contractor hereby indemnifies and holds the
County harmless from any and all claims that may be made against the County based upon any
contention by any third party that an employer-employee relationship exists by reason of this
Agreement or any services provided pursuant to this Agreement.

B. It is further understood and agreed by all the parties hereto that neither Contractor nor
Contractor’s assigned personnel shall have any right to act on behalf of the County in any
capacity whatsoever as an agent or to bind the County to any obligation whatsoever.

FEDERAL/STATE DEBARMENT/EXCLUSIONS

A. Contractor shall not permit any of its principals or affiliates, including but not limited to:
officers, directors, partners, agents, principal investors, other person with management or
supervisory responsibilities related to a covered transaction; or its affiliates, employees,
contractors, subcontractors, volunteers, or five percent (5%) owners to provide services pursuant
to this Agreement if such individual has been excluded or debarred from any Federal or State
program.

B. Contractor shall verify that each of its principals or affiliates, including but not limited to:
officers, directors, partners, agents, principal investors, other person with management or
supervisory responsibilities related to a covered transaction; or its affiliates, employees,
contractors, subcontractors, volunteers, or five percent (5%) owners, is not excluded or debarred
from participating in or being paid for participation in any Federal or State program within thirty
(30) days of such person or entity becoming Contractor’s officer, agent, employee, contractor,
subcontractor, volunteer, or five percent (5%) owner, and thereafter not less frequently than once
each year.

C. Contractor shall notify County, within twenty-four (24) hours of Contractor’s knowledge,
of any action taken by local, State or Federal agencies to exclude or bar Contractor, or any of its
principals or affiliates, including but not limited to: officers, directors, partners, agents, principal
investors, other person with management or supervisory responsibilities related to a covered
transaction; or its affiliates, employees, contractors, subcontractors, volunteers, or five percent
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(5%) owners from any Federal or State program. Contractor shall also notify County within
twenty-four (24) hours of any event or condition that occurs or which may arise which could lead
to Contractor’s, or any of its principals or affiliates, including but not limited to: officers,
directors, partners, agents, principal investors, other person with management or supervisory
responsibilities related to a covered transaction; or its affiliates, employees, contractors,
subcontractors, volunteers, or five percent (5%) owners’ exclusion or debarment from any
Federal or State program.

D. Contractor shall provide County information as requested by the Director regarding the
status of Contractor’s principals or affiliates, including but not limited to: officers, directors,
partners, agents, principal investors, other person with management or supervisory
responsibilities related to a covered transaction; or its affiliates, employees, contractors,
subcontractors, volunteers, or five percent (5%) owners regarding their participation, exclusion or
debarment from any Federal or State program.

E. Any other provision of this Agreement notwithstanding, Contractor shall not be entitled
to any compensation for any services provided pursuant to this Agreement by any of its principals
or affiliates, including but not limited to: officers, directors, partners, agents, principal
investigators, other person with management or supervisory responsibilities related to a covered
transaction; or affiliates, employees, contractors, subcontractors, volunteers, or five percent (5%)
owners who has been excluded or debarred from any Federal or State program.

F. DEBARMENT AND SUSPENSION CERTIFICATION

1. By signing this Agreement, the Contractor agrees to comply with applicable federal
suspension and debarment regulations including, but not limited to 7 CFR Part 3017, 45
CFR 76, 40 CFR 32 or 34 CFR 85.

2. By signing this Agreement, the Contractor certifies to the best of its knowledge and
belief, that it and its principals:

a. Are not presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded by any federal department or agency;

b. Have not within a three-year period preceding this Agreement been convicted of
or had a civil judgment rendered against them for commission of fraud or a criminal
offense in connection with obtaining, attempting to obtain, or performing a public
(Federal, State or local) transaction or contract under a public transaction; violation
of Federal or State antitrust statues or commission of embezzlement, theft, forgery,
bribery, falsification or destruction of records, making false statements, or receiving
stolen property;

c. Are not presently indicted for or otherwise criminally or civilly charged by a
governmental entity (Federal, State or local) with commission of any of the offenses
enumerated in Paragraph B(2) herein; and

d. Have not within a three-year period preceding this Agreement had one or more
public transactions (Federal, State or local) terminated for cause or default.

e. Shall not knowingly enter into any lower tier covered transaction with a person
who is proposed for debarment under federal regulations (i.e., 48 CFR part 9, subpart
9.4), debarred, suspended, declared ineligible, or voluntarily excluded from
participation in such transaction, unless authorized by the State.
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f. Will include a clause entitled, “Debarment and Suspension Certification” that
essentially sets for the provisions herein, in all lower tier covered transactions and in
all solicitations for lower tier covered transactions.

FALSE CLAIMS ACT

A. If Contractor is paid in part by Federal funding for any services provided under this
Agreement, Title 31 of the United States Code, Chapter 38 (Administrative Remedies for False
Claims and Statements) applies to the Contractor’s actions pertaining to this contract.

B. Contractor and its employees, contractors, and agents shall read, acknowledge receipt of,
and comply with all provisions of the County’s policies and procedures designed to detect and
prevent fraud, waste, and abuse in the provision of medical assistance, in accordance with 42
USC 1396(a) (68) (section 6032 of the Deficit Reduction Act and the Federal False Claims Act
(31 U.S.C. 883729-3733). Failure to comply with any of these policies and procedures is a
material breach of this contract and grounds for termination for cause.

C. Contractor shall certify, on an annual basis that it, and all of its employees, contractors,
and agents have read and understand the County’s policies and procedures regarding the detection
and prevention of fraud, waste, and abuse in the provision of medical assistance, as referenced
above. This certification shall be submitted with the provider’s annual cost report. In addition, at
the time Contractor hires a new employee, contractor, or agent, Contractor will certify that
individual has read and understands the County’s policies and procedures regarding the detection
and prevention of fraud, waste, and abuse in the provision of medical assistance.

COVENANTS AND CONDITIONS

Where there is a doubt as to whether a provision of this document is a covenant or a condition,
the provision shall carry the legal effect of both. Should the County choose to excuse any given
failure of Contractor to meet any given condition, covenant or obligation (whether precedent or
subsequent), that decision will not be, or have the legal effect of, a waiver of the legal effect in
subsequent circumstances of either that condition, covenant or obligation or any other found in
this document. All conditions, covenants and obligations continue to apply no matter how often
County may choose to excuse a failure to perform them.

THIRD PARTY RIGHTS

Except where specifically stated otherwise in this document, the promises in this document
benefit the County and Contractor only. They are not intended to, nor shall they be interpreted or
applied to, give any enforcement rights to any other persons (including corporate) which might be
affected by the performance or non-performance of this Agreement, nor do the parties hereto
intend to convey to anyone any “legitimate claim of entitlement” with the meaning and rights that
phrase has been given by case law.

AMENDMENT

Except as provided under section IV., Option Year and Amendment Authority, of the Agreement,
this Agreement may be amended only by written instrument signed by the County and
Contractor; provided, however, that the County may unilaterally amend this Agreement, in whole
or in part, as needed to align terms with any applicable Federal or State laws, regulations, and
including but not limited to any guidance set forth by the California Department of Healthcare
Services.

1
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XXVIIL.WAIVER

XXVIII.

XXIX.

The waiver by the County or any of its officers, agents, or employees, or the failure of the County
or its officers, agents, or employees to take action with respect to any right conferred by, or any
breach of any obligation or responsibility of this Agreement shall not be deemed to be a waiver of
such obligation or responsibility, or subsequent breach of same, or of any terms, covenants or
conditions of this Agreement.

AUTHORIZED REPRESENTATIVE

The person executing this Agreement on behalf of Contractor affirmatively represents that she/he
has the requisite legal authority to enter into this Agreement on behalf of Contractor and to bind
Contractor to the terms and conditions of this Agreement. Both the person executing this
Agreement on behalf of Contractor and Contractor understand that the County is relying on this
representation in entering into this Agreement.

PUBLIC RECORDS ACT

Upon its execution, this Agreement (including all exhibits and attachments) shall be subject to
disclosure pursuant to the California Public Records Act.
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Yolo County Care Continuum

Permanent Supportive Housing Support

Fiscal Year 2022-23

Cost Items July 1, 2022 through June 30, 2023
a. Personnel (Salary, Benefits, and Payroll Taxes) $66,565
b. Indirect/Overhead/Administration, $9 985
not to exceed 15% of Personnel Costs (Item 1a) '
Operating $15,450
Direct to Clients $8,000
Total $100,000
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l. The County and Contractor shall protect the privacy and provide for the security of protected
health information (PHI) pursuant to the Contract in compliance with the Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the HIPAA Omnibus Rule, Title 45, Code
of Federal Regulations (“C.F.R.”) Parts 160 and 164, the Health Information Technology for Economic
and Clinical Health Act, Public Law 111-005 (“the HITECH Act™), and regulations promulgated there
under by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other
applicable laws (collectively “the Privacy Laws”.) The requirements of the Privacy Laws include but are
not limited to: the use of methods of encryption for any electronic submissions containing PHI; and
specific notice requirements should there be a security incident as defined in 45 CFR 8164.304 or breach
of unsecured PHI as defined by 45 CFR 8164.402.

1. Pursuant to HIPAA and the other Privacy Laws, as set forth in, but not limited to, 45 CFR
88164.314(a), 164.502(e) and 164.504(e), the County, Contractor, and other third party entity or entities
may be required to enter into a Business Associate Agreement or Business Associate Agreement &
Qualified Service Organization Agreement containing the specific requirements regarding Contractor’s
acquisition, access, use, or disclosure of PHI prior to such acquisition, access, use, or disclosure of PHI.
If the County determines, in its sole discretion, that a Business Associate Agreement or Business
Associate Agreement & Qualified Service Organization Agreement is required, the parties mutually agree
to execute same.

I1. By signing this Agreement, Contractor certifies it has reviewed, understands the contents of, and
shall comply with:

A. the requirements set forth in the State Performance Agreement, which are attached hereto
as Exhibit E.1 and are hereby incorporated by reference.

B. the Yolo County HHSA Behavioral Health Compliance Plan, available to the Contractor
at  website  https://www.yolocounty.org/health-human-services/mental-health/behavioral-
health-quality-management/-folder-3841#docan1597 10556 7495

V. Report, as soon as reasonably practicable, and in no event less than 24 hours for security
incidents, as defined in 45 CFR §164.304, and 1 hour for breaches of unsecured PHI as defined by
Section 164.402 of the HIPAA Regulations, to the County’s Privacy Officer, the County’s Security
Officer, and to the HHSA Behavioral Health Compliance Officer
HHSA.BHCompliance@yolocounty.org.

V. The provisions of this Exhibit E shall survive the termination, expiration, or cancellation of this
Agreement.
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:
INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

Definitions. For purposes of this Exhibit, the following definitions shall apply:

A. Public Information: Information that is not exempt from disclosure under the provisions of
the California Public Records Act (Government Code sections 6250-6265) or other applicable
state or federal laws.

B. Confidential Information: Information that is exempt from disclosure under the provisions of
the California Public Records Act (Government Code sections 6250-6265) or other applicable
state or federal laws.

C. Sensitive Information: Information that requires special precautions to protect from
unauthorized use, access, disclosure, modification, loss, or deletion. Sensitive Information may
be either Public Information or Confidential Information. It is information that requires a
higher-than-normal assurance of accuracy and completeness. Thus, the key factor for
Sensitive Information is that of integrity. Typically, Sensitive Information includes records of
agency financial transactions and regulatory actions.

D. Personal Information: Information that identifies or describes an individual, including, but
not limited to, their name, social security number, physical description, home address, home
telephone number, education, financial matters, and medical or employment history. It is
DHCS’ policy to consider all information about individuals private unless such
information is determined to be a public record. This information must be protected
from inappropriate access, use, or disclosure and must be made accessible to data subjects
upon request. Personal Information includes the following:

Notice-triggering Personal Information: Specific items of personal information (name plus
Social Security number, driver license/California identification card number, or financial
account number) that may trigger a requirement to notify individuals if it is acquired by an
unauthorized person. For purposes of this provision, identity shall include, but not be limited
to name, identifying number, symbol, or other identifying particular assigned to the individual,
such as finger or voice print or a photograph. See Civil Code sections 1798.29 and 1798.82.

Nondisclosure. The Contractor and its employees, agents, or subcontractors shall protect from
unauthorized disclosure any Personal Information, Sensitive Information, or Confidential
Information (hereinafter identified as PSCI).

The Contractor and its employees, agents, or subcontractors shall not use any PSCI for any purpose
other than carrying out the Contractor's obligations under this Agreement.

The Contractor and its employees, agents, or subcontractors shall promptly transmit to the
DHCS Program Contract Manager all requests for disclosure of any PSCI not emanating from the
person who is the subject of PSCI.

The Contractor shall not disclose, except as otherwise specifically permitted by this Agreement or
authorized by the person who is the subject of PSCI, any PSCI to anyone other than DHCS
without prior written authorization from the DHCS Program Contract Manager, except if disclosure
is required by State or Federal law.

The Contractor shall observe the following requirements:
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:
INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

A. Safeguards. The Contractor shall implement administrative, physical, and technical

safeguards that reasonably and appropriately protect the confidentiality, integrity, and
availability of the PSCI, including electronic PSCI that it creates, receives, maintains, uses, or
transmits on behalf of DHCS. Contractor shall develop and maintain a written information
privacy and security program that includes administrative, technical and physical safeguards
appropriate to the size and complexity of the Contractor’s operations and the nature and scope
of its activities, Including at a minimum the following safeguards:

1) Personnel Controls

a. Employee Training. All workforce members who assist in the performance of functions
or activities on behalf of DHCS, or access or disclose DHCS PSCI, must complete
information privacy and security training, at least annually, at Business Associate’s
expense. Each workforce member who receives information privacy and security
training must sign a certification, indicating the member’s name and the date on
which the training was completed. These certifications must be retained for a period
of six (6) years following contract termination.

b. Employee Discipline. Appropriate sanctions must be applied against workforce members
who fail to comply with privacy policies and procedures or any provisions of these
requirements, including termination of employment where appropriate.

c. Confidentiality Statement. All persons that will be working with DHCS PSCI must sign
a confidentiality statement that includes, at a minimum, General Use, Security and
Privacy Safeguards, Unacceptable Use, and Enforcement Policies. The statement must
be signed by the workforce member prior to access to DHCS PSCI. The statement must
be renewed annually. The Contractor shall retain each person’s written confidentiality
statement for DHCS inspection for a period of six (6) years following contract
termination.

d. Background Check. Before a member of the workforce may access DHCS PSCI, a
thorough background check of that worker must be conducted, with evaluation of the
results to assure that there is no indication that the worker may present a risk to the
security or integrity of confidential data or a risk for theft or misuse of confidential data.
The Contractor shall retain each workforce member’s background check documentation
for a period of three (3) years following contract termination.

2) Technical Security Controls

a. Workstation/Laptop encryption. All workstations and laptops that process and/or store
DHCS PSCI must be encrypted using a FIPS 140-2 certified algorithm which is
128bit or higher, such as Advanced Encryption Standard (AES). The encryption
solution must be full disk unless approved by the DHCS Information Security Office.

b. Server Security. Servers containing unencrypted DHCS PSCI must have sufficient
administrative, physical, and technical controls in place to protect that data, based upon
a risk assessment/system security review.

c. Minimum Necessary. Only the minimum necessary amount of DHCS PSCI required
to perform necessary business functions may be copied, downloaded, or exported.
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:

INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

d.

Removable media devices. All electronic files that contain DHCS PSCI data must be
encrypted when stored on any removable media or portable device (i.e. USB thumb
drives, floppies, CD/DVD, smartphones, backup tapes etc.). Encryption must be a
FIPS 140-2 certified algorithm which is 128bit or higher, such as AES.

Antivirus software. All workstations, laptops and other systems that process and/or store
DHCS PSCI must install and actively use comprehensive anti-virus software solution
with automatic updates scheduled at least daily.

Patch Management. All workstations, laptops and other systems that process and/or
store DHCS PSCI must have critical security patches applied, with system reboot if
necessary. There must be a documented patch management process which determines
installation timeframe based on risk assessment and vendor recommendations. At a
maximum, all applicable patches must be installed within 30 days of vendor release.

User IDs and Password Controls. All users must be issued a unique user name for
accessing DHCS PSCI. Username must be promptly disabled, deleted, or the
password changed upon the transfer or termination of an employee with knowledge of
the password, at maximum within 24 hours. Passwords are not to be shared. Passwords
must be at least eight characters and must be a non-dictionary word. Passwords must
not be stored in readable format on the computer. Passwords must be changed every
90 days, preferably every 60 days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at least three of the
following four groups from the standard keyboard:

i.  Upper case letters (A-Z)
ii.  Lower case letters (a-z)
iii.  Arabic numerals (0-9)
iv.  Non-alphanumeric characters (punctuation symbols)

Data Destruction. When no longer needed, all DHCS PSCI must be cleared, purged, or
destroyed consistent with NIST Special Publication 800-88, Guidelines for Media
Sanitization such that the PSCI cannot be retrieved.

System Timeout. The system providing access to DHCS PSCI must provide an
automatic timeout, requiring re-authentication of the user session after no more than
20 minutes of inactivity.

Warning Banners. All systems providing access to DHCS PSCI must display a
warning banner stating that data is confidential, systems are logged, and system use is
for business purposes only by authorized users. User must be directed to log off the
system if they do not agree with these requirements.

System Logging. The system must maintain an automated audit trail which can
identify the user or system process which initiates a request for DHCS PSCI, or which
alters DHCS PSCI. The audit trail must be date and time stamped, must log both
successful and failed accesses, must be read only, and must be restricted to authorized
users. If DHCS PSCI is Information Confidentiality and Security Requirements stored in
a database, database logging functionality must be enabled. Audit trail data must be
archived for at least 3 years after occurrence.

Agreement Between County of Yolo and Yolo Community Care Continuum FY 2022-23
Exhibit E.1 — Page 3 of 29



EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:

INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

Access Controls. The system providing access to DHCS PSCI must use role based access
controls for all user authentications, enforcing the principle of least privilege.

. Transmission encryption. All data transmissions of DHCS PSCI outside the secure

internal network must be encrypted using a FIPS 140-2 certified algorithm which is
128bit or higher, such as AES. Encryption can be end to end at the network level, or
the data files containing PSCI can be encrypted. This requirement pertains to any type
of PSCI in motion such as website access, file transfer, and E-Mail.

Intrusion Detection. All systems involved in accessing, holding, transporting, and
protecting DHCS PSCI that are accessible via the Internet must be protected by a
comprehensive intrusion detection and prevention solution.

3) Audit Controls

a. System Security Review. All systems processing and/or storing DHCS PSCI must have at

least an annual system risk assessment/security review which provides assurance
that administrative, physical, and technical controls are functioning effectively and
providing adequate levels of protection. Reviews should include vulnerability scanning
tools.

Log Reviews. All systems processing and/or storing DHCS PSCI must have a routine
procedure in place to review system logs for unauthorized access.

Change Control. All systems processing and/or storing DHCS PSCI must have a
documented change control procedure that ensures separation of duties and protects the
confidentiality, integrity and availability of data.

4) Business Continuity / Disaster Recovery Controls

a. Emergency Mode Operation Plan. Contractor must establish a documented plan to

enable continuation of critical business processes and protection of the security of
electronic DHCS PSCI in the event of an emergency. Emergency means any
circumstance or situation that causes normal computer operations to become
unavailable for use in performing the work required under this Agreement for more
than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to
backup DHCS PSCI to maintain retrievable exact copies of DHCS PSCI. The plan
must include a regular schedule for making backups, storing backups offsite, an
inventory of backup media, and an estimate of the amount of time needed to restore
DHCS PSCI should it be lost. At a minimum, the schedule must be a weekly full
backup and monthly offsite storage of DHCS data.

5) Paper Document Controls

a. Supervision of Data. DHCS PSCI in paper form shall not be left unattended at any

time, unless it is locked in a file cabinet, file room, desk or office. Unattended
means that information is not being observed by an employee authorized to access
the information. DHCS PSCI in paper form shall not be left unattended at any time in
vehicles or planes and shall not be checked in baggage on commercial airplanes.
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:
INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

b. Escorting Visitors. Visitors to areas where DHCS PSCI is contained shall be escorted
and DHCS PSCI shall be kept out of sight while visitors are in the area.

c. Confidential Destruction. DHCS PSCI must be disposed of through confidential
means, such as crosscut shredding and pulverizing.

d. Removal of Data. DHCS PSCI must not be removed from the premises of the
Contractor except with express written permission of DHCS.

e. Faxing. Faxes containing DHCS PSCI shall not be left unattended and fax machines
shall be in secure areas. Faxes shall contain a confidentiality statement notifying
persons receiving faxes in error to destroy them. Fax numbers shall be verified with
the intended recipient before sending the fax.

f. Mailing. Mailings of DHCS PSCI shall be sealed and secured from damage or
inappropriate viewing of PSCI to the extent possible. Mailings which include 500 or
more individually identifiable records of DHCS PSCI in a single package shall be sent
using a tracked mailing method which includes verification of delivery and receipt, unless
the prior written permission of DHCS to use another method is obtained.

B. Security Officer. The Contractor shall designate a Security Officer to oversee its data
security program who will be responsible for carrying out its privacy and security programs
and for communicating on security matters with DHCS.

Discovery and Notification of Breach. Notice to DHCS:

(1) To notify DHCS immediately upon the discovery of a suspected security incident that involves
data provided to DHCS by the Social Security Administration. This notification will be
by telephone call plus email or fax upon the discovery of the breach. (2) To notify DHCS
within 24 hours by email or fax of the discovery of unsecured PSCI in electronic media
or in any other media if the PSCI was, or is reasonably believed to have been, accessed or
acquired by an unauthorized person, any suspected security incident, intrusion or unauthorized
access, use or disclosure of PSCI in violation of this Agreement and this Addendum, or
potential loss of confidential data affecting this Agreement. A breach shall be treated as
discovered by the contractor as of the first day on which the breach is known, or by exercising
reasonable diligence would have been known, to any person (other than the person
committing the breach) who is an employee, officer or other agent of the contractor..

Notice shall be provided to the DHCS Program Contract Manager, the DHCS Privacy
Officer and the DHCS Information Security Officer. If the incident occurs after business
hours or on a weekend or holiday and involves data provided to DHCS by the Social Security
Administration, notice shall be provided by calling the DHCS EITS Service Desk. Notice
shall be made using the “DHCS Privacy Incident Report” form, including all information
known at the time. The contractor shall use the most current version of this form, which is
posted on the DHCS Privacy Office website (www.dhcs.ca.gov, then select “Privacy” in the
left column and then “Business Use” near the middle of the page) or use this link:
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOnly.aspx

C. Upon discovery of a breach or suspected security incident, intrusion or unauthorized access, use
or disclosure of PSCI, the Contractor shall take:

1) Prompt corrective action to mitigate any risks or damages involved with the breach and to
protect the operating environment and
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:

INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

D.

2) Any action pertaining to such unauthorized disclosure required by applicable Federal and
State laws and regulations.

Investigation of Breach. The Contractor shall immediately investigate such security
incident, breach, or unauthorized use or disclosure of PSCI. If the initial report did not
include all of the requested information marked with an asterisk, then within seventy-two (72)
hours of the discovery, The Contractor shall submit an updated “DHCS Privacy Incident
Report” containing the information marked with an asterisk and all other applicable information
listed on the form, to the extent known at that time, to the DHCS Program Contract Manager,
the DHCS Privacy Officer, and the DHCS Information Security Officer:

Written Report. The Contractor shall provide a written report of the investigation to the
DHCS Program Contract Manager, the DHCS Privacy Officer, and the DHCS Information
Security Officer, if all of the required information was not included in the DHCS Privacy
Incident Report, within ten (10) working days of the discovery of the breach or unauthorized use
or disclosure. The report shall include, but not be limited to, the information specified above,
as well as a full, detailed corrective action plan, including information on measures that were
taken to halt and/or contain the improper use or disclosure.

Notification of Individuals. The Contractor shall notify individuals of the breach or
unauthorized use or disclosure when notification is required under state or federal law and shall
pay any costs of such notifications, as well as any costs associated with the breach. The DHCS
Program Contract Manager, the DHCS Privacy Officer, and the DHCS Information Security
Officer shall approve the time, manner and content of any such notifications.

Affect on lower tier transactions. The terms of this Exhibit shall apply to all contracts,
subcontracts, and subawards, regardless of whether they are for the acquisition of services, goods,
or commodities. The Contractor shall incorporate the contents of this Exhibit into each subcontract
or subaward to its agents, subcontractors, or independent consultants.

Contact Information. To direct communications to the above referenced DHCS staff, the
Contractor shall initiate contact as indicated herein. DHCS reserves the right to make changes to
the contact information below by giving written notice to the Contractor. Said changes shall
not require an amendment to this Exhibit or the Agreement to which it is incorporated.

1
1
1
1
1
1
1
1
1
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:
INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

DHCS Program DHCS Privacy Officer DHCS Information Security Officer

Contract Manager

See the Scope of Privacy Officer Information Security Officer
Work Exhibit for ) ) DHCS Information Security
Program Contract c/o Office of Legal Services Office

Manager Department of Health Care Services

: . P.O. Box 997413, MS 6400
Information P.O. Box 997413, MS 0011 Sacramento, CA 95899-7413

Sacramento, CA 95899-7413
Email: iso@dhcs.ca.gov
Telephone: ITSD Help Desk

Email:

916) 440-7000 or
privacyofficer@dhcs.ca.gov (916)
Telephone: (916) 445-4646 (800) 579-0874

9. Audits and Inspections. From time to time, DHCS may inspect the facilities, systems, books
and records of the Contractor to monitor compliance with the safeguards required in the
Information Confidentiality and Security Requirements (ICSR) Exhibit. Contractor shall
promptly remedy any violation of any provision of this ICSR Exhibit. The fact that DHCS inspects,
or fails to inspect, or has the right to inspect, Contractor’s facilities, systems and procedures does

not relieve Contractor of its responsibility to comply with this ICSR Exhibit.
PRIVACY AND INFORMATION SECURITY PROVISIONS

This Exhibit is intended to protect the privacy and security of specified Department information that
Contractor may access, receive, or transmit under this Agreement. The Department information
covered under this Exhibit consists of. (1) Protected Health Information as defined under the Health
Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA™)(PHI): and (2)
Personal Information (PI) as defined under the California Information Practices Act (CIPA), at
California Civil Code sections 1798-1798.78, Personal Information may include data provided to the
Department by the Social Security Administration.

This Exhibit consists of the following parts:

1. Exhibit E.1-1, HIPAA Business Associate Addendum, which provides for the privacy
and security of PHI.

2. Exhibit E.1-2, which provides for the privacy and security of Pl in accordance with specified
provisions of the Agreement between the Department and the Social Security Administration,
known as the Information Exchange Agreement (IEA) and the Computer Matching and
Privacy Protection Act Agreement between the Social Security Administration and the
California Health and Human Services Agency (Computer Agreement) to the extent Contractor
access, receives, or transmits Pl under these Agreements. Exhibit E-2 further provides for the
privacy and security of Pl under Civil Code Section 1798.3(a) and 1798.29.

Agreement Between County of Yolo and Yolo Community Care Continuum FY 2022-23
Exhibit E.1 — Page 7 of 29



EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:
INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

3. Exhibit E.1-3, Miscellaneous Provision, sets forth additional terms and conditions that
extend to the provisions of Exhibit E in its entirety.

EXHIBIT F.1-1 HIPAA Business Associate Addendum
1. Recitals.

A. A business associate relationship under the Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the Health Information
Technology for Economic and Clinical Health Act, Public Law 111-005 (“the HITECH
Act™), 42 U.S.C. Section 17921 et seq., and their implementing privacy and security
regulations at 45 CFR Parts 160 and 164 (“the HIPAA regulations”) between Department
and Contractor arises only to the extent that Contractor creates, receives, maintains,
transmits, uses or discloses PHI or ePHI on the Department’s behalf, or provides services,
arranges, performs or assists in the performance of functions or activities on behalf of the
Department that are included in the definition of “business associate” in 45 C.F.R.
160.103 where the provision of the service involves the disclosure of PHI or ePHI from
the Department, including but not limited to, utilization review, quality assurance, or
benefit management. To the extent Contractor performs these services, functions, and
activities on behalf of Department, Contractor is the Business Associate of the
Department, acting on the Department's behalf. The Department and Contractor are each
a party to this Agreement and are collectively referred to as the "parties.”

B. The Department wishes to disclose to Contractor certain information pursuant to the
terms of this Agreement, some of which may constitute Protected Health Information
(“PHI™), including protected health information in electronic media (“ePHI), under
federal law, to be used or disclosed in the course of providing services and activities as
set forth in Section 1.A. of Exhibit F-1 of this Agreement. This information is hereafter
referred to as “Department PHI”.

C. The purpose of this Exhibit E.1-1 is to protect the privacy and security of the PHI and
ePHI that may be created, received, maintained, transmitted, used or disclosed pursuant
to this Agreement, and to comply with certain standards and requirements of HIPAA,
the HITECH Act, and the HIPAA regulations, including, but not limited to, the
requirement that the Department must enter into a contract containing specific
requirements with Contractor prior to the disclosure of PHI to Contractor, as set forth in
45 CFR Parts 160 and 164 and the HITECH Act. To the extent that data is both PHI or
ePHI and Personally Identifying Information, both Exhibit E.1-2 (including Attachment
B, the SSA Agreement between SSA, CHHS and DHCS, referred to in Exhibit E.1-2)
and this Exhibit E.1-1 shall apply.

D. The terms used in this Exhibit E.1-1, but not otherwise defined, shall have the same
meanings as those terms have in the HIPAA regulations. Any reference to statutory or
regulatory language shall be to such language as in effect or as amended.

2. Definitions

A. Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and
the HIPAA regulations.
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EXHIBIT E.1 - STATE PERFORMANCE AGREEMENT:

INFORMATION CONFIDENTIALITY, SECURITY AND PRIVACY REQUIREMENTS

B.

Business Associate shall have the meaning given to such term under HIPAA, the
HITECH Act, and the HIPAA regulations.

Covered Entity shall have the meaning given to such term under HIPAA, the HITECH
Act, and the HIPAA regulations.

Department PHI shall mean Protected Health Information or Electronic Protected Health
Information, as defined below, accessed by Contractor in a database maintained by the
Department, received by Contractor from the Department or acquired or created by
Contractor in connection with performing the functions, activities and services on behalf
of the Department as specified in Section 1.A. of Exhibit E.1-1 of this Agreement. The
terms PHI as used in this document shall mean Department PHI.

Electronic Health Records shall have the meaning given to such term in the HITECH Act,
including, but not limited to, 42 U.S.C. Section 17921 and implementing regulations.

Electronic Protected Health Information (ePHI) means individually identifiable health
information transmitted by electronic media or maintained in electronic media, including
but not limited to electronic media as set forth under 45 CFR section 160.103.

Individually Identifiable Health Information means health information, including
demographic information collected from an individual, that is created or received by a
health care provider, health plan, employer or health care clearinghouse, and relates to the
past, present or future physical or mental health or condition of an individual, the
provision of health care to an individual, or the past, present, or future payment for the
provision of health care to an individual, that identifies the individual or where there is a
reasonable basis to believe the information can be used to identify the individual, as set
forth under 45 CFR section 160.103.

Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR Parts 160 and
164, subparts A and E.

Protected Health Information (PHI) means individually identifiable health information
that is transmitted by electronic media, maintained in electronic media, or is transmitted
or maintained in any other form or medium, as set forth under 45 CFR Section 160.103
and as defined under HIPAA.

Required by law, as set forth under 45 CFR Section 164.103, means a mandate contained
in law that compels an entity to make a use or disclosure of PHI that is enforceable in a
court of law. This includes, but is not limited to, court orders and court-ordered warrants,
subpoenas or summons issued by a court, grand jury, a governmental or tribal inspector
general, or an administrative body authorized to require the production of information,
and a civil or an authorized investigative demand. It also includes Medicare conditions of
participation with respect to health care providers participating in the program, and
statutes or regulations that require the production of information, including statutes or
regulations that require such information if payment is sought under a government
program providing public benefits.
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K.

Secretary means the Secretary of the U.S. Department of Health and Human Services
("HHS") or the Secretary's designee.

Security Incident means the attempted or successful unauthorized access, use, disclosure,
modification, or destruction of Department PHI, or confidential data utilized by
Contractor to perform the services, functions and activities on behalf of Department as set
forth in Section 1.A. of Exhibit E.1-1 of this Agreement; or interference with system
operations in an information system that processes, maintains or stores Department PHI.

Security Rule shall mean the HIPAA regulations that are found at 45 CFR Parts 160 and
164.

Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42
U.S.C. section 17932(h), any guidance issued by the Secretary pursuant to such Act and
the HIPAA regulations.

Terms of Agreement

A

Permitted Uses and Disclosures of Department PHI by Contractor.

Except as otherwise indicated in this Exhibit E.1-1, Contractor may use or disclose
Department PHI only to perform functions, activities or services specified in Section 1.A of
Exhibit E.1-1 of this Agreement, for, or on behalf of the Department, provided that such use
or disclosure would not violate the HIPAA regulations or the limitations set forth in 42 CFR
Part 2, or any other applicable law, if done by the Department. Any such use or disclosure, if
not for purposes of treatment activities of a health care provider as defined by the Privacy
Rule, must, to the extent practicable, be limited to the limited data set, as defined in 45 CFR
section 164.514(e)(2), or, if needed, to the minimum necessary to accomplish the intended
purpose of such use or disclosure, in compliance with the HITECH Act and any guidance
issued pursuant to such Act, and the HIPAA regulations.

Specific Use and Disclosure Provisions. Except as otherwise indicated in this Exhibit E.1-
1, Contractor may:

1) Use and Disclose for Management and Administration. Use and disclose
Department PHI for the proper management and administration of the Contractor’s
business, provided that such disclosures are required by law, or the Contractor obtains
reasonable assurances from the person to whom the information is disclosed, in
accordance with Section D(7) of this Exhibit E.1-1, that it will remain confidential and
will be used or further disclosed only as required by law or for the purpose for which it
was disclosed to the person, and the person notifies the Contractor of any instances of
which it is aware that the confidentiality of the information has been breached.

2) Provision of Data Aggregation Services. Use Department PHI to provide data
aggregation services to the Department to the extent requested by the Department and
agreed to by Contractor. Data aggregation means the combining of PHI created or
received by the Contractor, as the Business Associate, on behalf of the Department
with PHI received by the Business Associate in its capacity as the Business Associate
of another covered entity, to permit data analyses that relate to the health care
operations of the Department
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C. Prohibited Uses and Disclosures

1)

2)

Contractor shall not disclose Department PHI about an individual to a health plan for
payment or health care operations purposes if the Department PHI pertains solely to
a health care item or service for which the health care provider involved has been
paid out of pocket in full and the individual requests such restriction, in accordance
with 42 U.S.C. Section 17935(a) and 45 CFR Section 164.522(a).

Contractor shall not directly or indirectly receive remuneration in exchange for
Department PHI.

D. Responsibilities of Contractor

Contractor agrees:

1)

2)

3)

4)

Nondisclosure. Not to use or disclose Department PHI other than as permitted or
required by this Agreement or as required by law, including but not limited to 42 CFR
Part 2.

Compliance with the HIPAA Security Rule. To implement administrative, physical,
and technical safeguards that reasonably and appropriately protect the confidentiality,
integrity, and availability of the Department PHI, including electronic PHI, that it
creates, receives, maintains, uses or transmits on behalf of the Department, in
compliance with 45 CFR Sections 164.308, 164.310 and 164.312, and to prevent use or
disclosure of Department PHI other than as provided for by this Agreement. Contractor
shall implement reasonable and appropriate policies and procedures to comply with the
standards, implementation specifications and other requirements of 45 CFR Section
164, subpart C, in compliance with 45 CFR Section164.316. Contractor shall develop
and maintain a written information privacy and security program that includes
administrative, technical and physical safeguards appropriate to the size and
complexity of the Contractor’s operations and the nature and scope of its activities, and
which incorporates the requirements of Section 3 below. Contractor will provide the
Department with its current and updated policies upon request.

Security. Contractor shall take any and all steps necessary to ensure the continuous
security of all computerized data systems containing PHI and/or PI, and to protect paper
documents containing PHI and/or PI. These steps shall include, at a minimum:

a. Complying with all of the data system security precautions listed in
Attachment A, Data Security Requirements;

b. Achieving and maintaining compliance with the HIPAA Security Rule (45
CFR Parts 160 and 164), as necessary in conducting operations on behalf of
DHCS under this Agreement; and

C. Providing a level and scope of security that is at least comparable to the
level and scope of security established by the Office of Management and
Budget in OMB Circular No. A-130, Appendix Ill- Security of Federal
Automated Information Systems, which sets forth guidelines for automated
information systems in Federal agencies.

Security Officer. Contractor shall designate a Security Officer to oversee its data
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security program who shall be responsible for carrying out the requirements of this
Section and for communicating on security matters with the Department.

5) Mitigation of Harmful Effects. To mitigate, to the extent practicable, any harmful
effect that is known to Contractor of a use or disclosure of Department PHI by
Contractor or its subcontractors in violation of the requirements of this Exhibit E.1.

6) Reporting Unauthorized Use or Disclosure. To report to Department any use or
disclosure of Department PHI not provided for by this Exhibit E.1 of which it becomes
aware.

7) Contractor’s Agents and Subcontractors.

a. To enter into written agreements with any agents, including subcontractors and

vendors to whom Contractor provides Department PHI, that impose the same
restrictions and conditions on such agents, subcontractors and vendors that apply
to Contractor with respect to such Department PHI under this Exhibit E.1, and
that require compliance with all applicable provisions of HIPAA, the HITECH
Act and the HIPAA regulations, including the requirement that any agents,
subcontractors or vendors implement reasonable and appropriate administrative,
physical, and technical safeguards to protect such PHI. As required by HIPAA,
the HITECH Act and the HIPAA regulations, including 45 CFR Sections
164.308 and 164.314, Contractor shall incorporate, when applicable, the relevant
provisions of this Exhibit E.1-1 into each subcontract or subaward to such agents,
subcontractors and vendors, including the requirement that any security incidents
or breaches of unsecured PHI be reported to Contractor.

b. In accordance with 45 CFR Section 164.504(e)(1)(ii), upon Contractor’s
knowledge of a material breach or violation by its subcontractor of the agreement
between Contractor and the subcontractor, Contractor shall:

i) Provide an opportunity for the subcontractor to cure the breach or end the
violation and terminate the agreement if the subcontractor does not
cure the breach or end the violation within the time specified by the
Department; or

ii) Immediately terminate the agreement if the subcontractor has breached a
material term of the agreement and cure is not possible.

8) Availability of Information to the Department and Individuals to Provide

Access and Information:

a.

To provide access as the Department may require, and in the time and
manner designated by the Department (upon reasonable notice and during
Contractor’s normal business hours) to Department PHI in a Designated
Record Set, to the Department (or, as directed by the Department), to an
Individual, in accordance with 45 CFR Section 164.524. Designated Record
Set means the group of records maintained for the Department health plan
under this Agreement that includes medical, dental and billing records about
individuals; enrollment, payment, claims adjudication, and case or medical
management systems maintained for the Department health plan for which
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9

10)

11)

12)

Contractor is providing services under this Agreement; or those records used
to make decisions about individuals on behalf of the Department. Contractor
shall use the forms and processes developed by the Department for this
purpose and shall respond to requests for access to records transmitted by
the Department within fifteen (15) calendar days of receipt of the request by
producing the records or verifying that there are none.

b. If Contractor maintains an Electronic Health Record with PHI, and an
individual requests a copy of such information in an electronic format,
Contractor shall provide such information in an electronic format to enable
the Department to fulfill its obligations under the HITECH Act, including
but not limited to, 42 U.S.C. Section 17935(e) and the HIPAA regulations.

Amendment of Department PHI. To make any amendment(s) to Department PHI that
were requested by a patient and that the Department directs or agrees should be made to
assure compliance with 45 CFR Section 164.526, in the time and manner designated by
the Department, with the Contractor being given a minimum of twenty

(20) days within which to make the amendment.

Internal Practices. To make Contractor’s internal practices, books and records relating
to the use and disclosure of Department PHI available to the Department or to the
Secretary, for purposes of determining the Department’s compliance with the HIPAA
regulations. If any information needed for this purpose is in the exclusive possession of
any other entity or person and the other entity or person fails or refuses to furnish the
information to Contractor, Contractor shall provide written notification to the
Department and shall set forth the efforts it made to obtain the information.

Documentation of Disclosures. To document and make available to the Department or
(at the direction of the Department) to an individual such disclosures of Department PHI,
and information related to such disclosures, necessary to respond to a proper request by
the subject Individual for an accounting of disclosures of such PHI, in accordance with
the HITECH Act and its implementing regulations, including but not limited to 45 CFR
Section 164.528 and 42 U.S.C. Section 17935(c). If Contractor maintains electronic
health records for the Department as of January 1, 2009 and later, Contractor must
provide an accounting of disclosures, including those disclosures for treatment, payment
or health care operations. The electronic accounting of disclosures shall be for
disclosures during the three years prior to the request for an accounting.

Breaches and Security Incidents. During the term of this Agreement, Contractor agrees
to implement reasonable systems for the discovery and prompt reporting of any breach
or security incident, and to take the following steps:

a. Initial Notice to the Department. (1) To notify the Department
immediately by telephone call or email or fax upon the discovery of a
breach of unsecured PHI in electronic media or in any other media if the PHI
was, or is reasonably believed to have been, accessed or acquired by an
unauthorized person. (2) To notify the Department within 24 hours (one
hour if SSA data) by email or fax of the discovery of any suspected
security incident, intrusion or unauthorized access, use or disclosure of PHI
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in violation of this Agreement or this Exhibit E.1-1, or potential loss of
confidential data affecting this Agreement. A breach shall be treated as
discovered by Contractor as of the first day on which the breach is known,
or by exercising reasonable diligence would have been known, to any
person (other than the person committing the breach) who is an employee,
officer or other agent of Contractor.

Notice shall be provided to the Information Protection Unit, Office of
HIPAA Compliance. If the incident occurs after business hours or on a
weekend or holiday and involves electronic PHI, notice shall be provided by
calling the Information Protection Unit (916.445.4646, 866-866-0602) or by
emailing privacyofficer@dhcs.ca.gov). Notice shall be made using the
DHCS “Privacy Incident Report” form, including all information known at
the time. Contractor shall use the most current version of this form, which is
posted on the DHCS Information Security Officer website
(www.dhcs.ca.gov, then select “Privacy” in the left column and then
“Business Partner” near the middle of the page) or use this link:
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DH
CSBusinessAssociatesOnly.aspx

Upon discovery of a breach or suspected security incident, intrusion or
unauthorized access, use or disclosure of Department PHI, Contractor

shall take:
i) Prompt corrective action to mitigate any risks or damages involved
with the breach and to protect the operating environment; and
ii) Any action pertaining to such unauthorized disclosure required by
applicable Federal and State laws and regulations.
b. Investigation and Investigation Report. To immediately investigate such

suspected security incident, security incident, breach, or unauthorized
access, use or disclosure of PHI. Within 72 hours of the discovery,
Contractor shall submit an updated “Privacy Incident Report” containing the
information marked with an asterisk and all other applicable information
listed on the form, to the extent known at that time, to the Information
Protection Unit.

c. Complete Report. To provide a complete report of the investigation to the
Department Program Contract Manager and the Information Protection Unit
within ten (10) working days of the discovery of the breach or unauthorized
use or disclosure. The report shall be submitted on the “Privacy Incident
Report” form and shall include an assessment of all known factors relevant
to a determination of whether a breach occurred under applicable provisions
of HIPAA, the  HITECH Act, and the HIPAA regulations. The report shall
also include a full, detailed corrective action plan, including information on
measures that were taken to halt and/or contain the improper use or
disclosure. If the Department requests information in addition to that listed
on the “Privacy Incident Report” form, Contractor shall make reasonable
efforts to provide the Department with such information. If, because of the
circumstances of the incident, Contractor needs more than ten (10) working
days from the discovery to submit a complete report, the Department may
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grant a reasonable extension of time, in which case Contractor shall submit
periodic updates until the complete report is submitted. If necessary, a
Supplemental Report may be used to submit revised or additional
information after the completed report is submitted, by submitting the
revised or additional information on an updated “Privacy Incident Report”
form. The Department will review and approve the determination of
whether a breach occurred and whether individual notifications and a
corrective action plan are required.

d. Responsibility for Reporting of Breaches. If the cause of a breach of
Department PHI is attributable to Contractor or its agents, subcontractors or
vendors, Contractor is responsible for all required reporting of the breach as
specified in 42U.S.C. section 17932 and its implementing regulations,
including notification to media outlets and to the Secretary (after obtaining
prior written approval of DHCS). If a breach of unsecured Department PHI
involves more than 500 residents of the State of California or under its
jurisdiction, Contractor shall first notify DHCS, then the Secretary of the
breach immediately upon discovery of the breach. If a breach involves more
than 500 California residents, Contractor shall also provide, after obtaining
written prior approval of DHCS, notice to the Attorney General for the State
of California, Privacy Enforcement Section. If Contractor has reason to
believe that duplicate reporting of the same breach or incident may occur
because its subcontractors, agents or vendors may report the breach or
incident to the Department in addition to Contractor, Contractor shall notify
the Department, and the Department and Contractor may take appropriate
action to prevent duplicate reporting.

e. Responsibility for Notification of Affected Individuals. If the cause of a
breach of Department PHI is attributable to Contractor or its agents,
subcontractors or vendors and notification of the affected individuals is
required under state or federal law, Contractor shall bear all costs of such
notifications as well as any costs associated with the breach. In addition, the
Department reserves the right to require Contractor to notify such affected
individuals, which notifications shall comply with the requirements set forth
in 42U.S.C. section 17932 and its implementing regulations, including, but
not limited to, the requirement that the notifications be made without
unreasonable delay and in no event later than 60 calendar days after
discovery of the breach. The Department Privacy Officer shall approve the
time, manner and content of any such notifications and their review and
approval must be obtained before the notifications are made. The
Department will provide its review and approval expeditiously and without
unreasonable delay.

f. Department Contact Information. To direct communications to the above
referenced Department staff, the Contractor shall initiate contact as
indicated herein. The Department reserves the right to make changes to the
contact information below by giving written notice to the Contractor. Said
changes shall not require an amendment to this Addendum or the
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Agreement to which it is incorporated.

Department DHCS Privacy Officer DHCS Information
Program Contract Security Officer
Manager
- Information Protection Unit c/o: Information Securit
See the Exhibit A, Office of HIPAA Compliance Officer DHCS !
Scope of Work Department of Health Care Information Security
for Program Services Office
Contract Manager P.O. Box 997413, MS 4722 P.O. Box
information Sacramento, CA 95899-7413 (916) | 997413, MS
445-4646; (866) 866- 0602 6400
Sacramento, CA
Email: 95899-7413

privacyofficer@dhcs.ca.gov

Email: iso@dhcs.ca.gov

Fax: (916) 440-7680 Telephone: ITSD Service
Desk (916)440-7000;
(800) 579-0874

Fax: (916)440-5537

13) Termination of Agreement. In accordance with Section 13404(b) of the HITECH Act
and to the extent required by the HIPAA regulations, if Contractor knows of a material
breach or violation by the Department of this Exhibit E.1-1, it shall take the following
steps:

a. Provide an opportunity for the Department to cure the breach or end the
violation and terminate the Agreement if the Department does not cure the
breach or end the violation within the time specified by Contractor; or

b. Immediately terminate the Agreement if the Department has breached a
material term of the Exhibit E.1-1 and cure is not possible.

14) Sanctions and/or Penalties. Contractor understands that a failure to comply with the
provisions of HIPAA, the HITECH Act and the HIPAA regulations that are applicable to
Contractors may result in the imposition of sanctions and/or penalties on Contractor under
HIPAA, the HITECH Act and the HIPAA regulations.

E. Obligations of the Department.

The Department agrees to:

1) Permission by Individuals for Use and Disclosure of PHI. Provide the Contractor
with any changes in, or revocation of, permission by an Individual to use or disclose
Department PHI, if such changes affect the Contractor’s permitted or required uses
and disclosures.

2) Notification of Restrictions. Notify the Contractor of any restriction to the use or
disclosure of Department PHI that the Department has agreed to in accordance with
45 CFR Section 164.522, to the extent that such restriction may affect the
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Contractor’s use or disclosure of PHI.

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to use or
disclose Department PHI in any manner that would not be permissible under the
HIPAA regulations if done by the Department.

4) Notice of Privacy Practices. Provide Contractor with the web link to the Notice of
Privacy Practices that DHCS produces in accordance with 45 CFR Section 164.520,
as well as any changes to such notice. Visit the DHCS website to view the most
current Notice of Privacy Practices at:
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/NoticeofPrivacy
Practices.aspx or the DHCS website at www.dhcs.ca.gov (select “Privacy in the
right column and “Notice of Privacy Practices” on the right side of the page).

F. Audits, Inspection and Enforcement

If Contractor is the subject of an audit, compliance review, or complaint investigation by the
Secretary or the Office for Civil Rights, U.S. Department of Health and Human Services, that is
related to the performance of its obligations pursuant to this HIPAA Business Associate Exhibit
E.1-1, Contractor shall immediately notify the Department. Upon request from the Department,
Contractor shall provide the Department with a copy of any Department PHI that Contractor, as
the Business Associate, provides to the Secretary or the Office of Civil Rights concurrently with
providing such PHI to the Secretary. Contractor is responsible for any civil penalties assessed due
to an audit or investigation of Contractor, in accordance with 42 U.S.C. Section 17934(c).

G. Termination.

1) Term. The Term of this Exhibit E.1-1 shall extend beyond the termination of the
Agreement and shall terminate when all Department PHI is destroyed or returned to
the Department, in accordance with 45 CFR Section 164.504(e)(2)(ii)(J).

2) Termination for Cause. In accordance with 45 CFR Section 164.504(e)(1)(iii), upon
the Department’s knowledge of a material breach or violation of this Exhibit E.1-1 by
Contractor, the Department shall:

a. Provide an opportunity for Contractor to cure the breach or end the violation
and terminate this Agreement if Contractor does not cure the breach or end
the violation within the time specified by the Department; or

b. Immediately terminate this Agreement if Contractor has breached a material
term of this Exhibit E.1-1 and cure is not possible.

E.1-2 Privacy and Security of Personal Information and Personally
Identifiable Information Not Subject to HIPAA

1. Recitals.

A In addition to the Privacy and Security Rules under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) the Department is subject to various other legal and
contractual requirements with respect to the personal information (PI) and personally
identifiable information (PII) it maintains. These include:

1) The California Information Practices Act of 1977 (California Civil Code §81798 et
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seq.),

2) The Agreement between the Social Security Administration (SSA) and the
Department, known as the Information Exchange Agreement (IEA), which
incorporates the Computer Matching and Privacy Protection Act Agreement
(CMPPA) between the SSA and the California Health and Human Services
Agency. The IEA, including the CMPPA is hereby incorporated in this Agreement.

3) Title 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2.

The purpose of this Exhibit E.1-2 is to set forth Contractor’s privacy and security
obligations with respect to Pl and P1I that Contractor may create, receive, maintain, use, or
disclose for or on behalf of Department pursuant to this Agreement. Specifically, this
Exhibit applies to Pl and PII which is not Protected Health Information (PHI) as defined
by HIPAA and therefore is not addressed in Exhibit E.1-1 of this Agreement, the HIPAA
Business Associate Addendum; however, to the extent that data is both PHI or ePHI and
P1l, both Exhibit E.1-1 and this Exhibit E.1-2 shall apply.

The IEA Agreement referenced in A.2 above requires the Department to extend its
substantive privacy and security terms to subcontractors who receive data provided to
DHCS by the Social Security Administration. If Contractor receives data from DHCS that
includes data provided to DHCS by the Social Security Administration, Contractor must
comply with the following specific sections of the IEA Agreement. E. Security
Procedures, F. Contractor/Agent Responsibilities, and G. Safeguarding and Reporting
Responsibilities for Personally Identifiable Information (“P11”), and in Attachment 4 to the
IEA, Electronic Information Exchange Security Requirements, Guidelines and Procedures
for Federal, State and Local Agencies Exchanging Electronic Information with the Social
Security Administration. Contractor must also ensure that any agents, including a
subcontractor, to whom it provides DHCS data that includes data provided by the Social
Security Administration, agree to the same requirements for privacy and security
safeguards for such confidential data that apply to Contractor with respect to such
information.

The terms used in this Exhibit E.1-2, but not otherwise defined, shall have the same
meanings as those terms have in the above referenced statute and Agreement. Any
reference to statutory, regulatory, or contractual language shall be to such language as in
effect or as amended.

2. Definitions

A

“Breach” shall have the meaning given to such term under the IEA and CMPPA. It shall
include a “Pll loss” as that term is defined in the CMPPA.

“Breach of the security of the system” shall have the meaning given to such term under the
California Information Practices Act, Civil Code section 1798.29(f).

“CMPPA Agreement” means the Computer Matching and Privacy Protection Act
Agreement between the Social Security Administration and the California Health and
Human Services Agency (CHHS).
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D.

“Department PI” shall mean Personal Information, as defined below, accessed in a
database maintained by the Department, received by Contractor from the Department or
acquired or created by Contractor in connection with performing the functions, activities
and services specified in this Agreement on behalf of the Department.

“IEA” shall mean the Information Exchange Agreement currently in effect between the
Social Security Administration (SSA) and the California Department of Health Care
Services (DHCS).

“Notice-triggering Personal Information” shall mean the personal information identified in
Civil Code section 1798.29 whose unauthorized access may trigger notification
requirements under Civil Code section 1798.29. For purposes of this provision, identity
shall include, but not be limited to, name, address, email address, identifying number,
symbol, or other identifying particular assigned to the individual, such as a finger or voice
print, a photograph or a biometric identifier. Notice-triggering Personal Information
includes PI in electronic, paper or any other medium.

“Personally Identifiable Information” (PII) shall have the meaning given to such term in
the IEA and CMPPA.

“Personal Information” (PI) shall have the meaning given to such term in California Civil
Code Section 1798.3(a).

“Required by law” means a mandate contained in law that compels an entity to make a use
or disclosure of PI or PII that is enforceable in a court of law. This includes, but is not
limited to, court orders and court-ordered warrants, subpoenas or summons issued by a
court, grand jury, a governmental or tribal inspector general, or an administrative body
authorized to require the production of information, and a civil or an authorized
investigative demand. It also includes Medicare conditions of participation with respect to
health care providers participating in the program, and statutes or regulations that require
the production of information, including statutes or regulations that require such
information if payment is sought under a government program providing public benefits.

“Security Incident” means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of PI, or confidential data utilized in complying
with this Agreement; or interference with system operations in an information system that
processes, maintains or stores PI.

Terms of Agreement

A.

Permitted Uses and Disclosures of Department Pl and PIl by Contractor

Except as otherwise indicated in this Exhibit E.1-2, Contractor may use or disclose
Department PI only to perform functions, activities, or services for or on behalf of the
Department pursuant to the terms of this Agreement provided that such use or disclosure
would not violate the California Information Practices Act (CIPA) if done by the
Department.

Responsibilities of Contractor
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Contractor agrees:

1)

2)

3)

4)

Nondisclosure. Not to use or disclose Department P1 or PIl other than as permitted
or required by this Agreement or as required by applicable state and federal law.

Safeguards. To implement appropriate and reasonable administrative, technical,
and physical safeguards to protect the security, confidentiality and integrity of
Department Pl and PII, to protect against anticipated threats or hazards to the
security or integrity of Department Pl and PII, and to prevent use or disclosure of
Department PI or PIl other than as provided for by this Agreement. Contractor
shall develop and maintain a written information privacy and security program that
include administrative, technical and physical safeguards appropriate to the size
and complexity of Contractor’s operations and the nature and scope of its
activities, which incorporate the requirements of Section 3, Security, below.
Contractor will provide DHCS with its current policies upon request.

Security. Contractor shall take all steps necessary to ensure the continuous
security of all computerized data systems containing PHI and/or Pl, and to protect
paper documents containing PHI and/or Pl. These steps shall include, at a
minimum:

a. Complying with all of the data system security precautions listed in
Attachment A, Business Associate Data Security Requirements;

b.  Providing a level and scope of security that is at least comparable to the level
and scope of security established by the Office of Management and Budget in
OMB Circular No. A- 130, Appendix IlI- Security of Federal Automated
Information Systems, which sets forth guidelines for automated information
systems in Federal agencies; and

C. If the data obtained by Contractor from DHCS includes PIl, Contractor shall
also comply with the substantive privacy and security requirements in the
Computer Matching and Privacy Protection Act Agreement between the SSA
and the California Health and Human Services Agency (CHHS) and in the
Agreement between the SSA and DHCS, known as the Information Exchange
Agreement, which are attached as Attachment B and incorporated into this
Agreement. The specific sections of the IEA with substantive privacy and
security requirements to be complied with are Sections E, F, and G, and in
Attachment 4 to the IEA, Electronic Information Exchange Security
Requirements, Guidelines and Procedures for Federal, State and Local
Agencies Exchanging Electronic Information with the SSA. Contractor also
agrees to ensure that any agents, including a subcontractor to whom it
provides DHCS PII, agree to the same requirements for privacy and security
safeguards for confidential data that apply to Contractor with respect to such
information.

Mitigation of Harmful Effects. To mitigate, to the extent practicable, any harmful
effect that is known to Contractor of a use or disclosure of Department Pl or PIl by
Contractor or its subcontractors in violation of this Exhibit E.1-2.
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5)

6)

7)

8)

9)

Contractor’s Agents and Subcontractors. To impose the same restrictions and
conditions set forth in this Exhibit E.1-2 on any subcontractors or other agents with
whom Contractor subcontracts any activities under this Agreement that involve the
disclosure of Department PI or PII to the subcontractor.

Availability of Information to DHCS. To make Department Pl and PII available to
the Department for purposes of oversight, inspection, amendment, and response to
requests for records, injunctions, judgments, and orders for production of
Department Pl and PII. If Contractor receives Department PII, upon request by
DHCS, Contractor shall provide DHCS with a list of all employees, contractors and
agents who have access to Department PII, including employees, contractors and
agents of its subcontractors and agents.

Cooperation with DHCS. With respect to Department Pl, to cooperate with and
assist the Department to the extent necessary to ensure the Department’s compliance
with the applicable terms of the CIPA including, but not limited to, accounting of
disclosures of Department Pl, correction of errors in Department PI, production of
Department PI, disclosure of a security breach involving Department Pl and notice
of such breach to the affected individual(s).

Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor agrees to
comply with all confidentiality requirements set forth in Title 42 Code of Federal
Regulations, Chapter I, Subchapter A, Part 2. Contractor is aware that criminal
penalties may be imposed for a violation of these confidentiality requirements.

Breaches and Security Incidents. During the term of this Agreement, Contractor
agrees to implement reasonable systems for the discovery and prompt reporting of
any breach or security incident, and to take the following steps:

a. Initial Notice to the Department. (1) To notify the Department
immediately by telephone call or email or fax upon the discovery of a
breach of unsecured Department Pl or PII in electronic media or in any
other media if the PI or PIl was, or is reasonably believed to have been,
accessed or acquired by an unauthorized person, or upon discovery of a
suspected security incident involving Department PIl. (2) To notify the
Department within one (1) hour by email or fax if the data is data
subject to the SSA Agreement; and within 24 hours by email or fax of
the discovery of any suspected security incident, intrusion or
unauthorized access, use or disclosure of Department Pl or PII in
violation of this Agreement or this Exhibit E.1-2 or potential loss of
confidential data affecting this Agreement. A breach shall be treated as
discovered by Contractor as of the first day on which the breach is
known, or by exercising reasonable diligence would have been known, to
any person (other than the person committing the breach) who is an
employee, officer or other agent of Contractor.

b. Notice shall be provided to the Information Protection Unit, Office of
HIPAA Compliance. If the incident occurs after business hours or on a
weekend or holiday and involves electronic Department PI or PII, notice
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shall be provided by calling the Department Information Security
Officer. Notice shall be made using the DHCS “Privacy Incident Report”
form, including all information known at the time. Contractor shall use
the most current version of this form, which is posted on the DHCS
Information Security Officer website (www.dhcs.ca.gov, then select
“Privacy” in the left column and then “Business Partner” near the middle
of the page) or use this link:
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCS
BusinessAssociatesOnly.aspx .

c. Upon discovery of a breach or suspected security incident, intrusion or
unauthorized access, use or disclosure of Department Pl or PII,
Contractor shall take:

i. Prompt corrective action to mitigate any risks or
damages involved with the breach and to protect the
operating environment; and

ii. Any action pertaining to such unauthorized disclosure
required by applicable Federal and State laws and
regulations.

d. Investigation and Investigation Report. To immediately investigate
such suspected security incident, security incident, breach, or
unauthorized access, use or disclosure of PHI. W.ithin 72 hours of
the discovery, Contractor shall submit an updated “Privacy Incident
Report” containing the information marked with an asterisk and all
other applicable information listed on the form, to the extent known
at that time, to the Department Information Security Officer.

e. Complete Report. To provide a complete report of the investigation
to the Department Program Contract Manager and the Information
Protection Unit within ten (10) working days of the discovery of the
breach or unauthorized use or disclosure. The report shall be submitted
on the “Privacy Incident Report” form and shall include an assessment
of all known factors relevant to a determination of whether a breach
occurred. The report shall also include a full, detailed corrective action
plan, including information on measures that were taken to halt and/or
contain the improper use or disclosure. If the Department requests
information in addition to that listed on the “Privacy Incident Report”
form, Contractor shall make reasonable efforts to provide the
Department with such information. If, because of the circumstances of
the incident, Contractor needs more than ten (10) working days from
the discovery to submit a complete report, the Department may grant a
reasonable extension of time, in which case Contractor shall submit
periodic updates until the complete report is submitted. If necessary, a
Supplemental Report may be used to submit revised or additional
information after the completed report is submitted, by submitting the
revised or additional information on an updated “Privacy Incident
Report” form. The Department will review and approve the
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determination of whether a breach occurred and whether individual
notifications and a corrective action plan are required.

f.  Responsibility for Reporting of Breaches. If the cause of a breach
of Department Pl or PII is attributable to Contractor or its agents,
subcontractors or vendors, Contractor is responsible for all required
reporting of the breach as specified in CIPA, section 1798.29 and as
may be required under the IEA. Contractor shall bear all costs of
required notifications to individuals as well as any costs associated
with the breach. The Privacy Officer shall approve the time, manner
and content of any such notifications and their review and approval
must be obtained before the notifications are made. The Department

will provide its review and approval

unreasonable delay.

expeditiously and without

g. If Contractor has reason to believe that duplicate reporting of the same
breach or incident may occur because its subcontractors, agents or
vendors may report the breach or incident to the Department in
addition to Contractor, Contractor shall notify the Department, and
the Department and Contractor may take appropriate action to prevent

duplicate reporting.

h. Department Contact Information. To direct communications to the

above referenced Department staff, the Contractor shall

initiate

contact as indicated herein. The Department reserves the right to
make changes to the contact information below by giving written
notice to the Contractor. Said changes shall not require an amendment
to this Addendum or the Agreement to which it is incorporated.

Department DHCS Privacy Officer DHCS Information Security
Program Officer

Contract

See the Exhibit Information Protection Unit c/o: Information Security Officer DHCS
A, Scope of Office of HIPAA Compliance Information Security Office

Work for Department of Health Care Services P.0. Box 997413, MS 6400
Program P.O. Box 997413, MS 4722 Sacramento, CA 95899-7413
Contract Sacramento, CA 95899-7413 Email: iso@dhcs.ca.gov

Manager Telephone: (916) 445-4646 Telephone: ITSD Service Desk
information Email: privacyofficer@dhcs.ca.gov (916) 440-7000 or

(800) 579-0874

10) Designation of Individual Responsible for Security

Contractor shall designate an individual, (e.g., Security Officer), to oversee its data
security program who shall be responsible for carrying out the requirements of this
Exhibit E.1-2 and for communicating on security matters with the Department.
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1

2)

3)

4)

5)

E.1-3 Miscellaneous Terms and Conditions

Disclaimer. The Department makes no warranty or representation that compliance by
Contractor with this Exhibit, HIPAA or the HIPAA regulations will be adequate or
satisfactory for Contractor’s own purposes or that any information in Contractor’s
possession or control, or transmitted or received by Contractor, is or will be secure from
unauthorized use or disclosure. Contractor is solely responsible for all decisions made by
Contractor regarding the safeguarding of the Department PHI, Pl and PII.

Amendment. The parties acknowledge that federal and state laws relating to electronic data
security and privacy are rapidly evolving and that amendment of this Exhibit may be
required to provide for procedures to ensure compliance with such developments. The
parties specifically agree to take such action as is necessary to implement the standards and
requirements of HIPAA, the HITECH Act, and the HIPAA regulations, and other applicable
state and federal laws. Upon either party’s request, the other party agrees to promptly enter
into negotiations concerning an amendment to this Exhibit embodying written assurances
consistent with the standards and requirements of HIPAA, the HITECH Act, and the HIPAA
regulations, and other applicable state and federal laws. The Department may terminate this
Agreement upon thirty (30) days written notice in the event:

a) Contractor does not promptly enter into negotiations to amend this Exhibit when
requested by the Department pursuant to this Section; or

b) Contractor does not enter into an amendment providing assurances regarding the
safeguarding of Department PHI that the Department deems is necessary to satisfy
the standards and requirements of HIPAA and the HIPAA regulations.

Judicial or Administrative Proceedings. Contractor will notify the Department if it is
named as a defendant in a criminal proceeding for a violation of HIPAA or other security or
privacy law. The Department may terminate this Agreement if Contractor is found guilty of a
criminal violation of HIPAA. The Department may terminate this Agreement if a finding or
stipulation that the Contractor has violated any standard or requirement of HIPAA, or other
security or privacy laws is made in any administrative or civil proceeding in which the
Contractor is a party or has been joined. DHCS will consider the nature and seriousness of
the violation in deciding whether or not to terminate the Agreement.

Assistance in Litigation or Administrative Proceedings. Contractor shall make itself and
any subcontractors, employees or agents assisting Contractor in the performance of its
obligations under this Agreement, available to the Department at no cost to the Department
to testify as witnesses, or otherwise, in the event of litigation or administrative proceedings
being commenced against the Department, its directors, officers or employees based upon
claimed violation of HIPAA, or the HIPAA regulations, which involves inactions or actions
by the Contractor, except where Contractor or its subcontractor, employee or agent is a
named adverse party.

No Third-Party Beneficiaries. Nothing express or implied in the terms and conditions of
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6)

7)

8)

9

10)

11)

12)

13)

this Exhibit is intended to confer, nor shall anything herein confer, upon any person other
than the Department or Contractor and their respective successors or assignees, any rights,
remedies, obligations or liabilities whatsoever.

Interpretation. The terms and conditions in this Exhibit shall be interpreted as broadly as
necessary to implement and comply with HIPAA, the HITECH Act, and the HIPAA
regulations. The parties agree that any ambiguity in the terms and conditions of this Exhibit
shall be resolved in favor of a meaning that complies and is consistent with HIPAA, the
HITECH Act and the HIPAA regulations, and, if applicable, any other relevant state and
federal laws.

Conflict. In case of a conflict between any applicable privacy or security rules, laws,
regulations or standards the most stringent shall apply. The most stringent means that
safeguard which provides the highest level of protection to PHI, Pl and PIlI from
unauthorized disclosure. Further, Contractor must comply within a reasonable period of time
with changes to these standards that occur after the effective date of this Agreement.

Regulatory References. A reference in the terms and conditions of this Exhibit E.1 to a
section in the HIPAA regulations means the section as in effect or as amended.

Survival. The respective rights and obligations of Contractor under Section 3, Item D of
Exhibit E.1-1, and Section 3, Item B of Exhibit E.1-2, Responsibilities of Contractor, shall
survive the termination or expiration of this Agreement.

No Waiver of Obligations. No change, waiver or discharge of any liability or obligation
hereunder on any one or more occasions shall be deemed a waiver of performance of any
continuing or other obligation, or shall prohibit enforcement of any obligation, on any other
occasion.

Audits, Inspection and Enforcement. From time to time, and subject to all applicable
federal and state privacy and security laws and regulations, the Department may conduct a
reasonable inspection of the facilities, systems, books and records of Contractor to monitor
compliance with this Exhibit E.1. Contractor shall promptly remedy any violation of any
provision of this Exhibit E.1. The fact that the Department inspects, or fails to inspect, or has
the right to inspect, Contractor’s facilities, systems and procedures does not relieve
Contractor of its responsibility to comply with this Exhibit E.1. The Department's failure to
detect a non-compliant practice, or a failure to report a detected non- compliant practice to
Contractor does not constitute acceptance of such practice or a waiver of the Department's
enforcement rights under this Agreement, including this Exhibit E.1.

Due Diligence. Contractor shall exercise due diligence and shall take reasonable steps to
ensure that it remains in compliance with this Exhibit and is in compliance with applicable
provisions of HIPAA, the HITECH Act and the HIPAA regulations, and other applicable
state and federal law, and that its agents, subcontractors and vendors are in compliance with
their obligations as required by this Exhibit.

Term. The Term of this Exhibit shall extend beyond the termination of the Agreement and
shall terminate when all Department PHI is destroyed or returned to the Department, in
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14)

15)

16)

accordance with 45 CFR Section 164.504(e)(2)(ii)(1), and when all Department Pl and PII is
destroyed in accordance with Attachment A of the State Performance Agreement.

Effect of Termination. Upon termination or expiration of this Agreement for any reason,
Contractor shall return or destroy all Department PHI, Pl and PII that Contractor still
maintains in any form, and shall retain no copies of such PHI, Pl or PII. If return or
destruction is not feasible, Contractor shall notify the Department of the conditions that make
the return or destruction infeasible, and the Department and Contractor shall determine the
terms and conditions under which Contractor may retain the PHI, Pl or PIl. Contractor shall
continue to extend the protections of this Exhibit to such Department PHI, Pl and PII, and
shall limit further use of such data to those purposes that make the return or destruction of
such data infeasible. This provision shall apply to Department PHI, Pl and PII that is in the
possession of subcontractors or agents of Contractor.

Personnel Controls

a. Employee Training. All workforce members who assist in the performance of
functions or activities on behalf of the Department, or access or disclose Department
PHI or Pl must complete information privacy and security training, at least annually, at
Contractor's expense. Each workforce member who receives information privacy and
security training must sign a certification, indicating the member’s name and the date
on which the training was completed. These certifications must be retained for a period
of six (6) years following termination of this Agreement.

b. Employee Discipline. Appropriate sanctions must be applied against workforce
members who fail to comply with privacy policies and procedures or any provisions of
these requirements, including termination of employment where appropriate.

c. Confidentiality Statement. All persons that will be working with Department PHI or
Pl must sign a confidentiality statement that includes, at a minimum, General Use,
Security and Privacy Safeguards, Unacceptable Use, and Enforcement Policies. The
statement must be signed by the workforce member prior to access to Department PHI
or Pl. The statement must be renewed annually. The Contractor shall retain each
person’s written confidentiality statement for Department inspection for a period of six
(6) years following termination of this Agreement.

d. Background Check. Before a member of the workforce may access Department PHI or
PI, a background screening of that worker must be conducted. The screening should be
commensurate with the risk and magnitude of harm the employee could cause, with
more thorough screening being done for those employees who are authorized to bypass
significant technical and operational security controls. The Contractor shall retain each
workforce member’s background check documentation for a period of three (3) years.

Technical Security Controls

a. Workstation/Laptop encryption. All workstations and laptops that store Department
PHI or PI either directly or temporarily must be encrypted using a FIPS 140-2 certified
algorithm which is 128bit or higher, such as Advanced Encryption Standard (AES). The
encryption solution must be full disk unless approved by the Department Information
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Security Office.

b. Server Security. Servers containing unencrypted Department PHI or Pl must have
sufficient administrative, physical, and technical controls in place to protect that data,
based upon a risk assessment/system security review.

c. Minimum Necessary. Only the minimum necessary amount of Department PHI or PI
required to perform necessary business functions may be copied, downloaded, or
exported.

d. Removable media devices. All electronic files that contain Department PHI or Pl data
must be encrypted when stored on any removable media or portable device (i.e. USB
thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.). Encryption must be a
FIPS 140-2 certified algorithm which is 128bit or higher, such as AES.

e. Antivirus software. All workstations, laptops and other systems that process and/or
store Department PHI or Pl must install and actively use comprehensive anti-virus
software solution with automatic updates scheduled at least daily.

f. Patch Management. All workstations, laptops and other systems that process and/or
store Department PHI or Pl must have critical security patches applied, with system
reboot if necessary. There must be a documented patch management process which
determines installation timeframe based on risk assessment and vendor recommendations.
At a maximum, all applicable patches must be installed within 30 days of vendor release.
Applications and systems that cannot be patched within this time frame due to significant
operational reasons must have compensatory controls implemented to minimize risk until
the patches can be installed. Applications and systems that cannot be patched must have
compensatory controls implemented to minimize risk, where possible.

g. User IDs and Password Controls. All users must be issued a unique username for
accessing Department PHI or PI. Username must be promptly disabled, deleted, or the
password changed upon the transfer or termination of an employee with knowledge of the
password. Passwords are not to be shared. Passwords must be at least eight characters
and must be a non- dictionary word. Passwords must not be stored in readable format on
the computer. Passwords must be changed at least every 90 days, preferably every 60
days. Passwords must be changed if revealed or compromised. Passwords must be
composed of characters from at least three of the following four groups from the standard
keyboard:

1) Upper case letters (A-Z)

2) Lower case letters (a-z)

3) Arabic numerals (0-9)

4) Non-alphanumeric characters (punctuation symbols)

h. Data Destruction. When no longer needed, all Department PHI or Pl must be
wiped using the Gutmann or US Department of Defense (DoD) 5220.22-M (7 Pass)
standard, or by degaussing. Media may also be physically destroyed in accordance
with NIST Special Publication 800-88. Other methods require prior written
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permission of the Department Information Security Office.

i. System Timeout. The system providing access to Department PHI or Pl must
provide an automatic timeout, requiring re-authentication of the user session after no
more than 20 minutes of inactivity.

j. Warning Banners. All systems providing access to Department PHI or Pl must
display a warning banner stating that data is confidential, systems are logged, and
system use is for business purposes only by authorized users. User must be directed
to log off the system if they do not agree with these requirements.

k. System Logging. The system must maintain an automated audit trail which can
identify the user or system process which initiates a request for Department PHI or
Pl, or which alters Department PHI or Pl. The audit trail must be date and time
stamped, must log both successful and failed accesses, must be read only, and must
be restricted to authorized users. If Department PHI or Pl is stored in a database,
database logging functionality must be enabled. Audit trail data must be archived
for at least 3 years after occurrence.

I. Access Controls. The system providing access to Department PHI or Pl must use
role based access controls for all user authentications, enforcing the principle of least
privilege.

m. Transmission encryption. All data transmissions of Department PHI or PI outside
the secure internal network must be encrypted using a FIPS 140-2 certified algorithm
which is 128bit or higher, such as AES.

Encryption can be end to end at the network level, or the data files containing
Department PHI can be encrypted. This requirement pertains to any type of
Department PHI or PI in motion such as website access, file transfer, and E-Mail.

n. Intrusion Detection. All systems involved in accessing, holding, transporting, and

protecting Department PHI or Pl that are accessible via the Internet must be protected
by a comprehensive intrusion detection and prevention solution.

17)  Audit Controls

a.

System Security Review. Contractor must ensure audit control mechanisms that record
and examine system activity are in place. All systems processing and/or storing
Department PHI or Pl must have at least an annual system risk assessment/security
review which provides assurance that administrative, physical, and technical controls are
functioning effectively and providing adequate levels of protection. Reviews should
include vulnerability scanning tools.

Log Reviews. All systems processing and/or storing Department PHI or Pl must have a
routine procedure in place to review system logs for unauthorized access.

Change Control. All systems processing and/or storing Department PHI or Pl must
have a documented change control procedure that ensures separation of duties and
protects the confidentiality, integrity and availability of data.
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18)

a.

19)

a.

Business Continuity / Disaster Recovery Controls

Emergency Mode Operation Plan. Contractor must establish a documented plan to
enable continuation of critical business processes and protection of the security of
Department PHI or PI held in an electronic format in the event of an emergency.
Emergency means any circumstance or situation that causes normal computer operations
to become unavailable for use in performing the work required under this Agreement
for more than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to
backup Department PHI to maintain retrievable exact copies of Department PHI or PI.
The plan must include a regular schedule for making backups, storing backups offsite,
an inventory of backup media, and an estimate of the amount of time needed to restore
Department PHI or PI should it be lost. At a minimum, the schedule must be a weekly
full backup and monthly offsite storage of Department data.

Paper Document Controls

Supervision of Data. Department PHI or PI in paper form shall not be left unattended
at any time, unless it is locked in a file cabinet, file room, desk, or office. Unattended
means that information is not being observed by an employee authorized to access the
information. Department PHI or Pl in paper form shall not be left unattended at any
time in vehicles or planes and shall not be checked in baggage on commercial airplanes.

Escorting Visitors. Visitors to areas where Department PHI or Pl is contained shall be
escorted and Department PHI or PI shall be kept out of sight while visitors are in the
area.

Confidential Destruction. Department PHI or Pl must be disposed of through
confidential means, such as crosscut shredding and pulverizing.

Removal of Data. Only the minimum necessary Department PHI or Pl may be removed
from the premises of the Contractor except with express written permission of the
Department. Department PHI or Pl shall not be considered "removed from the
premises"” if it is only being transported from one of Contractor's locations to another of
Contractors locations.

Faxing. Faxes containing Department PHI or Pl shall not be left unattended and fax
machines shall be in secure areas. Faxes shall contain a confidentiality statement
notifying persons receiving faxes in error to destroy them. Fax numbers shall be
verified with the intended recipient before sending the fax.

Mailing. Mailings containing Department PHI or Pl shall be sealed and secured from
damage or inappropriate viewing of such PHI or Pl to the extent possible. Mailings
which include 500 or more individually identifiable records of Department PHI or Pl in
a single package shall be sent using a tracked mailing method which includes
verification of delivery and receipt, unless the prior written permission of the
Department to use another method is obtained.
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EXHIBIT F - PERFORMANCE MEASURES

Yolo County Care Continuum

(YCCC) Amber Salazar

Program Purpose

To improve the general health through increased skill development, decrease hospitalizations and
increase housing stability of mentally ill residents at both Homestead and Pacifico housing
complexes through consistent daily supports that help identify and solve problems for residents
before they escalate.

Program
Information

PM1: How much did we do?

Homestead is a 21-unit housing cooperative for people living with serious mental illness (SMI),
who live independently in the community. Pacifico is a co-op style, low-income apartment
complex within which YCCC rents nine beds for adults living with SMI. A Social Services
Coordinator will ensure these clients at both complexes are actively supported to meet their daily
needs and maintain their supportive housing.

1.1 Participants Served: # of participants served and demographics of those served (age, gender,
race/ethnicity, disability)
Goal: 30 participants

1.2 Referrals Made: # of service referrals made broken down by type of referral (primary care,

PM2: How well did we do it?

substance use, mental health, other community service)

2.1 Engagement Rate: % of participants who participate in Social Service Coordinator staff contact
at minimum twice weekly
Goal: 90%

2.2 Group Participation Rate: % of participants who attended a health education, independent
living skills or social interaction activity each week provided by the Social Services Coordinator.
Goal: 75%

2.3 Data Entry Timeliness: % of clients enrolled in into the Homeless Management Information

PM3: Is anyone better off?

System within 3 days of program enrollment at Pacifico or Homestead
Goal: 90%

31 Inpatient Stabilization Reduction: % and # of clients who have maintained their current
permanent supportive housing without admission to Crisis Residential Treatment program and/or
an acute inpatient psychiatric care facility.

Goal: 80%
3.2 Permanent Housing Retention: % and # of clients who their housing in either program.
Goal: 80% (24)
3.3 Increase Health Stability: % and # of clients who maintained or improved their independent

living skills (as measured by the ILS tool used bi-annually).
Goal: 75% (23)
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